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PRESIDENT’S MESSAGE

Analyti c Services Inc. is a not-for-profi t public-service insti tute 
that has been providing objecti ve studies and analyses to aid 
decision-makers throughout the nati onal security, homeland
security, and public safety communiti es for nearly fi ft y years.

The Homeland Security Insti tute is one of two operati ng 
units within the corporati on and is the only Federally Funded
Research and Development Center (FFRDC) specifi cally
chartered to provide studies and analysis support to the 
Department of Homeland Security. The Insti tute has amassed 

an enormous body of knowledge and extensive domain experti se in the homeland 
security mission space over the past three years. It has already made signifi cant
contributi ons, several of which are refl ected in this report, and has built a solid 
foundati on that will enable future contributi ons.

Secti on 312(f) of the Homeland Security Act of 2002 requires the Insti tute to furnish an
annual report to the Department of Homeland Security and the Congress. We hope you 
fi nd the following report helpful in understanding the potenti al the Homeland Security 
Insti tute possesses as a value-added resource to the Department and others in the 
nati on’s homeland security community.

  Dr. Ruth David
 President and Chief Executi ve Offi  cer
 Analyti c Services Inc.
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DIRECTOR’S MESSAGE

Federally Funded Research and Development Centers (FFRDCs) 
came into being in the years immediately following World 
War II to support the defense establishment with capabiliti es
that were not readily available in either the public or private
sector. The Homeland Security Insti tute is one among many 
FFRDCs that have been established over the years to support
varying requirements across the Federal Government.

The Insti tute is unique in that it operates under a single 
contract and dedicates all its resources to supporti ng

the homeland security mission. We address problems of enduring concern where 
maintaining insti tuti onal memory within the Department of Homeland Security is criti cal 
to long-term success. Most important, we maintain a strategic relati onship with the 
department, providing conti nuity and currency of experti se that transcends changes in 
leadership and key personnel inside government organizati ons.

Over the past three years, the Homeland Security Insti tute has grown dramati cally. We 
have taken on complex problems and provided acti onable results. Our sole interest is in 
helping all those whom we support to effi  ciently and eff ecti vely achieve their mission, 
and we are deeply proud of our success in this regard over the past year. This report
demonstrates a growing body of knowledge within the Insti tute and a track record of 
supporti ng the department—providing specifi c examples of our value-added products, 
core capabiliti es, and vision for the future. We hope you fi nd it informati ve.

  Dr. Philip Anderson
 Director
 Homeland Security Insti tute
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CHARTER 
The Homeland Security Insti tute (HSI) is a Congressionally chartered Federally Funded 
Research and Development Center (FFRDC).1 We are dedicated solely to supporti ng the
Department of Homeland Security (DHS) and the homeland security mission.

MISSION 
Our mission is to assist the Secretary of Homeland Security in addressing important 
homeland security issues, parti cularly those requiring scienti fi c, technical, and analyti cal
experti se.2

1 Homeland Security Act of 2002, Sec. 312, 6 USC 192 (2002).  Sec. 312 (g) was amended by the Homeland
Security Appropriati ons Act of 2005, Title V, General Provisions, Sec. 520.

2 Sponsoring Agreement between the Department of Homeland Security and Analyti c Services Inc. to 
Operate the Homeland Security Insti tute (HSI) Studies and Analyses Federally Funded Research and
Development Center (FFRDC), September 2004.
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HISTORY

The Homeland Security Insti tute was envisaged by the Nati onal Research Council of the 
Nati onal Academies in its report Making the Nati on Safer3 which proposed the creati on 
of the Insti tute as a way for the federal government to “gain access to crucial analyti c
capabiliti es to inform decision making …”

The Homeland Security Act of 2002 included a provision to establish the Homeland
Security Insti tute. Secti on 312 of the Act identi fi es specifi c types of duti es or capabiliti es 
that we may be requested to provide to DHS and the homeland security community.

 Congressionally Prescribed Duti es.

The Homeland Security Insti tute became operati onal in June 2004. The Insti tute’s initi al
Research Plan contained 25 proposed tasks. Initi al tasks involved developing basic 
operati onal capabiliti es and contributi ng in areas such as strategic policy and planning,
investment alternati ves, the identi fi cati on of Nati onal Laboratories’ capabiliti es, 
chemical and biological warfare, criti cal infrastructure protecti on, threat scenarios, 
standards integrati on, and lessons learned analysis. All tasks assigned in FY04 were
funded by the DHS Science and Technology Directorate (S&T). 

3 Committ ee on Science and Technology for Countering Terrorism, Nati onal Research Council of the Nati onal
Academies, Making the Nati on Safer The Role of Science and Technology in Countering Terrorism, Nati onal
Academies Press (July 2002).
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DHS Operati ng Elements Supported in FY04.

In FY05, our fi rst full year of operati on, the central theme of the Research Plan was taken
from a guiding principle of the Nati onal Strategy for Homeland Security—“manage risk
and allocate resources judiciously.”4 The Insti tute’s Research Plan for FY05 was designed
to identi fy, develop, assess, and implement state-of-the-art strategic planning, risk 
management, threat analysis, and investment portf olio methodologies for homeland
security. The Plan contained 33 proposed tasks. For the fi rst ti me since its incepti on, the
Insti tute was providing support funded by operati ng elements within the Department
but outside DHS S&T. By the end of FY05, we were providing support to six of the 
Department’s operati ng elements. 

4 The Nati onal Strategy for Homeland Security, Offi  ce of Homeland Security, Washington, D.C., July 2002, 
p. 3.
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Risk Assessment and Portf olio-Based Risk Management Framework.

During FY06, we conti nued to evolve as an analyti c organizati on and provided many 
signifi cant, value-added products and services to DHS. The FY06 Research Plan was 
designed to support Secretary Chertoff ’s stated prioriti es for the year:

• Increase overall preparedness, parti cularly for catastrophic events, and 
strengthen the Federal Emergency Management Agency (FEMA).

•  Strengthen border security and interior enforcement, and reform immigrati on 
processes.

•  Enhance mariti me and transportati on security, with more effi  cient and secure
systems.

•  Enhance informati on sharing with DHS’s partners.

•  Strengthen the department’s organizati on to maximize performance.

The FY06 Research Plan contained 60 proposed tasks, many of which were focused on 
operati ons analysis. We were assigned signifi cant work by the Assistant Secretary for 
Policy, the Under Secretary for Preparedness, the Director of the Domesti c Nuclear 
Detecti on Offi  ce, the Commissioner for Customs and Border Protecti on (CBP), the
Commandant of the United States Coast Guard (USCG), and the Director of the 
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Transportati on Security Administrati on (TSA). The FY06 Research Plan also helped the 
Department further its risk-based planning and resource allocati on decision-making
processes. By the end of FY06, the Insti tute was providing support to nine of the
Department’s operati ng elements.

In additi on to signifi cant contributi ons in the areas of risk and operati ons analysis, our 
Research Plan for FY07 refl ects the new Under Secretary for S&T’s business model for his 
Directorate. That model uses Integrated Process Teams (IPTs) to engage DHS operati ng
elements and balance the S&T investment portf olio in terms of program risk, cost, 
impact, and ti me to delivery of capability. The Insti tute provided the DHS S&T Transiti on
Director with the analyses he needed to effi  ciently and eff ecti vely navigate the IPT 
process. We also helped develop IPT performance metrics for the DHS components.

Capstone Integrated Process Teams (IPTs).

The FY07 Research Plan is structured to support Capstone IPTs that encourage input 
from customers, end users, acquisiti on experts, and technology developers. In additi on 
to the Secretary’s offi  ce, we are now providing support to 12 major operati ng elements 
within the Department.
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DHS Operati ng Elements Supported in FY07.

GOVERNANCE 
The Homeland Security Insti tute operates under an indefi nite delivery/indefi nite 
quanti ty (ID/IQ) contract vehicle between DHS and Analyti c Services Inc. The Under
Secretary for S&T, the DHS primary sponsor of the Homeland Security Insti tute,
designates an Executi ve Agent to ensure that we are used for our intended purposes. 
The Executi ve Agent reviews and approves the Insti tute’s research plan and provides 
day-to-day oversight of the organizati on.
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OUR VISION 
To make signifi cant contributi ons as an integrated, outcome-driven, risk-focused FFRDC
for studies and analysis—dedicated exclusively to homeland security—that decision 
makers trust to address the most complex problems.

The quality, independence, and objecti vity of our eff orts will have an increasing impact
on the broader homeland security mission space, at least equal to that of other
FFRDCs in the Defense establishment that have grown and matured together with their 
respecti ve sponsoring organizati ons.

WHAT MAKES US DIFFERENT

Dedication to the Homeland Security Mission 

We are devoted exclusively to supporti ng the homeland security mission. While other 
not-for-profi t organizati ons and FFRDCs address aspects of the homeland security
mission space, we operate under a single contract and dedicate all our eff orts, 
intellectual capital, and resources to strengthening homeland security.

Integrated Approach 

Our researchers use a multi -disciplinary team model to ensure that disparate 
stakeholder perspecti ves are incorporated. We ensure that we fully integrate policy,
economic, and operati onal constraints as well as considerati ons relati ng to technical 
performance in all that we do.
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OUR PEOPLE

The Insti tute relies on a seasoned pool of resident homeland security professionals.
Ninety percent of our analysts hold advanced degrees, including 40 percent with PhDs
or JDs, across the full range of academic disciplines including business and fi nance, 
computer science, economics, engineering, mathemati cs, operati ons analysis, the
physical sciences, and social and behavioral science. Many have decades of professional
experience that includes for-profi t business, emergency management, intelligence, 
law enforcement, military operati ons, the Coast Guard, and public health. We also 
consult a wide network of subject matt er experts from our parent corporati on and from 
throughout the public and private sectors as well as academia for informati on on many
fi elds of study.

HSI Employee Degree Levels.
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WHAT WE DO 
First and foremost, we seek to deliver practi cal and useful results in all that we do. We
assemble multi -disciplinary teams that support decision makers with acti onable results 
to help them improve their eff ecti veness and effi  ciency. Our approach to research and
analysis is rigorous and empirically based.

Consistent with our charter, we have framed what we do around nine strategic
capabiliti es as follows—with an eye toward how to focus our eff orts to best serve the
homeland security mission over the next 3–5 years:

Risk Analysis—impacts every homeland security decision at every level    
 (strategic, operati onal, tacti cal)

Operati ons Analysis—improves real-world processes and operati ons

Threat Analysis—helps identi fy existi ng and emerging threats to the homeland 

Systems Analysis—illuminates complex interdependencies, synergies, tradeoff s

Informati on Sharing Analysis—improves eff ecti veness and effi  ciency of 
homeland security operati ons within and between all levels of government and
the private sector

Policy and Planning Analysis—sets the directi on for the homeland security
enterprise

Program Analysis—identi fi es soluti ons that can fi ll gaps in homeland security
capabiliti es

Science and Technology Assessments—ensure that advances in science and
technology deliver tangible benefi ts to end users 

Training, Educati on, & Professional Development—ensures that the homeland 
security workforce has the necessary competencies

It is important to note that these capabiliti es are not mutually exclusive. They are most
oft en complementary and overlapping. The following provides an overview of our key 
contributi ons over the past year in each capability area.
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Risk Analysis 

Risk analysis helps the nati on cope with uncertain threats and hazards by eff ecti vely
informing decision making on the allocati on of fi nite resources.

Our skill sets: Our experti se: 

• Risk assessment

• Risk miti gati on / management

• Risk and risk-reducti on metrics

• Risk-informed strategic planning

• Risk-informed resource allocati on

• Scenario development and threat 
characterizati on

• Behavioral assessment

• Security Studies

• Decision Sciences / Mathemati cs

• Economics

• Strategic Planning and Mission Analysis

• Program Assessment

• Public Administrati on

• Organizati onal Behavior Modeling and Analysis

• Behavioral Sciences

2006-2007 High-Impact Risk Analysis Projects

TSA asked the Insti tute to conduct a risk assessment of the general aviati on sector.
General Aviati on includes all civil aviati on, except scheduled passenger and military 
fl ights. The key questi on was whether and how general aviati on aircraft  could be used 

General Aviati on Risk Assessment.
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by terrorists to att ack U.S. domesti c 
targets. We assessed the risks 
of terrorists exploiti ng general
aviati on aircraft , reviewed relevant
intelligence, and conducted a 
consequence analysis to identi fy 
potenti al casualti es and economic 
eff ects from an att ack involving
general aviati on aircraft . The latt er 
analysis involved the use of models 
to analyze the damage potenti al 
of various general aviati on aircraft  
as impact weapons, including the 
possibility of carrying conventi onal
explosives. The Insti tute also used
a DoD model to examine the uti lity 
of general aviati on aircraft  for 

delivering a chemical, biological, radiological, or nuclear (CBRN) weapon. The results
of this study will support TSA’s further development of its security program for general 
aviati on operati ons throughout the country.

The Insti tute developed a methodology in use at DHS 
S&T for “Strategic Risk Management” and a “Risk” model 
that can be broadly applied across the all-hazards mission
space. The “Risk” model helps decision makers evaluate
and prioriti ze a wide range of programs from a resource
allocati on standpoint. The model off ers a systemati c 
approach to identi fy and evaluate risk, along with the
capabiliti es needed to reduce that risk. The model also 
off ers a baseline for comparing programs by how much
risk reducti on they provide against the homeland security
mission requirements they support. 

High-Impact Risk Analysis Project Under Way

The methodology in use at DHS S&T for “Strategic Risk Management” and a “Risk”
model was designed to be broadly applied across the Department. Currently, work
is under way to create a broader awareness of the value of the model with follow-
on analysis that will provide a plan for development of a DHS-wide risk management
approach for resource allocati on in the FY09–FY13 budget cycles.
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Operations Analysis 

Operati ons analysis enhances both eff ecti veness and effi  ciency by identi fying what does
and doesn’t work and identi fying specifi c areas for improvement.

Our skill sets: Our experti se: 

• Observati on and analysis of real-world
operati ons

• Exercise design and reconstructi on

• Concept of operati ons development / 
assessment

• Analysis of performance metrics

• Consequence and vulnerability assessment

• Scenario development

• Operati ons Analysis / Operati ons Research

• Modeling & Simulati on

• Systems Engineering

• Management Sciences

• Relevant Operati onal Experience (e.g., with
CBP, FEMA, USCG, USSS, ICE, FAA, DEA, DoD…)

2006–2007 High-Impact Operations Analysis Projects

The Insti tute was asked to analyze the eff ect of specifi c programs such as Operati on 
Jump Start, Operati on Streamline, the Catch and Release program, Expedited Removal, 
and the performance of Border Patrol vehicle checkpoint operati ons. The Insti tute 
strati fi ed migrati on data and linked apprehension trends to specifi c operati ons,
programs, and events. Working with Border Patrol personnel, research academicians,
and policy experts, we identi fi ed eff ecti ve and ineff ecti ve deterrent migrati on factors for
both the northern and southern borders. Follow-on work may include the development 
of performance measures for the Secure Border Initi ati ve Net program implementati on 
in Arizona, port of entry operati onal assessments, and improvements in our fl ow model
of illegal migrants. 

Border Apprehensions.
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We supported the Coast Guard in developing analyti c techniques for quanti fying the
tacti cal deterrent eff ects of screening methods currently in use by the nati on’s ferryboat 
operators. An Insti tute white paper presented the dynamic interacti on between 
U.S. screening systems and terrorist countermeasures. 

High-Impact Operations Analysis Project Under Way

This summer, the Insti tute will provide the DHS Chief Medical Offi  cer with several useful
products: the analyti cal foundati on for strategic initi ati ves in veterinary and agricultural
security, internati onal aff airs and global health security, and incident management; 
awareness and preventi on training on avian and pandemic infl uenzas; an assessment
of DHS’s ability to execute conti ngency operati ons at ports and airports in the event
of a pandemic infl uenza outbreak; and the beginning of a strategic response plan for 
biological hazards.
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Threat Analysis

Threat analysis improves our understanding of adversaries’ organizati on, capabiliti es, 
operati ons, and support mechanisms and informs strategic planning and development of 
eff ecti ve countermeasures. 

Our skill sets: Our experti se: 

• Identi fi cati on and analysis of emerging threats

• Analysis of adversary intenti ons and
capabiliti es

• Empirical study of behaviors underlying
terrorist or criminal acti ons and reacti ons

• Evaluati on of behavioral and threat 
assessment approaches

• Analysis of radicalizati on processes

• Organizati onal Behavior Modeling and Analysis

• Behavioral Sciences

• Intelligence

• Criminal Justi ce 

• Security Studies

• Decision Sciences

• Program Evaluati on

• Terrorism / Counterterrorism

2006–2007 High-Impact Threat Analysis Projects

The U.S. Department of Educati on’s Offi  ce of Safe and Drug-Free Schools asked us to
produce a comprehensive analysis of informati on on terrorist att acks against educati on 
targets outside the United States. The Insti tute researched close to 1,000 terrorist 
att acks on foreign school systems from 1990 to 2006 using classifi ed and unclassifi ed 
informati on. The resulti ng analysis characterized such events, including the identi fi cati on 
of precipitati ng factors, moti vati ons, and the tacti cs employed. The Department of 
Educati on has subsequently commissioned us to assess protecti ve measures that have
been implemented in foreign school systems to reduce their vulnerability to terrorist
att acks and identi fy possible lessons learned from its extensive research that may be 
applicable to the American school system.

Early last year, the Insti tute was tasked by DHS to examine the underlying reasons for 
success and failure of terrorist att acks. The report uses a case study methodology to 
determine which factors tend to infl uence the outcome of a planned terrorist att ack.
Eight cases were analyzed—four involving commercial aviati on and four involving 
passenger rail systems. The results indicated that the most infl uenti al factors are those 
that occur in the pre-executi on phases. While safeguards and controls at airports and
rail stati ons are criti cal, they are most eff ecti ve when coupled with measures that can be
employed to detect the plot in the planning stages. The policy implicati ons of this study
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include the importance of measures to increase the sensiti vity of the public and law 
enforcement to indicators of terrorist planning; the positi ve value of community policing 
programs; and the necessity of sharing informati on horizontally, verti cally, and with
foreign counterparts as appropriate.

In December 2006, the Insti tute provided DHS with a bibliography of unclassifi ed
literature on radicalizati on. In this context, radicalizati on is defi ned as the process an 
individual or group uses to adopt extremist beliefs and behaviors. The bibliography
serves as a resource to acquaint intelligence analysts, law enforcement personnel, and
researchers with the topic of radicalizati on, to identi fy and summarize work that has 
addressed the topic to date, and to show gaps that remain and may require further 
study. This report was used by the Homeland Security Advisory Council to prepare its
report on the future of terrorism and it was distributed as a training resource to new
analysts on radicalizati on within the Offi  ce of Intelligence and Analysis. 

The Insti tute also provided DHS with a bibliography of unclassifi ed literature on
community policing within Muslim communiti es. The bibliography is intended to
inform debate about potenti al outreach strategies to engage Muslims in the United
States. The Insti tute reviewed over 150 unclassifi ed sources relati ng to community
policing, radicalizati on, and experiences of Muslims in the United States and Europe.
The literature consists of government-sponsored reports, expert testi monies, journal 

Map of Worldwide Terrorist Att acks on Schools.
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arti cles, academic research, books, and press reporti ng. It covers a range of topics: the
eff ecti veness of community policing in general, atti  tudes of U.S. Muslim communiti es
toward outreach, internati onal eff orts of policing within Muslim communiti es, and
existi ng U.S. initi ati ves of policing within Muslim communiti es.

High-Impact Threat Analysis Project Under Way

The Insti tute is supporti ng the Coast Guard with
analysis of a nati onal forum for discussing the threat
posed by small vessels bearing radiological or nuclear
or waterborne improvised explosive device weapons
to the nati on’s mariti me borders. Summit fi ndings will 
document the reacti ons of small vessel stakeholders to 
the threats and possible ways to deal with them.  
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Systems Analysis

Systems analysis helps identi fy alternate courses of acti on informing decision makers
and helping them understand the consequences of their decisions.

Our skill sets: Our experti se: 

• System and process modeling

• High-level systems evaluati ons

• System architecture evaluati ons

• System lifecycle analysis

• Impact assessment of systems and programs

• Strategic integrati on of systems

• Independent validati on and verifi cati on (IV&V)

• Systems Engineering

• Modeling and Simulati on

• Mathemati cs / Operati ons Research

• Management Sciences

• Cost Analysis

• Acquisiti on 

• Logisti cs

• Requirements Development and Management

2006–2007 High-Impact Systems Analysis Projects

The Insti tute identi fi ed for DHS S&T the major issues and current research in the fi elds
of att ack modeling, consequence planning and assessment, urban restorati on, and
human responses to biological att ack. The Insti tute then developed guidelines for a
decision-based approach to biological restorati on over a wide area that integrates the 
total restorati on process from planning through response to recovery and maintenance. 
This framework was then used to identi fy, in chronological order, the key decisions that
will be needed to complete full restorati on, the informati on required to make these 
decisions, and initi al recommendati ons for an approach to fi ll decision and informati on 
gaps. These recommendati ons included the creati on of a nati onal recovery and 
restorati on plan to be integrated with the Nati onal Response Plan.

The Insti tute provided a report on Secure Border Initi ati ve (SBI) staffi  ng that enabled
and enhanced program offi  ce eff ecti veness by validati ng existi ng staffi  ng and proposing
program offi  ce staffi  ng alternati ves and recommendati ons to support integrated 
management of the SBI program across department components and external 
stakeholders. 

A white paper for the USCG analyzed the alignment of eight supporti ng acti on plans
under the Nati onal Strategy for Mariti me Security and proposed a strategic integrati ng
framework for an eff ecti ve and effi  cient mariti me security system.
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High-Impact Systems Analysis Project Under Way

The Insti tute is performing a “Quick Look IV&V Analysis” of the CBP Resource Allocati on
Model. CBP is tasked by Congress to develop a “Resource Allocati on Model” (RAM) to 
determine the opti mal staffi  ng levels required to carry out its commercial operati ons.
The deadline is 30 June and the work has been contracted to a commercial vendor. Our 
analysis focuses on examining, assessing, and commenti ng on key deliverable products.
The Insti tute’s team of analysts have uncovered potenti al problems early enough that 
they can be corrected prior to the 30 June deadline. Our analysts are also developing 
recommendati ons for improvements to the RAM aft er the deadline, to ensure that CBP
has the best possible model going forward.
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Information Sharing Analysis

Informati on sharing analysis enhances uti lizati on of classifi ed and unclassifi ed homeland 
security informati on and helps to bett er link people, informati on, and systems within the 
broader operati onal homeland security community.

Our skill sets: Our experti se: 

• Informati on fl ow analysis

• Assessment of informati on sharing strategies,
policies, processes, procedures, and protocols

• Assessment of informati on sharing
technologies

• Development of informati on sharing strategies

• Identi fi cati on of best practi ces, benchmarking, 
performance metrics

• Intelligence 

• Criminal Justi ce

• Terrorism / Counterterrorism

• Informati on Sharing Strategy Development
and Management

• Relevant Operati onal Experience (e.g., with
CIA, ICE, CBP, USCG, USSS, DoD, …)

2006–2007 High-Impact Information Sharing Analysis Projects

In the aft ermath of Hurricanes Katrina and Rita, the 
Insti tute examined the roles of faith-based organizati ons 
(FBOs) and non-government organizati ons (NGOs) in
the recovery process. We collected data via telephone
interviews, in-person interviews, a survey, and a 
conference to document the fact that FBOs and NGOs 
contribute signifi cantly in ten service areas (shelter, food,
medical, personal hygiene, transportati on, logisti cs, 
children, case management, physical reconstructi on, and
mental health and spiritual support). The study off ers a 
blueprint for coordinati ng the eff orts of federal, state, and
local governments with FBOs and NGOs. 

High-Impact Information Sharing Analysis Project Under Way

The Offi  ce of the Director of Nati onal Intelligence and DHS have asked the Insti tute to 
develop a business case and propose a process framework for an intelligence lessons 
learned capability and a mechanism to share intelligence lessons learned throughout the
nati on’s homeland security community.



28

Policy and Planning Analysis

Policy and planning analysis helps identi fy gaps, suggests alternati ve means of achieving
long term objecti ves, helps integrate the eff orts of homeland security stakeholders,
and determines whether organizati onal goals and objecti ves are aligned with plans and
policies.

Our skill sets: Our experti se: 

• Strategic, operati onal, and tacti cal planning 

• Policy analysis and formulati on 

• Trend analysis and change management

• Organizati onal assessment and evaluati on of 
roles and responsibiliti es

• Integrati on of planning eff orts across DHS, 
federal agencies, and state, local, and tribal
governments

• Development of performance metrics

• Public Policy

• Public Administrati on

• Planning

• Organizati onal Theory, Development, 
Management, and Governance

• Management Sciences

• Financial Planning and Management

• Logisti cs Planning

2006–2007 High-Impact Policy and Planning Analysis Projects

In October 2006, the Insti tute produced an independent examinati on for the DHS Offi  ce 
of Policy on the terrorist plot uncovered last August in the United Kingdom to destroy 
U.S. airliners bound for the United States. 

In the fall of 2006, the Insti tute provided FEMA’s 
Nati onal Incident Management System (NIMS) 
Integrati on Center with metrics for determining
FY07 NIMS compliance. Three sets of metrics were 
draft ed: one for federal departments and agencies, 
one for states and territories, and one for tribal and
local jurisdicti ons. The metrics were derived from
three federal, 23 state, and 17 local compliance
requirements. This was a parti cularly signifi cant 
eff ort because these metrics serve to transiti on NIMS 
compliance from a self-certi fi cati on process to a more 
rigorous process designed to elicit best practi ces and 
impediments to implementati on as well as more
accurately measure NIMS compliance. The state/local
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metrics were vett ed by a working group of more than 45 state and local stakeholders.
These metrics will be used to determine the level of NIMS compliance nati onally and 
to empirically determine appropriate target levels for conti nued NIMS compliance. 
Similarly, FY07 federal NIMS compliance metrics were vett ed by a working group of 
35 federal department and agency representati ves. FY08 metrics are currently being
draft ed by the Insti tute in consultati on with the Incident Management Systems Division 
(formerly known as the NIMS Integrati on Center).

High-Impact Policy and Planning Analysis Project Under Way

The Insti tute is helping the department comply with various laws. We are assisti ng the
DHS’s Policy Offi  ce in implementi ng the Real ID Act of 2005. The Insti tute provided a
limited independent validati on and verifi cati on assessment of Accenture Inc.’s Resource 
Allocati on Model developed for DHS CBP in response to the Safe Port Act, HR 4954-
43, Secti on 403, which became law in October 2006. The model will be used to fi nd 
the opti mal staffi  ng levels to carry out the commercial operati ons of CBP, including
commercial inspecti on and release of cargo in accordance with nati onal trade policies.
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Program Analysis

Program analysis ensures that programs accomplish their intended purpose and 
contributes to a bett er understanding of true costs and benefi ts.

Our skill sets: Our experti se: 

• Requirements validati on

• Applicati on of performance metrics 

• Cost / benefi t and analysis of alternati ves

• Independent cost esti mati on / assessment

• Stati sti cal and econometric analysis

• Manpower analysis

• Support to milestone reviews

• Public Administrati on

• Management Sciences

• Financial Management

• Economics

• Acquisiti on / Program Management
Certi fi cati on

• Logisti cs Planning

• Business Administrati on

2006–2007 High-Impact Program Analysis Projects

In November 2006, the Insti tute provided an interim 
report that quanti fi ed the capabiliti es and capaciti es 
of the fi ve member networks of the Integrated
Consorti um of Laboratory Networks (ICLN) against 
nine homeland security scenarios for its Network 
Coordinati ng Group (NCG). This self-assessment of 
the networks will help the NCG identi fy and prioriti ze 
shortf alls in the ICLN’s capabiliti es and capaciti es for
the future development of the network consorti um. 

In early 2007, the Insti tute completed its independent
cost assessment of the Nati onwide Automati c
Identi fi cati on System (NAIS) for the Coast Guard 
Acquisiti on Directorate. Our team produced an 
assessment that covered mission needs and 
operati onal requirements, technical requirements,
and costs. The NAIS project is a Coast Guard Level 1 investment and major systems
acquisiti on. Implementi ng the NAIS involves installing Automati c Identi fi cati on System 
(AIS) equipment and support systems on and around communicati on towers along 
95,000 miles of coastline and inland rivers. The NAIS provides the Coast Guard with
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the capability to receive and distribute informati on from shipboard AIS equipment to 
enhance mariti me domain awareness.

The Insti tute also reviewed and assessed documentati on on needs and requirements,
technology, and their relati onships for the Coast Guard and showed potenti al cost 
impacts of those requirements and technology. The Coast Guard used the study to help
develop its systems engineering process, a request for proposal development, and to 
develop a Coast Guard Acquisiti on Directorate standard operati ng procedure to provide
guidance for establishing lifecycle cost esti mates.

High-Impact Program Analysis Project Under Way

As a follow-on to our independent cost assessment of the NAIS for the Coast Guard
Acquisiti on Directorate, which also assessed missing needs, requirements, and 
technology, the Insti tute is conducti ng an independent review of the request for
proposal for NAIS Increment 2.
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Science and Technology Assessments

Science and technology assessments span the development life cycle (basic research, 
concept formulati on, program planning, test and evaluati on, technology transiti on). They 
help decision makers understand the capabiliti es and limitati ons of specifi c technologies
and inform long-range planning and resource allocati on. 

Our skill sets: Our experti se: 

• Evaluati on of defensive technologies

• Analysis of technology-based vulnerabiliti es

• Synthesis of stakeholder and expert judgment

• Development and evaluati on of S&T program 
plans, test / verifi cati on plans

• Development of technical risk miti gati on 
strategies for research and development 
programs

• Science and Technology Program Management

• Chemical and Biological Defense

• Microbiology

• Molecular Biology, Biochemistry and Geneti cs

• Chemistry

• Physics

• Environmental Engineering

• Detector Development

2006–2007 High-Impact Science and Technology Assessments

The Insti tute reviewed the technical content and strategic directi on of the DHS chemical
countermeasures program and provided a model process for future reviews. In its role
as an FFRDC, the Insti tute was provided the DHS budget and planning informati on 
necessary for this review to be successful. Aft er seeing our product, the Homeland
Security Council requested that the Insti tute leverage
the results of this report for their development of 
an interagency Nati onal Domesti c Chemical Defense
Strategy. 

The Insti tute also has made contributi ons in the area of 
sensors. Last year we worked with subject matt er experts
from industry, government, and academia to assess the 
vulnerabiliti es of homeland security–related advanced 
sensors and their supporti ng systems.
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High-Impact Science and Technology Assessment Under Way

Answering the mandate of Homeland Security Presidenti al Directi ve 10, the Insti tute
is executi ng a Biodefense Net Assessment task that supports biodefense program 
modifi cati on at the U.S. Government administrati on level. The Homeland Security
Advisory Council and the Offi  ce of Science and Technology Policy have been acti vely 
engaged and are eager parti cipants as stakeholders in this process. The task brings
together elite biodefense experts to provide an independent assessment of the 
progress to date in implementi ng existi ng biodefense policy; it provides identi fi cati on 
of conti nuing biodefense gaps and vulnerabiliti es; and it provides recommendati ons 
for rebalancing and refi ning biodefense investments. This task considers the full range
of the biodefense landscape: recovery, response, protecti on, detecti on, surveillance, 
preventi on, and threat awareness. It provides the framework on which U.S. biodefense 
strategies will be built.
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Training, Education, and Professional Development

Training, educati on, and professional development improve organizati onal performance
and support innovati on in, and transformati on of, homeland security operati ons.

Our skill sets: Our experti se: 

• Analysis of training, educati on and 
professional development capabiliti es, needs,
and gaps

• Design, prototyping, and evaluati on of 
specialized curriculum, exercises, workshops, 
seminars, and simulati ons

• Development of training plans and policies

• Design of comprehensive learning programs

• Educati on and Training 

• Exercises and Simulati ons

• Curriculum Development

• Doctrine Development

• TEPD Program Assessment

• Subject Matt er Experti se in Homeland Security 
Fields

2006–2007 High-Impact Training, Education, and Professional 
Development Projects

The Insti tute developed homeland security professional core competencies and the 
DHS 101, Terrorism/Counterterrorism and CBRNE courses to promote a common
understanding of the DHS mission and responsibiliti es. The core competencies are being 
used as input to the work being done by the Nati onal Educati on Consorti um. Every year, 
several hundred DHS employees derive great value in att ending courses designed by the 
Homeland Security Insti tute. 
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High-Impact Training, Education, and Professional Development Project
Under Way

The Insti tute is draft ing a Five-Year Plan for training related to the NIMS. This team
coordinates its eff orts with other Insti tute tasks supporti ng the NIMS upgrade and NIMS 
compliance. The Five-Year Training Plan directly serves the Nati onal Integrati on Center, 
which coordinates NIMS training nati onally, and it shapes nati onal training guidelines
that support local and state training plans and course development. Nati onwide NIMS 
training of responders and emergency management personnel improves the effi  ciency
and eff ecti veness for response to and management of every incident across the nati on.
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OUTREACH

The Homeland Security Act requires the Insti tute to functi on as an integrator, stati ng: 
“[In] carrying out [its duti es] the Insti tute shall consult widely with representati ves 
from private industry, insti tuti ons of higher educati on, nonprofi t insti tuti ons, other
Government agencies, and federally funded research and development centers.”5

Accordingly, our Outreach Program seeks to generate synergy in the relati vely new
homeland security mission space by creati ng a community-wide intellectual foundati on.

The number of subscripti ons to the Homeland Security Insti tute Weekly Homeland 
Security Newslett er (htt p://www.homelandsecurity.org/Newslett erArchives.aspx) now r
exceeds 50,000 globally. Embedded in the front page of the Newslett er are links to the
Nati onal Academies of Science, DHS Centers of Excellence, and DHS Public Aff airs. The
Newslett er is now used as a venue for surveys in support of DHS tasking, for posti ng
public- and private-sector announcements, and for implementi ng nati onwide Homeland
Security Educati on Awareness Programs. The Insti tute’s web site now features DHS-
approved abstracts of selected studies and analyses that we have completed. Our 
product abstracts are also being posted on the DHSOnline web site. The Journal of 
Homeland Security (htt p://www.homelandsecurity.org/newjournal/), an interdisciplinary y
Web-based publicati on used by graduate schools throughout the country, conti nues to 
post homeland security–related arti cles, book reviews, and in-depth interviews with
senior offi  cials in the public and private sectors. The commentaries and arti cles cover a
broad range of topics in the homeland security arena. 

We seek to facilitate collaborati on and 
coordinati on within the department 
and with other homeland security 
professionals and organizati ons in all 
that we do.

5 Homeland Security Act of 2002, Sec. 312(d), 6 USC 192 (2002).
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GOING FORWARD

The Homeland Security Insti tute has been operati onal for just over three years. During
this period of rapid growth, we have worked hard to earn the trust and confi dence of 
leaders at every level within the Department of Homeland Security. We have reached 
the point, as the previous secti ons illustrate, where our products are now widely 
recognized and used. We are now uniquely positi oned to help address the most diffi  cult
questi ons associated with an evolving and uncertain threat, to help the nati on invest 
its limited resources wisely, and to help transiti on a young Department of Homeland
Security to a new Administrati on.

The Homeland Security Insti tute is fi rst and foremost a people-focused organizati on. Our
pool of talented analysts has been molded into a one-of-a-kind team that is passionate 
about the contributi ons it is making to the homeland security mission space. This is
the lure that will conti nue to att ract the best and brightest to the Insti tute in the years 
ahead. 
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