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Common Terms
This list of common terms, while not exhaustive, will assist the reader in understanding the
cryptocurrency ecosystem. For the majority of these terms, Homeland Security Studies and
Analysis Institute (HSSAI) modified the CoinDesk Bitcoin Glossary to fit the context of this paper.
Additional terms were included from Investopedia and previous publications from HSSAI.
Address: a bitcoin address is used to receive and send transactions on the Bitcoin network. It
contains a string of alphanumeric characters, but can also be represented as a scannable quick
response (QR) code. A bitcoin address is also the public key in the pair of keys used by bitcoin
holders to digitally sign transactions (see public key).
Altcoin: the collective name for cryptocurrencies offered as alternatives to bitcoin.
Anti-Money Laundering (AML): a set of procedures, laws, or regulations designed to stop the
practice of generating income through illegal actions.
Application-Specific Integrated Circuit (ASIC): a silicon chip specifically designed to do a
single task. In the case of bitcoin, ASICs are designed to process secure hash algorithm (SHA)–
256 hashing problems to mine new bitcoins.
Bank Secrecy Act (BSA): the BSA, initially adopted in 1970, established the basic framework
for anti–money laundering obligations imposed on financial institutions. Among other things,
it authorizes the Secretary of the Treasury to issue regulations requiring financial institutions
(including broker-dealers) to keep records and file reports on financial transactions that may be
useful in investigations and prosecution of money laundering and other financial crimes.
Bitcoin: the most popular cryptocurrency. “bitcoin,” lower case, refers to the virtual currency
that is digitally traded between users. “Bitcoin,” when capitalized, refers to both the opensource software used to create the virtual currency and the P2P network formed as a result.
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Common Terms

Blockchain: a public ledger of all bitcoin transactions that have ever been executed.
Botnets: any group of two or more computers and/or mobile devices that are controlled and/
or updated remotely for an illegal purpose. Botnets can be used to perform denial-of-service
attacks, send spam email, and host illegal content; they may aid in most other types of online
criminal behavior.
Confirmation: the act of hashing a bitcoin transaction successfully into a transaction block
and cementing its validity. A single confirmation takes around 10 minutes to complete, which is
the average length of time for a transaction block to be hashed. However, some more sensitive
or larger transactions may require multiple confirmations, meaning that more blocks must
be hashed and added to the blockchain after the transaction’s block has been hashed. Each
time another block is added to the blockchain after the transaction’s block, the transaction is
confirmed again.
Cryptocurrency: a form of currency based on mathematics alone. Instead of fiat currency,
which is printed, cryptocurrency is produced by solving mathematical problems based on
cryptography.
Cryptography: the use of mathematics to create codes and ciphers that can be used to
conceal information; used as the basis for the mathematical problems, which are in turn used
to verify and secure bitcoin transactions.
Darknet: a computer network with restricted access that is used chiefly for illegal peer-to-peer
file sharing.
Deep Web: parts of the Internet that cannot be accessed using ordinary search engines. Some
parts of the Deep Web are used for criminal activity.
Double spending: the act of spending bitcoins twice. It can happen when someone makes
a transaction using bitcoin, and then makes a second purchase from someone else, using
the same bitcoin. They then convince the rest of the network to confirm only one of the
transactions by hashing it in a block. Double spending is not easy to do, thanks to the way
that the Bitcoin network operates, but it is nevertheless a risk run by those accepting zeroconfirmation transactions.
Electronic payment systems: a secure means of transferring money among parties to
facilitate e-commerce and operate using real money or virtual currency. Electronic payment
systems either allow payment to be made between users, vendors, and other merchants, or
they only allow payments to be made between users or accounts.
Encryption: masks data to prevent unauthorized visibility during data transfer or storage.
Exchange: a central resource for exchanging different forms of money and other assets. Bitcoin
exchanges are typically used to exchange cryptocurrency for other, typically fiat, currencies.
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Common Terms

Fiat currency: government-issued currency such as the U.S. dollar or Chinese yuan.
Hash: a mathematical process that takes a variable amount of data and produces a shorter,
fixed-length output. A hashing function has two important characteristics. First, it is
mathematically difficult to work out what the original input was by looking at the output.
Second, changing even the tiniest part of the input will produce an entirely different output.
Hashrate: the number of hashes that can be performed by a bitcoin miner in a given period of
time (usually a second).
Know your customer (KYC): a guideline stated or implied by various regulatory bodies. It
requires financial institutions to know and identify their clients to a certain degree as a way to
combat money laundering.
Malware: computer software that facilitates illicit activities such as data exfiltration, denial-ofservice attacks, fraud, and spam dissemination.
Mining: the act of generating new bitcoin by solving cryptographic problems using computing
hardware to verify transactions.
Mixing service: a service that mixes public key addresses to further anonymize cryptocurrency
transactions. A mixing service (also known as a tumbler) preserves privacy because it prevents
people from tracing a particular bitcoin to an individual. It also has the potential to be used for
money laundering.
Money laundering: the process of concealing the origin of money, which typically occurs
in three major stages: (a) placement, which is the initial point of entry for funds derived from
criminal activities; (b) layering, which is the creation of complex networks of transactions that
attempt to obscure the link between the initial entry point and the end of the laundering cycle;
and (c) integration, which is the return of funds to the legitimate economy for later extraction.
Money service business (MSB): defined by the Department of the Treasury as a business that
issues, sells, or redeems money orders or traveler’s checks, provides check-cashing services, is
a currency dealer or foreign exchange dealer, or provides money transfer services. MSBs must
register with the Internal Revenue Service within 180 days of beginning operation and must
renew their registration every two years.
Peer-to-peer (P2P): decentralized interactions that happen between at least two parties in a
highly interconnected network.
Personally identifiable information (PII): is any data that could potentially identify a specific
individual.
Pool: a collection of mining clients who collectively mine a block, and then split the reward
among them. Mining pools are a useful way to increase probability of successfully mining a
block as the difficulty increases.
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Common Terms

Private key: an alphanumeric string kept secret by the user and designed to sign a digital
communication when hashed with a public key. In the case of bitcoin, this string is a private key
designed to work with a public key.
Pseudonymous: bearing or using a fictitious name. (Most cryptocurrency transactions are
similar to writing under a pseudonym. If a user’s public key is ever linked to his or her identity,
all transactions conducted in the past will be linked to this identity.)
Public key: an alphanumeric string that is publicly known and is hashed with another, privately
held string to sign a digital communication. In the case of bitcoin, the public key is a bitcoin
address.
QR code: type of bar code that can be read both horizontally and vertically, allowing large
amounts of information to be encoded in it.
Ripple: a payment network that can be used to transfer any currency (including ad hoc
currencies created by users). The network consists of payment nodes and gateways operated
by authorities. Payments are made using a series of IOUs, and the network is based on trust
relationships.
Satoshi: the smallest subdivision of a bitcoin currently available (0.00000001 BTC).
SHA-256: the cryptographic function used as the basis for Bitcoin’s proof-of-work system.
Suspicious Activity Report (SAR): a Department of the Treasury form that must be filed under
the U.S. Bank Secrecy Act when a financial institution identifies or suspects criminal activity.
The Onion Router (Tor): an anonymous routing protocol, used to hide one’s identity online.
Unbanked: unbanked customers have no checking, savings, credit, or insurance account with
a traditional regulated depository institution.
Underbanked: underbanked customers have one or more unbanked accounts, but conduct
many of their financial transactions with alternative service providers and still use cash for
many transactions.
Wallet: a method of storing bitcoin for later use. A wallet holds the private keys associated with
bitcoin addresses. The blockchain is the record of the bitcoin amounts associated with those
addresses.
51 percent attack: a condition in which more than half the computing power on a
cryptocurrency network is controlled by a single miner or group of miners. That amount
of power theoretically makes them the authority on the network and gives them power to
(1) interfere with issuing and confirming transactions, (2) double-spend bitcoin, or (3) prevent
other miners from mining valid blocks.
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Executive Summary

Cryptocurrency, a form of digital or virtual currency that uses cryptography for
security, presents an emerging threat with potential to negatively impact national and
international security and finance. Accordingly, the goal of our paper is to provide the
Homeland Security Enterprise with in-depth background information on this emerging
technology that will promote understanding of this new threat. We hope the ideas in this paper
will help law enforcement and prosecutors at all levels of government overcome the many
challenges associated with understanding, investigating, and prosecuting illicit activities that
involve cryptocurrencies.
Cryptocurrencies are a controversial phenomenon that have risen from a technical experiment,
with zero monetary value, to an industry of more than 510 cryptocurrencies with a combined
market capitalization of $5.5 billion. The vast majority of this market capitalization is composed
of bitcoin. Bitcoin and its contemporaries are not the first attempt at an alternative to fiat
currency, but they have made the greatest impact on the alternative financial services market
in recent history. The future of cryptocurrencies is uncertain, and there is a broad spectrum of
belief about what may happen, from enthusiasts who claim that it is the future of money to
skeptics who believe it is destined for the dustbin of history.
Cryptocurrencies may be a passing fad or niche, but the technological innovation that
underlies it could reshape the way transactions and contracts take place in the future, primarily
by the public ledger opportunities presented through the blockchain. Although the blockchain
is at the nascent stage, it has the potential to support more efficient and transparent global
commerce; bring financial inclusion to the world’s underbanked; reduce traditional banking
fees; lower confiscatory remittance fees; ensure voting integrity; keep track of titles; and
potentially alleviate a host of other problems. In addition, along with bringing innovation to
the financial industry, cryptocurrencies have the potential to provide a new class of jobs to the
global economy.
While cryptocurrencies offer a number of potential societal benefits for consumers and
companies, they are used extensively by cyber-criminals on the Deep Web. Cryptocurrencies
may be used by additional malicious actors, including transnational criminal organizations,
corrupt officials, and foreign terrorist organizations who are attracted to their unique features.
Some of these features include that they are not tied to any central bank or nation, they are
pseudonymous in nature, they can be transferred around the world almost instantaneously,
and they are not adequately regulated in many countries. Moreover, cryptocurrency
transactions can become harder to track when cyber-criminals use anonymizing tools and
encryption technologies.
For criminals, cryptocurrencies are attractive like cash, with an added borderless component
and perceived anonymity. Crimes committed with cryptocurrencies are not unique; they can
be committed with any form of money, including cash, credit cards and e-money. In fact, given
the current size of the cryptocurrency market, it appears that illegal cryptocurrency activities
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are minute compared to criminal activities committed with cash and have not yet been fully
embraced by terrorist organizations.
If cryptocurrencies grow in popularity and use, so will illicit transactions conducted with their
associated technology. Moreover, as malicious actors become more acquainted with the
technology, there will be an expansion of services and devices necessary to conduct cybercrime, such as anonymizing tools and encryption devices to further disguise transactions.
There is little evidence to suggest that malicious actors will completely forsake other traditional
successful money laundering techniques that have proven effective time and again. As with
any new financial product, cryptocurrencies will become another portfolio item that malicious
actors can use to disguise illicit transactions.
Some observers speculate that law enforcement is ill-equipped and unprepared to counter
the rise of cyber-crime and the sophisticated methods cyber-criminals use to conduct illicit
activities. We recommend that federal, state, local, regional, and tribal stakeholders within the
Homeland Security Enterprise address cryptocurrencies through a number of channels:
1. increasing knowledge and awareness through training courses and independent Deep
Web research;
2. budgeting for and investing in new forensic software, tools, and models, as well as
increasing the number of highly capable analysts, investigators, and prosecutors dedicated
to cyber-enabled and cyber-facilitated crime;
3. cataloging and disseminating best investigative practices and procedures;
4. establishing a centralized entity to analyze transactions on the blockchain;
5. targeting individuals who operate unlicensed or unknown cryptocurrency exchanges;
6. developing red-flag indicators of money laundering activities that use cryptocurrencies for
the private sector; and
7. partnering with foreign counterparts for force multiplication.
Cryptocurrencies are in their infancy, and there are many factors that can influence the
evolution of the cryptocurrency ecosystem. This paper presents a neutral assessment of
available information on the cryptocurrency landscape. All information within this report is
valid as of the time of writing but is subject to change, given the rapidly evolving nature of
the technology.
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Section I: Introduction

Cryptocurrency, often referred to as “virtual currency” or “digital currency,” operates as a
borderless, decentralized medium of financial exchange and value storage backed primarily
by user consensus. Characterized by their nearly anonymous, entirely electronic peer-to-peer
(P2P) transactions, cryptocurrencies have captured the imagination of consumers, software
developers, entrepreneurs, venture capitalists, and philanthropists. Cryptocurrencies are
generated by computers solving complex algorithms—called “mining”—which also verifies
these transactions. Consumers engage in transactions by establishing an electronic wallet,
purchasing or mining cryptocurrencies, or initiating a financial exchange, and then they wait
for mining efforts to confirm the transaction’s completion.
Cryptocurrencies (notably bitcoin,1 the dominant brand in the market) provide users with
opportunities to purchase goods and services pseudonymously at more than 40,000 retailers,2
political campaigns, bullion traders, online gambling sites, charities, vault services, investment
vehicles, and real estate brokers. Beyond the traditional purchase of goods and services,
cryptocurrencies have the potential to provide additional value, such as safeguarding privacy,
lowering transaction fees, and empowering the underbanked. If the technology is allowed to
mature, additional societal benefits could emerge.
Although the cryptocurrency ecosystem could have many societal benefits, there is a sinister
side to this emerging technology that needs to be addressed. Cryptocurrencies are seen
by some as a popular medium for malicious actors to launder money, acquire illicit goods
and services, and conduct illicit activities. Several recent enforcement actions brought
against malicious actors who used cryptocurrencies for illicit purposes support this position.
Additionally, the European Banking Authority (EBA),3 the U.S. Securities and Exchange
Commission (SEC), the Department of the Treasury’s Financial Crimes Enforcement Network
(FinCEN), and the Consumer Financial Protection Bureau (CFPB)4 have warned consumers and
investors about risks associated with the emerging technology, including buying, selling,
holding, and trading cryptocurrencies or investing in cryptocurrency-backed securities.5
This topic is particularly relevant to federal, state, local, regional, and tribal stakeholders within
the Homeland Security Enterprise (HSE), because cryptocurrencies offer cyber-criminals,
corrupt officials, transnational criminal organizations (TCOs), and foreign terrorist organizations
(FTOs) the ability to conduct pseudonymous financial transactions outside of traditional
banking channels. There are numerous pernicious uses for cryptocurrencies, including
laundering money, fraudulently investing, and buying prohibited goods and services on the
1

2
3

4

5

Throughout the report, the term “bitcoin,” lower case, refers to the virtual currency that is digitally traded
between users. “Bitcoin,” when capitalized, refers to both the open source software used to create the virtual
currency and the P2P network formed as a result.
BitPay, accessed October 23, 2014, https://bitpay.com/.
EBA Consumer Trends Report 2014 (London: European Banking Authority, February 28, 2014), 31-32. http://www.eba.
europa.eu/documents/10180/534414/EBA+Consumer+Trends+Report+2014.pdf.
Risks to Consumers posed by Virtual Currencies (Washington: Consumer Financial Protection Bureau, August 2014),
4-6. http://files.consumerfinance.gov/f/201408_cfpb_consumer-advisory_virtual-currencies.pdf.
Virtual Currencies: Emerging Regulatory, Law Enforcement, and Consumer Protection Challenges, GAO-14-496
(Washington: Government Accountability Office, May 2014), 22. http://www.gao.gov/assets/670/663678.pdf.
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Deep Web. Essentially, any crime that can be committed with the dollar can hypothetically be
committed with a cryptocurrency, but crypto-crime could be more difficult to identify, prevent,
or mitigate.
Recent arrests and prosecutions of individuals using cryptocurrencies for nefarious purposes
suggest that there are adequate federal and state laws to take enforcement actions and
prosecute those who use cryptocurrencies illegally. Edward Lowery III, Special Agent in Charge
of the Criminal Investigative Division for the U.S. Secret Service (USSS), noted this, as well as the
need for further law enforcement innovation, stating that:
The Secret Service has successfully investigated and apprehended the founders
and operators of two centralized digital currencies, e-Gold and Liberty Reserve,
effectively ending their operations. The growth of decentralized cryptocurrencies
present(s) new challenges for law enforcement that will require further innovation
in investigative techniques; however, users and administrators of virtual currencies
should have no illusions that they are beyond the reach of the law enforcement
should they engage in illegal activity.6
However, because cryptocurrencies operate over the Internet, they can be used internationally
to make payments and transfer funds across borders, complicating investigations. Due
to cryptocurrencies’ cross-jurisdictional nature, law enforcement agencies and financial
regulators face difficulties in enforcing Bank Secrecy Act (BSA) and anti-money laundering
(AML) requirements; investigating, extraditing, and prosecuting malicious actors overseas
involved in criminal activities; interviewing victims and witnesses;7 and seizing and recovering
assets. Additionally, since cryptocurrencies have no centralized authority, law enforcement and
regulatory agencies face challenges obtaining transaction records as there is often no financial
intermediary to serve and process subpoenas, warrants, or other legitimate investigative tools
in furtherance of an investigation.
Within the United States, the regulatory environment remains uncertain. If cryptocurrencies are
overregulated, innovation may be stifled and cryptocurrencies may be pushed to underground
markets or exchanges operating outside the reach of U.S. law enforcement and regulatory
authorities. This could make them even more removed from government oversight and
scrutiny. If cryptocurrencies are well regulated, the U.S. government will be able to monitor
cryptocurrency transactions. In this case, the U.S. government could regulate and prosecute
illicit activities much more readily than if these activities take place outside U.S. jurisdiction.
There are barriers to mainstream cryptocurrency adoption that must be overcome before the
future of the technology becomes clear. Where do cryptocurrencies fit into the global financial
system? Can they be used to help the underbanked? How should they be regulated? And how
6

7

8

Email from Edward Lowery III, Special Agent in Charge of Criminal Investigative Division, U.S. Secret Service,
October 16, 2014.
Government Accountability Office, Virtual Currencies: Emerging Regulatory, Law Enforcement, and Consumer
Protection Challenges, 22.

Section I: Introduction

can law enforcement adapt to meet investigative needs without stifling innovation? All of these
topics will be addressed in the following pages.

Scope
This report is intended for the use of law enforcement, regulatory, and prosecutorial entities
that investigate complex financial crimes involving cryptocurrencies. The scope of this study
encompasses the threat posed by cryptocurrencies and addresses what law enforcement
and prosecutors can do to counter that threat. Additionally, it analyzes the impact of
cryptocurrencies on national and international finance. This report is meant to inform and
educate federal, state, local, regional, and tribal stakeholders within the HSE on the basics of
cryptocurrencies, threats posed by them, and how law enforcement can overcome challenges
associated with investigating malicious actors who use this emerging technology.
This report was funded by the Department of Homeland Security (DHS) Science and
Technology Directorate (S&T). Findings in this report are solely those of the Homeland Security
Studies and Analysis Institute (HSSAI) and do not reflect the opinion of DHS or other U.S. law
enforcement or regulatory agencies.
Two versions of this report will be released. The first is for government use only and is at
the For Official Use Only (FOUO) level of classification. This second version has had all FOUO
information removed and is for public release.

Methodology
This analysis was derived from multiple sources, to include a review of law enforcement
reporting; testimony and written statements from congressional hearings; court and related
legal documents; government agency reports; financial reports and economic theory;
published and peer-reviewed documents; open-source reports from industry stakeholders
and news articles; cryptocurrency user forums and conferences; and law enforcement training
presentations. We also reviewed relevant laws and regulations, including the BSA and related
AML provisions such as Title III of the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism Act (USA PATRIOT Act). This
information was supported by numerous interviews of subject matter experts from federal
and state law enforcement agencies; federal, state and local prosecutors; and the private
sector, including representatives from the Bitcoin Foundation and BitPay, academics, and nongovernmental organizations. For a complete list of all stakeholders interviewed for this study,
see appendix IX. Additionally, the project team conducted independent research of Deep Web
marketplaces to explore illicit cryptocurrency usage.
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Limitations and Caveats
As with other studies involving complex financial crimes and technology, this report is
subject to a number of limitations. For this study, HSSAI sought to obtain current and credible
information regarding cryptocurrencies. This is a difficult and complex undertaking, as
malicious actors work hard to protect their activities—to prevent law enforcement, the media,
and the general public from detecting or disrupting their operations.
This research was further complicated by the fact that cryptocurrencies are a relatively recent
phenomenon and scholarly research on the topic is scarce. Indeed, extant literature almost
always applies only to bitcoin and generally does not apply to other altcoins. Moreover,
expertise in this area is somewhat based on theoretical speculation and anecdotal testimony
from a variety of differently motivated communities.
It is also important to note that while the information presented in this study is broad-based
and comprehensive, the state of cryptocurrency is evolving so rapidly that it is difficult to assess
with precision and accuracy. Due to the number and variety of resources available, as well as
the biases and expertise of the stakeholders in the community, there are conflicting statements
and speculations made throughout this report. The information contained in this report is valid
as of the time of writing.

Report Structure
This analysis is based on our understanding of the complex interplay that exists between
the digital economy, U.S. regulation, malicious actors’ use of cryptocurrency, and U.S. law
enforcement and prosecutorial activities related to cryptocurrency. We will address these
topics in separate sections, but tie them together as necessary. To cover the broad array of
subject areas in this report, it is structured as follows: Section I consists of the introduction and
a general overview of the study, and Section II depicts the primary projections, findings, and
recommendations from our research.
After the first two sections, the paper is divided into a series of stand-alone appendices that
depict different aspects of the cryptocurrency ecosystem. The information derived from these
appendices was used to develop the projections, findings, and recommendations presented in
Section II of the report. These appendices are as follows:
• Appendix I provides a primer on how to acquire and use cryptocurrencies and describes
the similarities and differences of bitcoin and other prominent altcoins.
• Appendix II presents an overview of the current regulatory environment in the United
States and overseas.
• Appendix III provides an overview of cryptocurrencies use on the Deep Web and various
criminal activities conducted with cryptocurrencies.
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• Appendix IV expands on appendix III and provides a detailed overview of notable
cryptocurrency cases at the federal and state levels.
• Appendix V outlines major Bitcoin trends over the previous year and contrasts the
technology against other payment systems.
• Appendix VI provides an in-depth analysis of where Bitcoin fits in the global monetary and
financial system.
• Appendix VII examines the potential benefits of Bitcoin to the underbanked.
• Appendix VIII provides a look at bitcoin mining in Iceland.
• Appendix IX lists stakeholders interviewed for this study and events attended to obtain
additional information.
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During our research, we interviewed current and former law enforcement officials, federal,
state, local prosecutors, proponents of cryptocurrencies, and other subject matter experts
and professionals. We also reviewed numerous open-source documents, court filings, and law
enforcement reports on cryptocurrency and attended conferences, webinars, and meetings
on the topic. It is from this combined effort that we derived the following projections, findings,
and recommendations.

Projections
Cryptocurrencies are an emerging phenomenon that was once a technical experiment, with
no monetary value, but is now an industry of more than 510 unique cryptocurrencies with a
combined market capitalization of $5.5 billion. Because they are so new and novel, expertise in
the area is limited to speculation based on theory and anecdotes from different communities.
In this report, we draw on this theory and these anecdotes, as well as our own expertise, to
make the following three projections regarding the future of cryptocurrencies.
A TECHNOLOGICAL REVOLUTION IS AT HAND
Every few years, an advance in technology emerges that could benefit the world while
simultaneously generating a new market and employment opportunities. This has been
witnessed with the emergence of the personal computer market in the mid-1980s; cellular
telephones and the emergence of the modern Internet in the 1990s; smartphones, social
media, and cloud computing more recently; and numerous other minor and substantial
emerging technologies. Bitcoin, the largest cryptocurrency, currently makes up a very small
fraction of the global financial system. However, adoption has been growing as consumers and
retailers have realized the benefits of the technology.
It is no coincidence that cryptocurrencies, primarily Bitcoin, have grown in the wake of an
unprecedented financial crisis and prolonged economic stagnation. In this environment, some
people are wary of traditional banking, frustrated by high transaction costs, and concerned
about the lack of privacy in the digital era. We do not know what the future will hold, but we do
know that some of the technological innovations that have come from this experiment could
reshape the way transactions and contracts take place. The bitcoin “currency” may be a passing
fad or niche, but its underpinning platform is here to stay, because it can build a vast array of
innovative technologies.
Several indicators suggest that Bitcoin and other cryptocurrencies are contributing
to a technological revolution. The attention and resources that have been devoted to
cryptocurrencies, primarily Bitcoin, since their inception, have been key drivers of the industry’s
growth. Internet searches, articles, and applications (apps) are a few of the indicators that
show interest in cryptocurrencies has increased over the last several years. Also, according to
Coinbase.com, the total amount of cryptocurrency investment made by either a venture capital
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firm or angel investor exceeds $264 million since mid-2012.8 The amount of money invested
each year has increased significantly, from about $2 million in 2012 to about $92 million in
2013 and more than $250 million so far in 2014, representing an increase of more than 12,000
percent in three years.9
Additional technologies and businesses have been created to support Bitcoin. Bitcoin
automated teller machines (ATMs) and Bitcoin-related smartphone apps are two examples of
Bitcoin technologies that make bitcoin easy to use and help bitcoin reach a larger audience.
If the numbers of both the ATMs and apps continue to increase as they are currently, the
potential user base will also increase. There are also many start-ups that exemplify businesses
created to support bitcoin. There are six categories of bitcoin companies, including mining and
exchanges, all of which are needed to keep the Bitcoin ecosystem running.
Industry champions often promote the potential for cryptocurrencies to support a more
efficient and transparent global financial system. Cryptocurrencies present an opportunity to
even the playing field when it comes to universal access to financial goods and services. The
financial services gap is largest in developing countries where social and financial oppression
toward women is culturally accepted.10 Initiatives that target specific communities are most
likely to proliferate if adequate resources are committed to building infrastructure, enabling
digital literacy, and overcoming existing social and cultural barriers. Bitcoin, the leading
cryptocurrency, is already providing financial services to women in Afghanistan, Pakistan, and
Egypt, where access to financial goods and services is limited due to gender inequalities.
Cryptocurrencies have the potential to flourish in populations that rely on remittances. In 2014,
global remittance flows are estimated to exceed $436 billion.11 Of this amount, transaction
fees will consume $3.5 billion (or 8.14 percent). Cryptocurrency remittance systems are being
explored as a way to reduce transaction fees, with technology start-ups, venture capitalists,
and software developers examining ways to leverage existing technologies such as mobile
phone payment platforms to enable cryptocurrency transactions in the developing world.
The debates about whether Bitcoin could become a bona fide currency are somewhat
immaterial, as the blockchain technology may be the most revolutionary aspect of
cryptocurrencies as all transactions are recorded in perpetuity for reference. The blockchain, or
similar technology, could be used for a variety of purposes outside bitcoin transactions: it could
8
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be used for keeping track of titles, which could bring the cost of property down and enable
buyers to ensure ownership history; it could be used as a contract or arbitration mechanism,
as transactions that take place on it are irrevocable; and it could be used to reduce fraud in
various transactions.
BARRIERS MUST BE OVERCOME BEFORE BROAD ACCEPTANCE CAN BE REALIZED
Many cryptocurrency enthusiasts believe that Bitcoin could be a next-generation medium
of exchange for retailers, both online and in the real world. However, recent surveys seem to
indicate that although Bitcoin has risen from obscurity, it still has a long way to go to catch
on with the everyday consumer. Currently, few online or physical merchants accept virtual
currencies. Moreover, just 51 percent of respondents in a nationwide poll had heard of the fiveyear-old cryptocurrency, 65 percent were “unlikely” to ever buy or use it, and only 3 percent of
those who had heard of it had actually purchased it.12
Despite the rapid pace of the evolving cryptocurrency industry, the technology is still in its
infancy and must overcome several barriers to entry before entering mainstream use, including
the following:
• Understanding barrier: Acquiring a couple of dollars and exchanging them to buy a cup
of coffee does not require viewing a YouTube video, attending a conference, or reading
a document like this. Bitcoin in its current form, on the other hand, requires considerable
consumer education to understand. If cryptocurrencies are to be fully embraced, their
utility and usage must be drastically simplified for broader public consumption.
• Convenience barrier: Acquiring cryptocurrencies and using them in everyday situations
is still a cumbersome and impractical process for most consumers. Even the least
complicated method of acquiring a cryptocurrency from an exchange requires a user to set
up an account and disclose personal, bank, and credit card information; enable two-factor
authentication by providing a cell phone number; and then wait several days for the first
transaction to process.
• Affluence barrier: The world of cryptocurrencies is a highly concentrated community
generally populated by individuals who are tech-savvy, have access to formal financial
services, have experience in the payment and transfer businesses, and, perhaps most
importantly, have disposable income to invest in highly speculative digital commodities.
However the current economy, typified by weak job growth and stagnant wages, would
seem to suggest that the majority of Americans do not have the means or any reason to
acquire or use virtual currency. A recent study by the Russell Sage Foundation found that

12

2014 Consumer Survey: Consumer Attitudes on Bitcoin and Other Virtual Currencies (Boston: Commonwealth of
Massachusetts Division of Banks and the Conference of State Bank Supervisors, August 2014), 3. http://www.csbs.
org/regulatory/ep/Documents/Final%20Report-VirtualCurrencySurvey2014.pdf.

17

Section II: Projections, Findings, and Recommendations

the typical U.S. household was significantly poorer in 2013 than it was in 2003.13 According
to the study, the median net worth of the typical U.S. household fell from $87,992 in 2003
to $56,335 in 2013 after adjusting for inflation, a 36 percent decline.14 Moreover, 75 percent
of Americans do not have enough cash reserves to cover their bills for even a few months,
and a quarter of Americans have no cash reserves whatsoever to draw on in case of
emergency.15 Based on this information and the fact that the average price of bitcoin
ranged between $1,118 and $374 over the last year, it would seem to be unobtainable,
impractical, and unessential for most, and a luxury for a few.
• Credit card barrier: Credit cards are a form of digital credit that is familiar to consumers
and essential for merchants. Andy Swan wrote in the Business Insider this year that
credit cards will continue to be favored by merchants and customers over Bitcoin for
three reasons.16 First, credit cards allow customers to pay with debt, something that
cryptocurrencies do not allow. Second, credit cards offer customers an “insane level of
highly sophisticated fraud prevention and recovery,” another feature not provided by
virtual currencies.17 Finally, many credit cards allow users to receive cash-back rewards or
discounts on hotels, flights, and other merchandise and services. All of these benefits may
eventually be offered by cryptocurrencies but they currently are not.
• Consumer protection barrier: In a survey of consumers, conducted by the Massachusetts
Division of Banks in conjunction with the Conference of State Bank Supervisors,
61 percent of respondents indicated that their primary concern with Bitcoin was lack
of security.18 Cash and traditional electronic payment systems have periodic and often
severe security concerns, but security protocols mitigate the impact of such breaches.
Conversely, cryptocurrencies are not supported by such robust security protocols, and the
high incidence of security breaches at cryptocurrency exchanges continues to hamper
consumer confidence. The second most prominent concern among respondents was lack
of insurance, at 48 percent.19 Funds deposited in a bank or credit union account are insured
the Federal Deposit Insurance Corporation or the National Credit Union Share Insurance
Fund. The federal government does not insure virtual accounts (or “wallets”).
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• Taxation barrier: The Internal Revenue Service (IRS) has issued guidance that bitcoin
should be considered a property for tax purposes. 20 This implies that a bitcoin user must
keep track of and report the price of every good and service purchased with bitcoin and
the prevailing exchange rate of bitcoin to U.S. dollars, both when the user acquired the
bitcoin and when he or she spent it. Every bitcoin transaction and its associated capital
gains or losses must be reported to the IRS for tax purposes, and U.S. citizens are liable to
pay the tax on capital gains (or write off the capital losses). This cumbersome regulation
may be a barrier to mainstream adoption.
• Volatility barrier: As a commodity with a fixed supply and arguably no intrinsic value,
bitcoin and other cryptocurrencies will remain volatile for the foreseeable future. Their
high volatility has been due to speculative activities, high-profile exchange bankruptcies,
numerous occurrences of hacking and theft, regulatory uncertainty, and other factors.
Many economists see bitcoin as a bubble, meaning its price is higher than its fundamental
value. This volatility may be attractive to risk takers, but it will hinder cryptocurrencies’
general growth and acceptance as a means of payment for online and brick-and-mortar
merchants. On December 5, 2013, the price of a single bitcoin rose to $1,141 but fell to
$364 by October 3, 2014, a 67 percent drop in approximately 10 months. As evidence of
the concern associated with virtual currencies’ volatility, the city of Pittsburgh in July 2014
declined using bitcoin as a means for its residents to pay local taxes, fines, and fees.21 To be
more than just a speculative investment, virtual currencies need long-term stability, and
companies that buy and sell these products need to prove that they are good stewards of
investors’ funds.
• Infrastructure barrier: Bitcoin is based on a standard computer code that traverses a vast
number of servers around the world for regulating the creation and trading of bitcoin.
Any failure in the Bitcoin ecosystem or transaction process could cause a “crisis in faith in
the currency” and cause a widespread sell-off back to fiat currency.22 According to data
aggregated on Blockchain.info, the Bitcoin network processed between $20 million and
$580 million per day in transactions during the first nine months of 2014.23 Currently the
Bitcoin network can only process roughly nine transactions per second—compared to
Visa which can process 2,400 transactions per second on its network.24 In an article for
Bloomberg news service, Mike Hearn, BitCoinJ developer and former Google engineer,
stated that “this is not sustainable” as “you can’t have an infrastructure held together by
20
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chewing gum and sticky tape and people who work evenings and weekends.”25 More
investment must be dedicated towards the scalability of the bitcoin infrastructure to
increase its commercial viability.
None of these barriers are insurmountable for the cryptocurrency industry to succeed and
flourish. Although regulatory hurdles still must be overcome, one way these barriers could
be surmounted would be the incorporation of cryptocurrencies into the product listing of
mainstream banks. As with credit and debit card services, and online banking in general, if such
institutions found a way to profit as a supplier of cryptocurrencies services, one could assume
that they would find ways to market and process such products. If this were to occur, it could
rapidly change the marketplace.
CRYPTOCURRENCIES WILL NOT OVERTHROW THE CURRENT FINANCIAL SYSTEM
There are a variety of economic factors that are intertwined with cryptocurrencies, as this
report illustrates using bitcoin.26 Although a few bitcoin adherents claim that bitcoin or other
cryptocurrencies will replace the U.S. dollar, undermine the power of the state, and overthrow
the current financial system, the majority of the community does not feel this way. According
to BitPay Chief Compliance Officer Tim Byun, “bitcoin will not replace the dollar or the euro.”27
How, then, will cryptocurrencies affect the economy or vice versa? Our research indicates
that cryptocurrencies will continue to have a role in the current financial system, but will
not overtake the dollar, any other well-established fiat currency, or the monetary system.
Furthermore, we believe that bitcoin is a bubble whose value is inflated by speculation, that
transaction costs will rise in the future, and that financial derivatives tied to bitcoin will grow
in popularity if the regulatory environment is ripe. Economic factors that are correlated with
bitcoin and other cryptocurrencies are listed below.
• Bitcoin as a bubble: A bubble occurs when there is a difference between fundamental
value and market price. What is the fundamental value of a bitcoin? It could be valued
based on its ease of use, the energy used to mine it, what it can be used to purchase,
or its revolutionary technology. In any case, it is not clear what bitcoin’s price or value
should be, and this has been reflected in its volatility over the past few years. This volatility
encourages speculative behavior. Bitcoin investors hold the digital currency instead
of spending it, making bitcoin relatively illiquid and further increasing the bubble. In a
recent paper, Czech economist Ladislav Kristoufek explored the drivers of bitcoin price.28
Kristoufek’s analysis indicated that speculation was a significant driver of bitcoin price but
that the use of bitcoins in trade and the currency’s supply also affected price.
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• Status as a money: Money traditionally serves as a medium of exchange, a store of value,
and a unit of account. Cryptocurrencies do not currently serve all three purposes and
should not be considered a good money.29 Cryptocurrencies can be used as a medium
of exchange in some venues but are not accepted widely enough to be used in everyday
life. They are not yet a legitimate store of value; as mentioned in the “volatility barrier”
above, their price changes frequently and rapidly. Neither are they a unit of account; The
Economist suggests that “so long as Bitcoin buyers and sellers ‘think’ in euros or dollars
(Bitcoin) will fall short on money status.”30
• Deflationary design: Bitcoin is designed to have a fixed supply, which implies that it may
be deflationary once the supply limit is reached. Contrary to popular belief, low positive
inflation can be a good thing; it could “grease the wheels of the economy” by encouraging
people to spend their money instead of holding on to it.31 However, in periods of
deflation (when the price of goods and services decreases), firms cannot adjust wages
downward to compensate for falling prices, so unemployment rises. Employed workers
hoard their money instead of spending it, leading to a downward spiral of deflation.
The same could happen with bitcoin—the expectation of future scarcity and value
increases may encourage people to hold bitcoin instead of spending it, perpetuating the
deflationary problem.
• Bitcoin’s role in banking and finance: As mentioned above, speculators have seen
potential in the rising price and emerging technology of bitcoin and other virtual
currencies. Entrepreneurs such as the Winklevoss twins of Facebook fame have heavily
invested in bitcoin. Publicly traded over the counter, Bitcoin Shop Inc. (BTCS:US) is a newly
established online retailer that accepts bitcoin as payment. Initially traded at $4, Bitcoin
Shop’s share price as of August 11, 2014, was $0.12.32 Venture capitalists have also filed
paperwork to establish an Exchange Traded Fund (ETF) under the symbol “COIN,” which
will provide everyday investors the opportunity to invest in bitcoin without opening a
wallet and worrying about the associated technicalities and risks.33
• Central banking: The United States’ central bank (the Federal Reserve Bank of the United
States, or “the Fed”) has stated that it had no authority to regulate or supervise bitcoin.
According to Fed Chair Janet Yellen, “It is a payment innovation that is taking place entirely
outside the banking industry and to the best of my knowledge there is no intersection at
all” between bitcoin and banks that the Fed can oversee.34 Other central banks, however,
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have given their citizenry explicit guidance or warnings pertaining to bitcoin, and some
have gone so far as to ban its use.
• International economics: Individuals in foreign countries may be more willing to invest
in cryptocurrencies, especially those seeking to secure themselves against weakening
currencies. In countries with that experience hyperinflation (such as Zimbabwe in the
2000s) or bank crises (such as Greece and Cyprus in recent years), or are trying to avoid
international sanctions (such as Iran, to gain access to international currency markets),
individuals may be willing to accept the risks of cryptocurrencies because they appear
more stable than their own monetary system. It is not clear, however, whether people
in these countries would adopt bitcoin in lieu of the U.S. dollar or another strong
fiat currency.
• Increasing transaction costs: As the number of bitcoins in circulation has grown, the
algorithms that computers must solve to confirm blocks have become more complicated,
increasing the time and energy required to mine. At some point, the cost of electricity
could outweigh the reward of bitcoin for pool participants. In a network that relies on the
miners to confirm transactions, this could lead to miners demanding higher payment.35
It is fair to assume that the costs will be passed on to bitcoin participants in the form of
transaction fees. On a related note, once the bitcoin supply limit is reached, miners will not
be paid in newly created bitcoin. Miners will have to be paid another way and transaction
fees are currently the most likely candidate.

Findings
The following findings cover the law enforcement and regulatory realms. As prosecution is
crosscutting across both domains, various findings associated with prosecutorial aspects of
cryptocurrencies are folded into these two realms. A more in-depth discussion follows in the
appendices of the paper that will clearly explain and contain background information on each.
LAW ENFORCEMENT
Cryptocurrencies present a myriad of emerging challenges to federal and state law
enforcement and regulatory entities as they carry out their critical missions. These concerns
arise from the unique features of digital currency systems, such as the higher degree of
anonymity compared to traditional payment systems and the lack of a central governing
authority that issues and monitors the use of digital currency. Despite contrasting points
of views on the risks posed by cryptocurrencies, the breakneck pace of the field, and the
perils of predicting trends in financial crimes, some core findings can be made regarding
cryptocurrencies and the risks they pose.
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• Cash is still king but…: Cryptocurrencies may in time represent a revolution in money
laundering, and for some cyber-criminals virtual currency may already be the preferred
money laundering medium. However, as the cryptocurrency market is so small compared
to the fiat market, cash is and will be in the immediate future the best way to launder
money. That being said, the demand for cryptocurrencies remains high. A report issued
by the Yankee Group in 2013 estimated that the virtual currency market would grow
by 14 percent over the next five years, topping $55.4 billion by 2017.36 This is not an
insignificant number, and malicious actors are likely to use cryptocurrencies to disguise
transactions more frequently as their popularity increases.
• Malicious actor adoption is here and will continue to grow: Cyber-criminals, TCOs,
and FTOs are adaptive adversaries and are increasingly sophisticated in their use of
technology to acquire, hide, and move proceeds. As a result, if cryptocurrencies continue
to grow in mainstream acceptance, they will only serve to attract malicious actors seeking
to avoid traditional financial systems to transfer money. However, there is little evidence
to suggest these actors will forsake other traditional successful money laundering
techniques that have proven effective time and again. Rather, the use of cryptocurrencies
will be just another technique that malicious actors have at their disposal to disguise their
illicit transactions.
• Bitcoin is not necessarily a perfect currency for malicious actors: Bitcoin is often
referred to as “pseudonymous,” meaning that transactions posted on the blockchain do
not reveal the identity of the person spending the bitcoin. The transactions are recorded
only as addresses that are not necessarily tied to anyone’s identity. This allows malicious
actors to buy and sell illicit commodities using a bitcoin wallet that is not attached
to their personally identifiable information (PII). Bitcoin is not considered to be fully
anonymous, however, because users who purchase or cash out bitcoin using a registered
online exchange must provide PII to the online exchange provider. Exchange providers
may be subpoenaed by law enforcement agencies, which can then trace transactions
used to purchase illicit commodities back to their original owner. There are, however,
loopholes if a user purchases bitcoin from an unlicensed exchange, offshore exchange, or
informal market such as LocalBitcoins.com. These entities are not registered with FinCEN
and therefore do not comply with AML or know your customer (KYC) measures. Thus,
sophisticated cryptocurrency users, in some cases, can remain largely anonymous.
• The proliferation of cryptocurrencies stimulates the propagation of services and
devices necessary to conduct cyber-crime: We project that the quantity of anonymizing
tools, encryption devices, and anonymous cryptocurrencies will increase as malicious
actors become more acquainted with the technology. Bitcoin tumblers are just one
example of this trend. Tumblers are computer-based wallet software or services like
Bitlaundry, Bitcoinlaundry and Bitmix that scramble a bitcoin wallet’s public key addresses
with other public key addresses so that the real addresses are not posted as part of a
36
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transaction on the blockchain.37 Although anonymizing techniques are legitimate tools for
individuals to protect their privacy, they add an additional layer of anonymity, making it
more difficult for law enforcement agencies to trace the sources of criminal activity.
• What can be encrypted can be decrypted: Hacking is a part of everyday life on
the Internet. Cyber-attacks on cryptocurrencies come in two forms: hacking of
cryptocurrencies themselves and hacking of exchange websites where account holders’
cryptocurrencies are held. To date, the Bitcoin protocol has not been hacked, and its core
software is perceived to be impenetrable. However, future innovations in computing
power (quantum computers) and mathematics (new algorithms) leave open the potential
for an advance that “completely breaks cryptography.”38 Although hacking of the Bitcoin
protocol is speculative, cyber-criminals frequently hack exchanges and steal account
holders’ assets, which should be a primary investigative concern for law enforcement.
• Unlicensed and unknown exchanges will cloak illicit transactions: Cryptocurrency
users will continue to conduct transactions outside of legitimate exchanges, making it
essentially impossible to monitor all transactions. Unlicensed exchanges are advertised
on the Deep Web and are recommended by illicit marketplace hosts, so consumers
purchasing illicit commodities can remain anonymous. Malicious actors will use
unlicensed and unknown exchanges, coupled with other anonymizing tolls, to conduct
cryptocurrency transactions nearly anonymously, making them very difficult for law
enforcement agencies to trace.
• Law enforcement is behind the curve: Some observers believe that law enforcement
at all levels is ill-equipped and unprepared to counter the rise of cyber-crime and the
sophisticated methods malicious actors use to launder illicit proceeds.39 The forensic
investigative tools and the investigative expertise necessary to conduct successful
investigations of criminal activities conducted using cryptocurrencies and anonymizing
tools are lacking.
• International cooperation necessary: As cryptocurrencies can be accessed anywhere
in the world by anyone who has an Internet connection, U.S. law enforcement agencies
will need substantial cooperation from foreign governments to investigate and prosecute
malicious actors using cryptocurrencies for nefarious purposes. The transnational nature of
cryptocurrencies may be the single greatest barrier to policing cyber-crimes perpetrated
with them, because foreign countries have different regulatory and legal regimes than
the United States or may be openly hostile to U.S. interference in their financial and
economic activities.
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• Illicit Deep Web marketplaces are proliferating: Although the demise of Silk Road
shuttered the most popular and largest online black market at the time, its demise only
served to foster new and greater competition among illicit bazaars on the Deep Web.
Agora and other Deep Web marketplaces have risen up and in some circumstances have
surpassed Silk Road 2.0 in the number of products for sale. The rise of alternative Deep
Web marketplaces has partially been propelled by market response to hacks on existing
sites like Silk Road 2.0, Pandora, and Cannabis Road.
REGULATORY
Government regulators and law enforcement agencies are concerned about cryptocurrencies’
characteristics that pose risks to consumers and investors. Cryptocurrencies can offer near
anonymity to parties in financial transactions, can be exchanged without an intermediary and
across borders, and can be difficult to secure against cyber-criminals. Financial regulators and
law enforcement agencies are currently working together to address these challenges while
trying to avoid stifling the technology’s innovative aspects. They are taking active steps to
understand how cryptocurrencies could affect economies, consumers, and political systems.
Authorities have so far been able to successfully apply existing federal and state laws to
cryptocurrency use. However, because the technology underlying cryptocurrencies is new and
complex, changes in current laws, and possibly new ones, could be forthcoming.
• Cryptocurrencies such as bitcoin are not inherently illegal: However, using
cryptocurrencies to facilitate an unlawful activity or the laundering of proceeds is unlawful.
Criminal statues can be applied just as easily to acts facilitated by traditional forms of
payment like cash as they can to acts facilitated by nontraditional forms of payment, such
as cryptocurrencies. The illegality lies in the unlawful action, not the form of payment. It is
no more illegal to use cryptocurrencies in such cases than it is to use cash.
• According to the IRS, cryptocurrencies are considered property for users and
miners: Users are liable for cryptocurrency capital gains or losses the year in which they
were realized. In effect, any person or business that owns virtual currencies that appreciate
in value and sells or exchanges them for a good or service is subject to a 15 percent
capital gains tax at the time realization occurs. This means the user is required to
determine tax liability for every transaction, including minor purchases. People who mine
cryptocurrencies are treated as financial services providers. As providers, they are subject
to taxation at the time of receipt of the cryptocurrency instead of at the time they sell it.40
• Cryptocurrency administrators and exchanges are subject to registration, reporting,
and record-keeping requirements because they qualify as money service businesses
(MSBs) under the BSA: The BSA sets forth AML and KYC compliance obligations for MSBs,
which act as intermediaries to financial transactions. A major aim of the BSA is to provide a
40

“Bitcoin is property, not currency, IRS says – Notice leaves many open questions about convertible
virtual currencies” DLA Piper, accessed September 18, 2014, http://www.dlapiper.com/en/us/insights/
publications/2014/04/bitcoin-is-property-not-currency/,
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paper trail to assist law enforcement agencies in money laundering investigations. FinCEN’s
March 2013 guidance to financial institutions on virtual currencies strongly encourages
qualifying MSBs to take precautions against financial crimes, money laundering, and
terrorism, such as keeping records and filing suspicious activity reports (SARs). Under this
framework, many cryptocurrency businesses will be considered MSBs and thus will be
subject to the record-keeping and reporting requirements promulgated by the BSA. This
measure has proven beneficial to investigators seeking to prosecute criminals transacting
in cryptocurrencies.
• Overregulation of cryptocurrencies will spur the growth of an underground cryptoeconomy: Patrick Murck, General Counsel for the Bitcoin Foundation, told the U.S.
Senate Committee on Homeland Security and Government Affairs in 2013 that “applying
consistent rules and regulations that encourage technological experimentation is critical
to a vibrant entrepreneurial community.”41 There is a real concern that overregulation of
cryptocurrencies in the United States may push these technologies offshore, outside of
the reach of U.S. law enforcement and regulatory authorities, making the cryptocurrency
universe more concealed from governments and further intensifying the problem. It would
also stifle innovation in the burgeoning cryptocurrency industry in the United States, as
well as the other potential social and economic benefits of the blockchain technology.
Moreover, a suffocating regulatory environment will push more users in the United States
toward shadow economies, reducing the “incentive for individuals to participate in the
official economy.”42
• Most state regulations take the form of money transmitter laws: Money transmitter
laws regulate activities that a state considers “money transmission,” which can vary broadly
by state. These laws impose a host of licensing and compliance requirements on qualifying
entities. The intent of these laws is to protect customers from losses that could occur when
a business takes their money and transmits it to another party, typically in a different
location.43 Some state regulatory bodies have announced that any business, regardless
of where it is based, servicing or soliciting a state’s citizens, must comply with that state’s
licensing requirements. This applies to businesses based in other states, internationally,
or online.44 Thus, parties that want to serve U.S. customers will have to comply with each
state’s money transmittal laws. Businesses must take active steps not to service customers
from jurisdictions they cannot legally serve.
• BitLicense is a pending state-specific cryptocurrency regulation: New York’s
BitLicense represents the first state regulation that deals specifically with cryptocurrencies
41

42

43

44
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Christopher Whalen, The National Security Implications of Digital Currency (National Intelligence University, June 3,
2014), 56.
“Bitcoin is property, not currency, IRS says – Notice leaves many open questions about convertible
virtual currencies” DLA Piper, accessed September 18, 2014, http://www.dlapiper.com/en/us/insights/
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and has been viewed by many as a prime example of overregulation. The following
summarizes the implications for the cryptocurrency community transacting with New York
institutions or residents if BitLicense passes:
• BitLicense would apply to most cryptocurrency businesses, including those that
transfer virtual currencies on behalf of one person, buy or sell virtual currencies
as a business activity, create a cryptocurrency, trade a cryptocurrency, or hold or
control cryptocurrency for other users.45 However, users and businesses that use
cryptocurrency solely for the purchase or sale of goods or services would be exempt
from licensing requirements.46
• BitLicense holders will be required to comply with a host of rules that require
minimum capital requirements: examinations, recordkeeping, and reporting;
consumer protection safeguards; AML compliance; and cybersecurity requirements.
• Cryptocurrency businesses, even those based outside of the United States, that take
on New York customers would be required to comply with BitLicense requirements.
For example, these requirements would apply to exchanges based in China that solicit
customers in New York. If the business decides it will solicit New York customers, it
must collect PII from all New York customers, retain logs of all transactions with these
customers for 10 years, report transactions more than $3,000, file SARs, and maintain
collateral in U.S. dollars.47 Because of the cost to comply with these requirements,
many fear that business will avoid doing business in New York.
• Contrasting regulatory regimes will foster illicit activities: Regulatory regimes around
the world treat cryptocurrencies differently, if they even address them at all. Malicious
actors seek to minimize their exposure to U.S. regulation and laws by operating in
jurisdictions that have weak regulatory oversight and enforcement or in countries where
the host government is unwilling to cooperate with U.S. authorities. Until incongruent
international regulatory regimes are harmonized, international investigations of
cryptocurrencies will likely remain a challenge.
• Prosecutions will force compliance: The USA PATRIOT Act made it a criminal offense to
operate an unlicensed money-transmission business.48 Continued successful and visible
prosecution of cases under this act for those operating outside the regulatory framework
will encourage exchange operators and borderline institutions to adopt the appropriate
licenses and regulatory compliance and understand that they are not exempt.

45

46
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“Summary of NY State Dept. of Financial Services BitLicense Guideline.” Coinprices.IO, August 18, 2014, https://
www.coinprices.io/articles/news/summary-of-ny-state-dept-of-financial-services-bitlicense-guidelines.
Ibid, 200.3 (c) (2).
Ibid.
18 U.S.C. § 1960.
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Recommendations
Though the evolution of cryptocurrencies presents challenges, it does not pose an unsolvable
conundrum for law enforcement, prosecutors, and financial regulators. Cryptocurrencies are
not an impenetrable cloak for illicit transactions, but law enforcement agencies will need
advanced expertise, innovative technologies, and new methodologies to be able to fully
investigate illicit activities using cryptocurrencies. To overcome these challenges, the remainder
of this section provides a compilation of recommendations in six topic areas: training and
education, technology and people, investigation and prosecution, regulatory, partnerships,
and research that needs to be undertaken to better address the threat.
TRAINING AND EDUCATION
• Law enforcement agents and prosecutors need to better comprehend how
cryptocurrencies function, how they can be exploited for nefarious purposes, how
anonymizing tools can be used to cloak the identity of transactions, and ways in which
cryptocurrencies can be investigated, prosecuted, and assets seized from a variety of
virtual accounts. To overcome these knowledge gaps advanced awareness and training
courses need to be designed and implemented across the HSE.
• Law enforcement and intelligence agencies can benefit from doing research on the
Deep Web to identify techniques used by malicious actors to launder money, host illicit
marketplaces, and purchase illicit commodities. To assist HSE personnel in Deep Web
investigations, training on how to perform searches using the The Onion Router (Tor)
browser to enter the Deep Web should be developed.
TECHNOLOGY AND PEOPLE
• TCOs, FTOs, and cyber-criminals are all investing in, adopting, and utilizing emerging
technologies. To counter illicit activities conducted with cryptocurrencies by these
malicious actors, law enforcement agencies and regulators need to leverage existing
platforms that counter illicit finance and appropriately budget for and invest in new
technologies to counter these crimes effectively.
• Current investigative techniques of cryptocurrencies and anonymizing tools are time
consuming, expensive, and frequently ineffective. To better identify illicit activities
conducted with cryptocurrencies, track those illicit transactions, and identify those
conducting those transactions, new forensic software, tools, and models need to be
developed and deployed. Specifically, a cryptocurrency forensic tool and transaction
database need to be developed that would allow law enforcement to conduct more
efficient investigations of individuals using bitcoin and other altcoins for illicit purposes.
• Just as having the right software, tools, and models is important to successfully investigate
cyber-crime, it is equally imperative that law enforcement agencies budget for, hire,
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train, and retain highly capable analysts and investigators who specialize in cyber-crimes,
cryptography, software engineering, and hacking to fully exploit those technologies.
• By some estimates there are hundreds of thousands of sites on the Deep Web.49 As these
sites can generally only be accessed by submitting queries to a database, conventional
web crawlers (also known as web spiders, web robots, ants, or automatic indexers)
are unable to identify these pages. To establish continuity across the Deep Web for
investigative purposes, specialized web crawlers need to be developed and utilized by
investigative agencies to gather specific types of content (e.g., email addresses) from sites
on the Deep Web for processing and analysis.
• With the increase of cyber-enabled and cyber-facilitated crime, including crimes using
cryptocurrencies, law enforcement agencies need to increase the number of analysts and
investigators dedicated to investigating those crimes. Specifically, tactical investigative
units should have dedicated cyber-forensics investigative specialists dedicated to their
units to assist with investigations. Additionally, more must be done to retain prosecutors
and investigative analysts experienced in prosecuting cyber-crimes. Their transition to the
private sector can leave their offices underequipped in complex cases.
INVESTIGATION AND PROSECUTION
• Law enforcement has developed protocols and techniques for conducting investigations
of cryptocurrencies and anonymizing tools. However, there is no central repository
of lessons learned or best practices. A study should be conducted to catalog best
investigative practices and procedures. Once completed, this information should be
disseminated to the appropriate federal, state, local, regional, and tribal entities and
international partners to facilitate multi-jurisdictional investigations.
• As the scale and scope of illicit activities conducted using cryptocurrencies on Deep Web
marketplaces remain unclear, improved monitoring, collection, reporting, and information
sharing are required on the part of foreign and domestic law enforcement and intelligence
agencies to enhance investigations. DHS should have dedicated staff monitoring the
Deep Web’s content. Although security precautions must be taken to ensure that access
to the Deep Web does not put government systems at risk, bureaucratic obstacles should
be minimized to allow researchers to fully understand and recommend actions, based
on their discoveries on the dark side of the Internet. Deep Web forums should also be
monitored to determine how malicious actors acquire illicit goods and services and
launder illicit proceeds.
• A centralized analytic center that disseminates strategic, operational, and tactical
information and intelligence on cryptocurrencies should be established. This center should
consist of members from the interagency–agency community and focus on developing
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Denis Shestakov, Search Interfaces on the Web: Querying and Characterizing (Finland: Turku Centre for Computer
Science Doctoral Dissertation, 2008), ii.
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investigative methodologies, identifying investigative leads, and overseeing, funding, and
coordinating high-priority multi-jurisdictional investigations.
• U.S. Immigration and Customs Enforcement’s (ICE) Homeland Security Investigation (HSI)
Cyber Crimes Center (C3) provides computer-based technological solutions to support
ICE’s domestic and international investigations. C3 and entities like it (such as the Internet
Crimes Against Children Task Forces) provide investigative support and guidance to field
offices on a variety of issues but have particular expertise in and emphasis on the sexual
exploitation of children. However, it is important to note that the same technologies
that can be used to conceal commercial sexual exploitation of children, such as Tor and
mixing services, can be used to obfuscate other criminal activities. As such, C3 and other
entities like it should expand their focus and general expertise to include expanding areas
of cyber-crime.
• Law enforcement agencies should target individuals and entities that operate unlicensed
or unknown cryptocurrency exchanges for apprehension and prosecution. These
individuals and entities are not in compliance with U.S. regulations, and they are more
likely to be engaged in nefarious activity. Targeting the operators of these exchanges
for prosecution may be the most effective way to rein in abuses of cryptocurrencies,
because they serve as enablers that facilitate all types of criminal activity on the Internet.
Additionally, even law-abiding operators could be subject to abuse and need to be sure
they have the appropriate AML and KYC checks in place.
REGULATORY
• The developing cryptocurrency ecosystem of exchanges, payment processors, and
wallet and escrow services are subject to regulation as money transmitters, so regulatory
efforts should focus on ensuring that these entities are registered and compliant in
every state. Firms that do not comply with existing federal and state laws should be
aggressively prosecuted.
• AML red-flag indicators have been developed for virtually every type of money laundering
typology except cryptocurrencies. Additional red-flag indicators need to be developed
and disseminated so that the private sector can incorporate them into the broader AML
program and better identify suspicious activities conducted with cryptocurrencies.
PARTNERSHIPS
• Because cryptocurrency systems have an international presence and clientele, it is essential
that efficient and effective AML laws and regulations be harmonized with those of our
foreign counterparts.
• Sustained efforts and investment should be undertaken with our foreign counterparts to
ensure broader global law enforcement cooperation and collaboration in investigating
crimes conducted with cryptocurrencies, bringing perpetrators to justice, and returning
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stolen assets to their rightful owners. Particular attention should be placed on building
cooperation and capacity in countries where cyber criminals originate.
• Law enforcement outreach to relevant stakeholders in the private sector and the academic
community should continue to further their investigative capacity and capabilities. An
example of such partnership is the ICE HSI Cornerstone Initiative that maintains a robust
outreach program with financial institutions, including FinCEN registered and licensed
virtual currency exchangers, to develop red flags related to the exploitation of virtual
currencies. While FinCEN has not issued an advisory related to these red flags, law
enforcement agencies are working through interagency collaborative meetings to share
emerging trends, typologies, and lessons learned from investigations to develop red flag
indicators that can be shared with industry. ICE HSI is also working with their international
partners to strengthen relationships with countries that have incongruent regulatory
money laundering laws to educate them on the risks associated with exploitation of
financial institutions, including virtual currencies. Additional public private partnerships
could address other issues particularly in overcoming anonymizing tools.
RESEARCH
• With the increase of cyber-enabled and cyber-facilitated crime, including illicit activities
using cryptocurrencies, law enforcement agencies need to increase the number of analysts
and investigators dedicated to investigating those activities. Additional analysis should
be conducted to determine the proportionate need for computer forensic agents across
the HSE.
• Research needs to be conducted to determine which types of cryptocurrencies are most
frequently used by malicious actors and which illicit goods and services they are most
frequently used to purchase.
• Although this assessment is intended to provide an initial examination of cryptocurrencies
and how they might be exploited by malicious actors, additional research is necessary to
determine the extent to which criminal organizations, nation-states, cyber-criminals, and
FTOs are using cryptocurrencies.
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Appendix I:
Cryptocurrency Primer
The following section of this report provides an introduction to the most common
cryptocurrencies in circulation, with an emphasis on bitcoin, the most widely circulated
cryptocurrency in the market. The information contained in this section was gathered from
media reports and from articles posted by members of the cryptocurrency community. This
information is subject to change as the currency evolves.
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Bitcoin vs. Electronic Money
Electronic money operates on a mobile payment system and has become popular in
developing countries where large portions of the population do not have access to traditional
banking systems. Like PayPal and credit/debit card services, e-money allows users to send and
receive government-issued currency such as dollars and euros. The following graphic describes
the differences between bitcoin and electronic money.
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E-MONEY EXAMPLE: M-PESA
M-Pesa is a mobile money-transfer system that allows registered users to send and receive cash
or make payments on a mobile phone. It was developed in Kenya by Safaricom, the country’s
largest cell phone provider, in March 2007. Though it was originally designed to facilitate the
transfer of remittances among family members, it is now widely used to pay bills, save and
borrow money, and complete bank transactions. In 2013, M-Pesa transactions accounted for
one-third of Kenya’s gross domestic product (GDP), approximately $14 billion USD.51

Figure 3. M-Pesa Process52
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Peter Day, “Jambo pesa! (Hello, money! in Swahili),” BBC News Business, June 17, 2013, http://www.bbc.com/news/
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Vodacom, accessed December 29, 2014, https://www.vodacom.co.tz/mpesa/consumers/getting_started.
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Most Popular Cryptocurrencies
Bitcoin, the best-known cryptocurrency, hit the market in 2009. Since then, it has inspired
a number of alternative currencies, known as “altcoins,” that aim to improve on Bitcoin’s
perceived deficiencies.53 These deficiencies involve an energy-inefficient mining protocol,
10-minute transaction confirmation time, and the risk of a 51 percent attack.54 According to
Crypto-Currency Market Capitalization, there are more than 460 digital currencies operating
in 1,320 markets.55 If Bitcoin does not survive as the number one digital currency, an altcoin
may take its place. As of August 20, 2014, Coinmarketcap.com lists approximately 500
cryptocurrencies; 98 percent of them are highly liquid.

53
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“Altcoin News,” CoinDesk, accessed August 14, 2014, http://www.coindesk.com/technology/altcoins/.
Karl Whelan, “So What’s So Special About Bitcoin?” Forbes, November 20, 2013), http://www.forbes.com/sites/
karlwhelan/2013/11/20/so-whats-so-special-about-bitcoin-2/.
“Crypto-Currency Market Capitalizations,” Coinmarketcap, accessed August 12, 2014, https://coinmarketcap.com/.
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Bitcoin (BTC)
Bitcoin was created in 2009 by an unknown person or group of people known by the pseudonym
“Satoshi Nakamoto.” The cryptocurrency is based on the algorithm SHA-256. In 2014, the IRS
established Bitcoin as a commodity for tax purposes.

Total possible number

In circulation (July 2014)

21 million
Highest price (over the past year)

Current $ value of bitcoin (Aug 2014)

$934.21
Bitcoin Price

Bitcoin Volume
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Litecoin (LTC)
Litecoin was released in October 2011 by Charles Lee, a former Google employee. This digital
currency was intended by developers to improve upon Bitcoin deficiencies. Litecoin was created to
have faster transaction confirmation speed than Bitcoin. Some consider Litecoin to be the “silver” to
Bitcoin’s “gold.”56 Litecoin’s algorithm uses scrypt.

Total possible number

In circulation (July 2014)

84 million
Highest price (over the past year)

30,054,300
Current $ value of litecoin (Aug 2014)

$31.60

$5.20

Litecoin Price

Litecoin Volume

56

Andrew Torba, “Is Litecoin the Silver to Bitcoin’s Gold?” CoinDesk, November 27, 2013, http://www.coindesk.com/
litecoin-silver-bitcoins-gold/.
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Darkcoin (DRK)
Darkcoin is a cryptocurrency based on the Bitcoin protocol. Evan Duffield, the creator of Darkcoin,
says that his service will offer a level of anonymity that addresses the perceived weaknesses of
Bitcoin in the areas of transaction traceability. Darkcoin uses a proprietary technology, DarkSend,
for currency transfers by sending anonymous block transactions. These transactions are based
on a “decentralized implementation of CoinJoin in order to anonymize transactions.”57 Essentially,
DarkSend mixes up a user’s transactions with others’ transactions to make them more difficult to
trace.58

Total possible number

In circulation (July 2014)

22 million

59

Highest price (over the past year)

4,531,1215960
Current $ value of darkcoin (Aug 2014)

Over $17.0061
Darkcoin Price

Darkcoin Volume

DarkCoin imagery courtesy of DarkCoin website, http://www.darkcoin.io/, accessed August 4, 2014.
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ZEROCOIN

Zerocoin is a proposed independent cryptocurrency that aims to solve Bitcoin’s perceived
problem of limited anonymity. As stated on the Zerocoin Project website: “Our goal is to build
a cryptocurrency where your neighbors, friends and enemies can’t see what you bought or for
how much.”63
Zerocoin is based on the Bitcoin network. However, transactions will not be stored on a public
ledger such as the blockchain, and the amount of each transaction is promised to be hidden
behind protected mathematical algorithms.64 Sort of like an electronic transaction cloaked with
a sealed cover.
Although this altcoin has not been released, Zerocoin is a primary concern for law enforcement
because of its completely anonymous nature. Nevertheless, the Zerocoin Project admits
that Zerocash, a novel cryptographic payment scheme that creates a separate anonymous
currency, existing alongside a non-anonymous base currency, will likely be subject to the same
regulations that Bitcoin is currently subject to.65
57
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60
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Darkcoin website, accessed August 4, 2014, http://www.darkcoin.io/intro.html.
“Crypto-Currency Market Capitalizations,” Coinmarketcap, accessed August 4, 1014, http://coinmarketcap.com/.
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Dogecoin (DOGE)
Dogecoin was introduced in December 2013 by programmer Billy Markus. It is popularly used
as an Internet gratuity system that allows social media users to tip Dogecoin to people who post
interesting content. Compared to bitcoin and other altcoins, Dogecoin has a relatively large coin
production.

In circulation (July 2014)

Total possible number

unlimited
Highest price (over the past year)

Current $ value of dogecoin (Aug 2014)

$0.0005
Dogecoin Price

Dogecoin Volume
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Peercoin (PPC)
Peercoin was created in 2012 by Scott Nadal and Sunny King as a hybrid cryptocurrency that
reduces the risk of a 51 percent attack by a predominant mining pool, which could threaten the
integrity of the network. Peercoin consumes less energy than bitcoin. Peercoin is based on the
algorithm SHA-256.

Total possible number

In circulation (July 2014)

unlimited
Highest price (over the past year)

21,550,442
Current $ value of peercoin (Aug 2014)

$7.50

$0.83

Peercoin Price

Peercoin Volume
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Bitcoin Transaction Cycle

Bitcoin Transaction Cycle
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2
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Establish Wallet
Recipients must first open a bitcoin wallet to
store their virtual currency. These wallets store
bitcoin in encrypted computer files that are saved
onto a computer’s hard drive, or accessed
through a mobile phone app or through an online
wallet service.
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Purchase Bitcoin
The four most common ways to purchase bitcoin
are from an online exchange, a kiosk or ATM,
directly from an individual, or from an open-air
market.

Mine Bitcoin
Bitcoin are generated through the process of
“mining,” which occurs when bitcoin “miners” use
their computer’s processing power to solve
mathematical computations based on
cryptography.

Confirmation
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All bitcoin transactions must be verified by
miners, and customers are required to wait until
the mining process is complete: a process that
takes up to 10 minutes for a single confirmation.
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Bitcoin can be used to purchase a variety of
goods and services, make charitable and political
donations, and to play online games, among
other things.
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Figure 4. Bitcoin Transaction Cycle

Bitcoin does not exist in physical form; rather, it exists within a record of transactions.66
The following section describes the important features that support the overall Bitcoin
transaction cycle.
66
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“How bitcoin transactions work?” CoinDesk, March 6, 2014, http://www.coindesk.com/information/how-dobitcoin-transactions-work/.
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STEP ONE: ESTABLISH WALLET
To obtain bitcoin, recipients must first open a bitcoin wallet to store their cryptocurrency. These
wallets store bitcoin in encrypted computer files that are saved onto a computer’s hard drive
and accessed through a mobile phone app or through an online wallet service.67 Users also
have the option to store bitcoin outside of electronic means by using a paper wallet with a QR
code or by writing down the wallet’s address. According to CoinDesk, approximately 8 million
bitcoin wallets are forecast to be open by December 2014.68
Each wallet contains an address that is the combination of a public key and a private key. The
public key is similar to a bank account number, in that it can be used to receive bitcoin and it
can be viewed by anyone. The public key is also used to verify transactions. The private key,
however, is held confidentially by the user and is required to electronically sign payments
or transfer bitcoin to another wallet. Losing or displaying the private key makes the user
vulnerable to theft or loss of cryptocurrency.

Security Concern
Bitcoin stolen
through lost or
hacked wallets
cannot be retrieved
and are not backed
or insured by the
Federal Reserve or
banking industry.

Users may maintain multiple wallets or choose to store their cryptocurrency in the same wallet.
Once a wallet is established, bitcoin can be traded or used to purchase goods and services.

Figure 5. Paper Wallet with QR Code

67

68

David Andolfatto, “Bitcoin and Beyond: The Possibilities and Pitfalls of Virtual Currencies,” presented March 31,
2014.
“CoinDesk-State-of-Bitcoin-Q2-2014,” CoinDesk, July 10, 2014, http://www.coindesk.com/state-of-bitcoin-q2-2014report-expanding-bitcoin-economy/.
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Types of Wallets

Types of Wallets
Cold
Wallet

A wallet on a device that is not connected to the Internet.
This makes it impossible for someone to hack into one’s
wallet without direct access to the device.

Hot
Wallet

Software that sits on a personal computer and is tied to
a network, allowing the account holder to send and receive
virtual currencies.

Mobile
Wallet

A wallet that sits on Android and Apple mobile devices,
letting one make transactions with others that have
mobile wallets and retailers that accept virtual currencies.

Online
Wallet

A website that can be accessed from anywhere in the
world and manages wallets, letting one purchase, store,
send, and receive virtual currencies without installing any
software on one’s computer.

Figure 6. Types of Wallets
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ANONYMOUS WALLET
Darkwallet is an online wallet that is intended
to make bitcoin transactions difficult to monitor
and trace. One of its principal developers, Cody
Wilson, of 3-D printed gun fame, describes
Darkwallet as “just money laundering software.”69
It uses a technique called “CoinJoin” to “enable
practically untraceable flows of money online.”70
CoinJoin combines various random Bitcoin
transactions into one transfer and hides the
identity of the originators.71 Unlike other Bitcoin wallets, the Darkwallet application is intended
to be an easily installed plug-in for Windows, Mac, and Linux computers.72 The ease of
installation, and the allure of anonymous money transfers, makes Darkwallet an obvious target
for criminal use in money laundering or nefarious purchases.

Figure 7. A Screenshot from Darkwallet’s Interface Showing its CoinJoin Function73

69

70
71

72

73

Andy Greenberg, “Dark Wallet is about to make Bitcoin money laundering easier than ever,” Wired, April 29, 2014,
http://www.wired.com/2014/04/dark-wallet/.
Ibid.
Tim Hornyak, “‘Dark Wallet’ wants to make Bitcoin even harder to trace,” PCWorld, May 1, 2014, http://www.
pcworld.com/article/2150480/dark-wallet-promises-anonymity-for-bitcoin-transactions.html.
Michael del Castillo, “Dark Wallet: A Radical Way to Bitcoin,” New Yorker, September 24, 2013, http://www.
newyorker.com/business/currency/dark-wallet-a-radical-way-to-bitcoin.
Greenberg, “Dark Wallet is about to make Bitcoin money laundering easier than ever.”
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STEP TWO: PURCHASE BITCOIN
The four most common ways to purchase bitcoin are (1) from an online exchange, (2) from a
kiosk or ATM, (3) directly from an individual, or (4) from an open-air market called a “Satoshi
Square.” Bitcoin can also be obtained through the mining process described in the next section
of the report.

Online Exchange

Security Concern
Online currency
exchanges are often
targeted by hackers
seeking to steal
bitcoin.

Online exchanges convert fiat currency and other virtual currencies into bitcoin. These
exchanges allow customers to purchase and sell bitcoin that is already in circulation. Before
purchasing bitcoin, the customer must establish an account with the exchange. Legitimate
online exchanges require proof of identification from their customers when purchasing
bitcoin.74 This is because online cryptocurrency exchanges are classified as money service
businesses and are required to comply with “know your customer” provisions under the Bank
Secrecy Act. Some exchanges also provide wallet services to store virtual currencies.75

Popular Exchange Platforms
COINBASE
Coinbase, one of the largest and most trusted exchanges, allows users to buy and sell bitcoin.
Coinbase was founded in June 2012 and provides services to more than 1.5 million consumers
with online wallets and 35,000 merchants.76

Figure 8. Coinbase Bitcoin Exchange

74

75

76
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Jeff Maxim, “Bitcoin: Setting the Youth Free,” Cointelegraph, June 14, 2014. http://cointelegraph.com/news/111813/
bitcoin_setting_the_youth_free.
Andreas Antonopoulos, “The Future of Cryptocurrency,” (briefing at the Bitcoin in the Beltway Conference,
Washington, DC, June 21, 2014).
“About,” Coinbase, accessed September 10, 2014, https://coinbase.com/about.
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RIPPLE
The Ripple protocol serves as a payment system, currency exchange, and
remittance network to process financial transactions.77 It allows users to
send any fiat currency, cryptocurrency, commodity, or other unit of value
(frequent flier miles, credit card rewards, etc.) anywhere in the world, free
of charge. Like Bitcoin, Ripple (XRP) is based on a consensus algorithm and
is not controlled by a centralized institution or government. Users cannot
invest in Ripple. Ripple also serves as a bridge currency, meaning it can
convert currencies that otherwise are unable to transact together.78 As of July 2014, there were
8,252,600,677 XRP in circulation.
BITPAY
BitPay is an international payments processor that services more than
40,000 businesses and charities. It is often referred to as the “PayPal of
bitcoin.”79 As of May 2014, BitPay processed more than $1 million bitcoin
per day. BitPay allows transactions to be converted from currency into
cash. For organizations registered under section 501(c)(3) with the IRS,
BitPay will processes payments at no charge.80

ATM or Kiosk
Bitcoin can also be purchased at Bitcoin ATMs and kiosks. As of July 2014, there were more
than 120 bitcoin ATMs and kiosks in operation around the globe.81 Countries with the most
ATMs include Canada, the United States, Singapore, Australia, and the United Kingdom.82 In
reality, bitcoin ATMS are not ATMS at all; rather, these machines allow individuals to insert
cash in exchange for bitcoin. Moreover, these machines are not connected to a bank and may
lack safeguards. Bitcoin ATMs may also charge higher fees and exchange rates at the service
provider’s discretion.83

77
78
79

80
81

82

83

“Ripple: a Primer,” Ripple Labs, https://ripple.com/ripple_primer.pdf.
Ibid.
Ali Najjar, “BitPay Processes $1 Million in Bitcoin Each Day,” CoinReport, May 28, 2014, https://coinreport.net/
bitpay-processes-bitcoin-daily/.
“Bitcoin for Charities,” bitpay, https://bitpay.com/bitcoin-for-charities.
“State of Bitcoin 2014 Report Analyses Emerging Trends,” CoinDesk, February 26, 2014, http://www.coindesk.com/
bitcoin-2014-report/.
Joon Ian Wong, “7 Charts That Show a Year of Growth for Bitcoin ATMs,” CoinDesk, http://www.coindesk.com/7charts-show-year-growth-bitcoin-atms/.
Consumer Financial Protection Bureau, Risks to Consumers Posed by Virtual Currencies, 3.
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Figure 9. Lamassu Bitcoin ATM84

Figure 10. Robocoin Kiosk85

In-Person Exchanges

Security Concern
According to
law enforcement
sources, individuals
have been lured to
in-person exchanges
and have been
robbed of their smart
phones along with all
their cryptocurrency.

People meet in person to exchange traditional currencies for virtual currencies and vice versa.
Typically this involves one person handing a second person physical currency, then the second
person transmitting cryptocurrency to the first person in the same network.
86

84
85
86
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Photo credit Lamassu Bitcoin Ventures https://lamassu.is/.
Photo credit Robocoin.com
BitCoin42, accessed December 29, 2014, http://bitcoin42.com/42/.
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Open-Air Market
Informal Bitcoin marketplaces, referred
to as “Satoshi Squares,” are becoming
more prevalent around the globe. These
open-air marketplaces allow participants
to purchase bitcoin using their local fiat
currency. Satoshi Squares also serve
as networking and social platforms
for entrepreneurs and members of
the Bitcoin community to raise public
awareness of bitcoin.87

87

Kahdim Shubber, “Bitcoin Trading Thirves at London’s First Satoshi Square Event,”CoinDesk, January 20, 2014,
http://www.coindesk.com/bitcoin-trading-thrives-london-first-satoshi-square-event/.
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STEP THREE: MINE BITCOIN
Bitcoin is generated through the process of “mining,” which occurs when bitcoin “miners”
use their computer’s processing power to solve mathematical computations based on
cryptography. Bitcoin miners serve two purposes: (1) generating new bitcoins to enter into
circulation and, (2) verifying transactions by ensuring that they occurred and did not involve
double spending.88 Out of the 21 million bitcoin that can ever be in circulation, more than
10 million have already been mined.

Security Concern
Understanding the
mining process, the
security measures
preventing the
exploitation of the
bitcoin protocol,
and the integrity of
the blockchain are
primary concerns
of those outside the
Bitcoin community.

All bitcoin transactions occurring at the same time are bundled together into mathematical
blocks that must be solved by a network of miners before the bitcoin can be transferred from
one wallet to another. These mathematical blocks are set up to verify bitcoin transactions once
a payment is initiated, but before the transaction is finalized. Each block takes approximately
10 minutes to solve by the pool of miners, and therefore it takes approximately 10 minutes for a
bitcoin transfer to be finalized from one wallet to another.
In return for solving mathematical blocks, bitcoin miners are rewarded with free, newly mined
bitcoin. This serves as an incentive for using personal resources to approve bitcoin transactions.
According to the bitcoin community, the more bitcoin miners, the more secure the network.89
As more bitcoin becomes available, the difficulty of solving the bitcoin algorithms becomes
greater and more time and resource intensive. The approximate year that all 21 million bitcoin
will be mined is 2140.90

88

89

90
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Government Accountability Office, Virtual Currencies: Emerging Regulatory, Law Enforcement, and Consumer
Protection Challenges, 7.
Tim Byun, “Ensuring the Integrity of Bitcoin Compliance,” (briefing at the Bitcoin in the Beltway Conference,
Washington, DC, June 21, 2014).
Ritchie S. King, Sam Williams, and David Yanofsky, “By reading this article, you’re mining bitcoins,” Quartz
December 17, 2013.
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Payment Verification Process
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Figure 11. Payment Verification Process
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Mining bitcoin and other virtual currencies is a competitive and decentralized process. The
hardware used to mine bitcoin is available to everyone. However, purchasing the equipment
does not guarantee successful mining. Recently, bitcoin miners have turned to using
specialized gaming equipment to solve the algorithms more quickly.

Energy
It takes a substantial amount of energy to mine bitcoin, and as more bitcoin comes into
circulation, more computing power will be required to mine new coins. The computing power
of the Bitcoin network stands at 1.35 zetta flops (sextrillion floating-point operations per
second), which is roughly 5,000 times greater than the world’s 500 fastest
supercomputers combined.91

$150,000

worth of electricity is used each day
by Bitcoin miners to create bitcoins

power

This much electricity could

31K
homes

or
50K
electric
cars
Figure 12. How Much Electricity Does it Take to Mine Bitcoins Each Day?

91

56

G.F., “Bitcoin: Losing to win,” Economist, June 23, 2014, accessed August 19, 2014.
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As a result, individual bitcoin miners have begun to pool their resources and split the reward
equally, based on the hashing power92 they contribute to solving the block.93 Although
individual bitcoin mining still exists, it takes much longer to solve a transaction block with an
individual’s mining equipment than with a pool of miners.
GHash.IO is the largest bitcoin mining pool, occupying roughly 30 percent of the overall
computing power in the global network that processes and verifies bitcoin transactions.
Stability of the bitcoin ecosystem depends on no mining pool having 51 percent or more of the
hashing power—given the threat of a 51 percent attack. In June 2014, GHash.IO held 51 percent
of the hashing power for 24 hours. Since then, GHash.IO announced that it would limit its share
of overall hashing power to no more than 39.99 percent.94

92
93
94

Security Concern
Miners stealing
electricity to mine
bitcoin and the
potential drain on the
power grid.

The speed at which bitcoin is mined is measured in hashes per second.
“Mining Pools,” bitcoinmining.com, http://www.bitcoinmining.com/bitcoin-mining-pools/.
Jon Matonis, “The Bitcoin Mining Arms Race: GHash.io and the 51% Issue,” CoinDesk, July 17, 2014, http://www.
coindesk.com/bitcoin-mining-detente-ghash-io-51-issue/.
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Figure 13. Power Systems for Mining Bitcoin
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STEP FOUR: CONFIRMATION

Figure 14. Blockchain Example

All bitcoin transactions must be verified by miners, and customers are required to wait until the
mining process is complete. A single confirmation takes up to 10 minutes.
During the mining process, some merchants may require the customer to wait out this time
period until the block is confirmed before providing customers with their requested good
or service.
Conversely, some merchants will not require their customers to wait out the mining process.
They simply take the risk that the transaction will be confirmed. This frequently occurs during
low-value transactions, like buying a cup of coffee, where the risk of fraud or loss is negligible.
Once transactions are confirmed by the miners, they are stored on a public ledger called the
blockchain. The blockchain is a record of all transactions that have ever taken place. No one
person has the responsibility to update the blockchain; rather, the updates come automatically
from the network of bitcoin miners once transactions are verified.95

95

King et al., “By reading this article, you’re mining bitcoins.”
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STEP FIVE: USE BITCOIN
As Bitcoin becomes more mainstream, the number of e-commerce and brick-and-mortar
establishments that accept the cryptocurrency has increased. Bitcoin can be used to purchase
a variety of goods and services, make charitable and political donations, and to play online
games, among other things. There are even online services that tell bitcoin consumers where
they can spend their cryptocurrency. The following section provides a sample of ways people
can spend or donate bitcoin.

Merchants
More than 63,000 retailers now accept bitcoin. The vast majority of these merchants are online
businesses but also include brick-and-mortar establishments.96 According to Bitcoin Magazine,
Bitcoin charges a fee of 0 to 0.005 percent for most transactions. This compares to 2.9 percent
to 6.8 percent by a leading Internet-based payment system.
The following are a small number of retailers that now accept Bitcoin:

MERCHANTS

Dell

Overstock

PayPal

Telsa Motors

1-800-flowers

Bitcoin St. Petersburg
Bowl

Dish Network

Expedia

Foodler

Georgia Tech Admissions

New Egg

Sacramento Kings

Wordpress
96
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“State of Bitcoin Q2 2014,” CoinDesk.
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MERCHANT LOCATERS

Trade Bitcoin Locally
Localbitcoins.com allows users to identify where they can buy and sell bitcoin within a
specified area.

Figure 15. Local Bitcoins

Spend Bitcoin Locally
Coinmap.org is a website that allows bitcoin users to identify locations where they can spend
their bitcoin within their geographic area.
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Buying Goods and Services
GIFT CARDS

Security Concern
Merchants buying
and selling virtual
currencies must
be registered as
a money service
business or they
are in violation of
18 U.S. Code §
1960 Prohibition
of Unlicensed
Money Transmitting
Business.

Bitcoin users often rely on Gyft, a digital gift card that can be
bought using bitcoin and used to purchase gift cards from more
than 200 retailers.

DEBIT CARDS
Xapo’s bitcoin debit card is the first debit card that extracts funds from a bitcoin wallet.
According to Xapo, this card is accepted by any retailer who accept debit cards.97, 98

97

98
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Jeran Campanella, “Xapo: Easy Bitcoin Wallet and Secure Vault with a Convenient Debit Card Finally Released,”
CryptoCoinsNews, updated July 31, 2014, http://www.cryptocoinsnews.com/news/xapo-easy-bitcoin-walletsecure-vault-convenient-debit-card-finally-released/2014/07/31.
Lisa Raphael, “WTF Are Bitcoins? What You Need to Know about the Online Currency,” Brit+Co, May 16, 2014,
http://www.brit.co/what-is-a-bitcoin/.
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CAMPAIGN DONATIONS
The Federal Election Commission ruled in May 2014 that bitcoin donations may be accepted by
political campaigns and political action committees (PACs). However, bitcoin donations must
be converted into U.S. dollars before being deposited in a campaign account.99

BULLION TRADING
Some precious-metal retailers have starting accepting
bitcoin in exchange for gold. Both bitcoin and gold are
sometimes viewed as a hedge against fluctuations in
conventional currencies.

ONLINE GAMBLING
Bitcoin has gained popularity in the online gambling community. It may be the emerging
currency of choice for online gambling, given its ability to perform quickly in a high-transaction
environment that requires international transfers 24 hours a day around the globe. Online
gambling could have a significant impact on the growth of the pseudonymous currency.100

99

100

Matea Gold, “Federal Election Commission approves bitcoin donations to political committees,” Washington Post,
May 8, 2014, http://www.washingtonpost.com/blogs/post-politics/wp/2014/05/08/federal-election-commissionapproves-bitcoin-donations-to-political-committees/.
Jon Southurst, “Korean Bitcoin Gambling Site Seeks Asian Customers,” CoinDesk, June 7, 2014, http://www.
coindesk.com/korean-bitcoin-gambling-site-seeks-asian-customers/.
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Figure 16. Bluffabit.com Online Bitcoin Casino

CHARITABLE DONATIONS
Bitcoin charitable donations are
accepted by a wide variety of
organizations around the world. One
prominent organization, The Women’s
Annex Foundation, is a digital literacy
program operating in Afghanistan,
Pakistan, Egypt, and Mexico. The
initiative, launched in 2012, leverages bitcoin to provide Internet access and financial services
to more than 55,000 female students who previously did not have access to these services due
to economic deprivation and gender inequality. The digital literacy program accepts bitcoin
charitable donations and uses the cryptocurrency to pay students for posting interesting
content on social media platforms.
Other organizations that accept charitable donations in bitcoin include the Wikipedia
Foundation, Bread for the City, International Orphan Resource Center Inc., Nourish
International, and Sean’s Outpost.101 Churches have also begun to accept bitcoin. In
October 2013, St. John the Evangelist, in Goshen, New York, became the first Catholic Church to
accept bitcoins after placing a virtual currencies donation button on the parish’s website.
VAULT SERVICES
Bitcoin vault services are gaining in popularity as more users seek ways to ensure the
protection of their bitcoin. Lloyd’s of London, a leading insurance market based in London’s
financial district, has backed an insured Bitcoin vault.

101

64

“Bitcoin Accepting Charities,” http://bitcoin100.org/charities/, accessed 20 August 2014.
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INVESTING
The Winklevoss Bitcoin Trust filed paperwork with the SEC in 2013 to establish an ETF under
the symbol “COIN.” It will provide everyday investors the opportunity to invest in bitcoin
without opening a wallet or worrying about the associated challenges, technicalities, and risks.
Approval could occur by the end of 2014.
PURCHASING REAL ESTATE
In recent months, several residential real estate transactions
have occurred using bitcoin. In August 2013, an individual
purchased a piece of property in Lake Tahoe for $1.6 million,
or 2,739 bitcoins. This was the largest bitcoin-for-real-estate
transaction to date. BitPay, an online processor, conducted the
transaction between the buyer and seller.
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Bitcoin Purchasing Power
Based on the $508 value of one bitcoin on August 30, 2014, here are items that could have been
purchased with a single bitcoin.

Bitcoin Purchasing Power
As of August 30, 2014, one Bitcoin was equal to $508. What does one Bitcoin buy you?

172
Starbucks
tall lattes

11

2 GB iPod
Shuffles
Figure 17. Bitcoin Purchasing Power

66

160
gallons
of gas
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ADDITIONAL RESOURCES

CRYPTOCURRENCY
https://bitcoin.org/en/
http://blockchain.info/
https://litecoin.org
https://ripple.com/currency/
http://coinmap.org/
www.coindesk.org
www.bitpay.org
CGAP “Bitcoin vs. Electronic Money: Digital But Different,” 23 January 2014. http://www.cgap.org/news/
bitcoin-vs-electronic-money-digital-different.
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Environment
Proponents of cryptocurrencies espouse its many benefits; specifically emphasizing that it will
provide fair and equal access to the global economy. However, government regulators and law
enforcement agencies worry about certain cryptocurrency characteristics that pose risks to
consumers and investors: they can offer near anonymity to parties in financial transactions, can
be exchanged across borders without an intermediary, and can be difficult to secure against
cyber-criminals. Regulators and law enforcement agencies are currently working together to
address these challenges while trying to avoid stifling the technology’s innovative aspects.
They are taking active steps to understand how cryptocurrency could affect economies,
consumers, and political systems. Authorities have so far been able to successfully apply
existing federal and state laws to cryptocurrency use. However, because the technology
underlying cryptocurrency is new and complex, changes in current laws and regulations could
be forthcoming.
Despite the aforementioned uncertainties, cryptocurrencies are inherently legal. Under the
U.S. Constitution, cryptocurrencies appear to be treated as a local currency.102 The government
allows the exchange of local currencies when there is no chance of mistaking them for federally
backed currency. The features that make cryptocurrency unique from the dollar103 keep them
legal under the Constitution. Cryptocurrency would become illegal if the U.S. government
determined that they were a form of illegal currency in competition with the dollar. The status
of cryptocurrency as a legal instrument adds to its legitimacy and makes its use subject to the
laws and regulations that govern financial transactions.
102

103

Danton Bryans, “Bitcoin and Money Laundering: Mining for an Effective Solution,” Indiana Law Journal 89 (2014),
448, accessed September 11, 2014, available at http://ilj.law.indiana.edu/articles/19-Bryans.pdf. See also Reuben
Grinberg, “Bitcoin: An Innovative Alternative Digital Currency,” Hastings Science and Tech Law Journal (2012): 182
(“However, organizations have been issuing a certain type of private currency—community carriers meant to
circulate only within a particular community—in the U.S. for decades, Government officials have known about
these currencies and have commented that they seem to pose no threat.”)
For a more detailed discussion of this subject, see Appendix VI.
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Federal Regulation
On March 18, 2013, FinCEN, a U.S. agency within the Department of the Treasury responsible
for safeguarding the U.S. financial system, released guidance that clarified the applicability of
the regulations implementing the BSA to persons creating, obtaining, distributing, exchanging,
accepting, or transmitting cryptocurrencies.104 This represented the U.S. government’s formal
recognition of decentralized cryptocurrency such as Bitcoin. On October 27, 2014, FinCEN
released additional guidance for custodial bitcoin exchanges and payment processors, ruling
that companies may be considered MSBs under U.S. law.105
In March 2014, the IRS issued a notice on cryptocurrency covering basic information on federal
tax implications of transactions in, or transactions that use, cryptocurrency.106 The notice states
that general tax principles that apply to property transactions, like transactions involving
stocks and bonds, apply to transactions using cryptocurrency.107 Additionally, several consumer
protection agencies have weighed in with guidance, including the CFPB and the SEC. These
efforts further cement their legal status in the United States.108 Table 1 summarizes the U.S.
government’s guidance relating to lawful uses of cryptocurrency.

104

105

106

107

108
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FIN-2014-R011, “Request for Administrative Ruling on the Application of FinCEN’s Regulations to a Virtual Currency
Trading Platform,” October 27, 2014 and FIN-2014-R012, “Request for Administrative Ruling on the Application of
FinCEN’s Regulations to a Virtual Currency Payment Platform,” October 27, 2014.
FIN-2013-G001, “Guidance on the Application of FinCEN’s Regulations to Persons Administering, Exchanging or
Using Virtual Currencies,” March 18, 2013.
“IRS Virtual Currency Guidance: Virtual Currency Is Treated as Property for U.S. Federal Tax Purposes; General
Rules for Property Transactions Apply,” Internal Revenue Service, http://www.irs.gov/uac/Newsroom/IRS-VirtualCurrency-Guidance, accessed September 4, 2014.
This means income gains are taxable in the year when they are realized, that is, when appreciated virtual currency
is exchanged for cash, any goods or services, or property. In effect, any person or business that owns virtual
currencies that appreciate in value and sells or exchanges them for a good or service is subject to a 15 percent
capital gains tax at the time realization occurs. This means the user is required to determine tax liability for every
transaction, including minor purchases. See ibid.
No jurisdiction in the United States recognizes virtual currencies as legal tender. This means no party is required to
accept virtual currencies as a form of payment. See Consumer Financial Protection Bureau, Risks to consumers posed
by virtual currencies.
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Table 1. Noteworthy Regulatory and Guidance Issued by U.S. Government Agencies Addressing
Cryptocurrency

Agency

Authoritative
Document

Date Issued

Authoritative
Weight

Applicability

FinCEN

FIN-2013-G001

March 2013

Limited to
persuasive binding
precedent109

Persons creating, obtaining,
distributing, exchanging,
accepting, or transmitting
virtual currencies

IRS

Notice 2014-21

March 2014

Persuasive binding
precedent110

Transactions in or transactions
that use cryptocurrency

Securities and
Exchange
Commission

Investor Alert

May 2014

None

Investors in virtual currencies

Consumer
Financial
Protection Bureau

Consumer
Advisory

August 2014

None

Consumers

FinCEN

FIN-2014-R011

October 2014

Limited to
persuasive binding
precedent

Exchanges that match
customers fiat currency with
digital currency

FinCEN

FIN-2014-R012

October 2014

Limited to
persuasive binding
precedent

Companies that provide virtual
currency-based payment
systems for customers

Proponents of regulating virtual currencies argue that regulation stabilizes price and
encourages mainstream adoption. Opponents say that it slows innovation and pushes
businesses out of the U.S. market. Either way, the message from U.S. regulators to potential
users has been that innovative technologies that operate as part of the U.S. financial system
and pose risks to the economy or consumers will be subject to existing and possibly new law
and regulations.
FEDERAL GUIDANCE AND CRYPTOCURRENCY ACTIVITIES
Under U.S. law, people or businesses that deal in cryptocurrency fall into one of three
categories: users, administrators, and exchangers. The legality of their cryptocurrencyrelated activities depends on which category they fall into. Users are individuals who obtain
cryptocurrency to purchase goods or services.111 They include people who buy Bitcoin from
109
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Sarah Gruber, “Trust, Identity, and Disclosure: Are Bitcoin Exchanges the Next Virtual Havens for Money
Laundering and Tax Evasion?” Quinnipiac Law Review 32, no. 1 (2014): 179-180, accessed September 14, 2014.
See “Bitcoin Taxation: Understanding IRS Notice 2014-21,” Bitcoin Magazine, http://bitcoinmagazine.com/11942/
bitcoin-tax-understanding-irs-notice-2014-21/,“Notices such as Notice 2014-21 are public pronouncements on
matters of general public interest that permit the IRS to state a position without undergoing the time-intensive
procedures necessary to issue a Revenue Ruling or promulgate Treasury regulations. While the IRS will generally
respect the position it sets forth in Notices, thus allowing taxpayers to rely on Notices during a controversy with
the IRS at the administrative level, IRS Notices do not have the force and effect of law and do not bind courts.
Moreover, while courts are generally inclined to give some authoritative weight to IRS Notices, due to the haste
in which they are issued, the weight and deference courts afford to IRS Notices is generally lower than other IRS
pronouncements, such as Revenue Rulings.”
FIN-2013-G001, “Guidance on the Application of FinCEN’s Regulations to Persons Administering, Exchanging or
Using Virtual Currencies,” March 18, 2013.
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exchanges and hold it for speculative purposes. Administrators are persons engaged as a
business in issuing (putting into circulation) a cryptocurrency and who have the authority
to redeem (to withdraw from circulation) such cryptocurrency.112 Exchangers are persons
engaged as a business in the exchange of cryptocurrency for real currency, funds, or
other cryptocurrency.113
Users are not subject to registration, reporting, and recordkeeping regulations under the
BSA114—the federal law requiring U.S. financial institutions to assist U.S. government agencies
in the detection and prevention of money laundering.115 Users are, however, liable for
cryptocurrency capital gains or losses the year in which they are realized. In effect, any person
or business that owns virtual currencies that appreciate in value and sells or exchanges them
for a good or service is subject to a 15 percent capital gains tax at the time realization occurs.
This means the user is required to determine tax liability for every transaction, including minor
purchases. Tracking cost basis116 is difficult enough for speculative traders using third-party
platforms, much less merchants accepting payments or users making transactions at local
exchange meet-ups.117 Furthermore, employers paying wages in virtual currencies must report
the activity to federal tax authorities.
Administrators and exchangers are subject to registration, reporting, and recordkeeping
requirements because they qualify as MSBs under the BSA, unless a limitation to or exemption
from the definition applies. Predictably, this has frustrated cryptocurrency-related businesses
operating in the United States because they see higher costs and perceive less innovation as a
result. As far as taxes are concerned, people who mine cryptocurrency are treated as financial
services providers instead of prospectors. As providers, they are subject to taxation at the time
of receipt of the cryptocurrency instead of at the time they sell it.118 Critics of the IRS’s ruling
say this is overly burdensome and that cryptocurrency should be treated as foreign currency,
which would not require users to calculate tax liabilities for personal transactions less than
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Ibid.
Ibid.
See General Accounting Office, Virtual Currencies: Emerging Regulatory, Law Enforcement, and Consumer Protection
Challenges, 12. The goal of the BSA is “to prevent financial institutions from being used as intermediaries for the
transfer or deposit of money derived from criminal activity and to provide a paper trail to assist law enforcement
agencies in their money laundering investigations.”
“FinCEN’s Mandate from Congress: 31 U.S.C. 310,” Department of the Treasury, http://www.fincen.gov/statutes_
regs/bsa/, accessed 15 September 2014.
Cost basis is the cost of a financial derivative bought or sold at the time of the transaction. For example, if you buy
100 Bitcoin at $450 plus a $25 commission, the cost basis is $45,025. If you sell all 100 Bitcoin a week later when
the price of Bitcoin is $500, you are expected to report the capital gain to the IRS. Calculating cost basis for each
Bitcoin transaction can be onerous for consumers and merchants that make frequent transactions.
“Bitcoin Tax Guide: Trading Gains and Losses: Fair Market Value,” Investopedia, http://www.investopedia.com/
university/definitive-bitcoin-tax-guide-dont-let-irs-snow-you/definitive-bitcoin-tax-guide-chapter-2-tradinggains-and-losses-fair-market-value.asp, accessed 5 September 2014.
“Bitcoin is property, not currency, IRS says – Notice leaves many open questions about convertible virtual
currencies,” DLA Piper, http://www.dlapiper.com/en-us/us/insights/publications/2014/04/bitcoin-is-property-notcurrency/, accessed 18 September 2014.
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$200. In practice, there would be no way for the IRS to enforce consistent reporting because it
can be very difficult to calculate accurate cost basis for cryptocurrency.119
Cryptocurrencies are designed to be exchanged across borders, with most businesses existing
on the Internet. This poses a challenge to governments around the world that are trying to
address concerns over how virtual currencies affect economic security, crime, and taxation in
their country. Some countries, like the United States, already have strong consumer protection
and criminal laws that cover cryptocurrency-related activities and products. Other countries
have little or no regulatory or law enforcement oversight. Belgium, for example, has no
intention of regulating cryptocurrency, while Iceland has outlawed the importation (buying)
of cryptocurrency from outside the country due to capital controls. The challenge for law
enforcement agencies in the United States and internationally is that it is difficult to observe
businesses based in foreign jurisdictions that conduct business with domestic companies. For
example, a cryptocurrency business based in California that has customers in New York, Florida,
or Germany will have to comply with federal regulations, state-specific licensing regimes, and
possibly foreign country regulations.120 Likewise, cryptocurrency businesses based outside
the United States that accept U.S. customers are subject to state laws where those customers
are located.

State Regulators
At the state level, most laws that apply to cryptocurrency business activity are money
transmitter laws. Money transmitter laws regulate activities that a state considers “money
transmission,” which can vary broadly by state. These laws impose a host of licensing and
compliance requirements on qualifying entities. The intent of these laws is to protect
consumers from losses that could occur when using a business that takes their money and
transmits it to another party, typically in a different location.121 Forty-eight states require
businesses to apply for licenses to service or solicit their citizens as a money transmitter. Some
state regulatory bodies have announced that any business, regardless of where it is based,
that services or solicits a state’s citizens must comply with that state’s licensing requirements.
This applies to businesses based in other states, internationally, or online.122 Thus, parties that
want to serve U.S. customers will have to comply with each state’s money transmittal laws.
Businesses must take active steps not to service customers from jurisdictions they cannot
legally serve.
These laws can be costly and time consuming for businesses. Typical disclosure requirements
include audited financial statements, providing personal financial records for directors or
owners, providing records on disciplinary actions taken on qualifying persons, conducting
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“Bitcoin Tax Guide: Trading Gains and Losses: Fair Market Value.” Investopedia
Marco Santori, “Bitcoin Law: Money transmission on the state level in the US,” CoinDesk, September 28, 2013,
http://www.coindesk.com/bitcoin-law-money-transmission-state-level-us/.
Ibid.
Ibid.
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background checks, running fingerprints of qualifying individuals, and the like. In addition,
states can require capital upwards of six figures.
New York, the first state to propose regulations specifically for cryptocurrency businesses,
unveiled a framework addressing a wide range of concerns, including consumer protection,
money laundering, and cybersecurity. New York created a regulatory framework governing
“Virtual Currency Business Activities”123 conducted in New York or those with a nexus to a New
York resident. New York’s 40-page draft, titled “BitLicense,” sets forth a list of requirements on
top of state money transmitter laws.
Table 2. BitLicense Overview

AGENCY

AUTHORITATIVE
DOCUMENT

DATE ISSUED

AUTHORITATIVE
WEIGHT

APPLICABILITY

New York
Department of
Financial Services

Proposed
“BitLicense”
regulatory
framework

July 2014

Binding precedent,
if adopted

Any person involved in
conducting “Virtual Currency
Business Activity” in New York
or with a nexus to New York
residents.

BITLICENSE AND CRYPTOCURRENCY ACTIVITIES
New York is the only state that proposed regulations dealing specifically with cryptocurrency. If
BitLicense passes in its current form, consequences could reach far beyond New York’s borders,
and other states and countries are watching closely. Below is a summary of some of the major
issues that the cryptocurrency community transacting with New York institutions or residents
might face if it passes. This list is neither complete nor exhaustive, as the regulations are still
undergoing a 30-day comment period and have not been announced as of the writing of this
report. Late January 2015 is the expected time-frame for BitLicense to go live.
Users and businesses that use cryptocurrency solely for the purchase or sale of goods
or services are exempt from licensing requirements.124 However, BitLicense would apply to
most other cryptocurrency businesses, including those that:125
• transfer virtual currencies on behalf of one person
• buy or sell virtual currencies as a business activity
123

124
125
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See New York State Department of Financial Services Proposed New York Codes, Rules, and Regulations, Title
23 Department of Financial Services, Chapter I Regulations of the Superintendent of Financial Services, Part
200.2 (n)(1) Virtual Currencies (Proposed New York Rules); NYS Register, July 23, 2014. Virtual Currency Business
Activity means “the conduct of any one of the following types of activities involving New York or a New York
Resident: (1) receiving Virtual Currency for transmission or transmitting the same; (2) securing, storing, holding,
or maintaining custody or control of Virtual Currency on behalf of others; (3) buying and selling Virtual Currency
as a customer business; (4) performing retail conversion services, including the conversion or exchange of Fiat
currency or other value into Virtual Currency, the conversion of exchange of Virtual Currency into Fiat Currency or
other value, or the conversion of exchange of one form of Virtual Currency into another form of Virtual Currency;
or (5) controlling, administering, or issuing a Virtual Currency.”
Ibid, § 200.3 (c)(2)
“Summary of NY State Dept. of Financial Services BitLicense Guidelines,” Coinprices.com, https://www.coinprices.
io/articles/news/summary-of-ny-state-dept-of-financial-services-bitlicense-guidelines, accessed 25 September
2014.
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• create a cryptocurrency
• trade a cryptocurrency
• hold or control cryptocurrency for other users
BitLicense holders will be required to comply with a host of rules that require minimum
capital requirements; examinations, recordkeeping, and reporting; consumer
protection safeguards; AML compliance; and cybersecurity requirements. Some of the
more controversial requirements include:
• holding capital sufficient to ensure the financial integrity of the licensee and its ongoing
operations;
• background checks and fingerprinting for employees;
• written approval of all new business activities;
• keeping 10 years of records of business activities;
• retained earnings and company profits can only be invested in U.S. dollars in certificates
of deposit issued by regulated financial institutions in the United States, state or municipal
bonds, money market funds, or U.S. government securities; and
• cryptocurrency accounts that are inactive for five years must be turned over to the state.126
Cryptocurrency businesses, even those based outside the United States, that take on
New York customers are required to comply with BitLicense requirements. For example,
these requirements would apply to exchanges based in China that solicit customers in New
York. If the business decides it will solicit New York customers, it must collect PII from all
New York customers, retain all transaction logs with these customers for 10 years, report
transactions more than $3,000 and file SARs, and maintain collateral in the form of U.S.
dollars.127 Because of the cost of complying with these requirements, many fear businesses will
avoid doing business with New York residents altogether.
Opponents of BitLicense argue that the licensing scheme would be overly burdensome
for small entrepreneurs and would quash innovation. Entrepreneurial segments of the
cryptocurrency community argue that the costs of compliance would cause some businesses
to cut off New York customers entirely and may deter startups from launching. In addition,
they argue New York is attempting to regulate an emergent technology with the same types
of requirements placed on financial services firms at a point in time when the blockchain
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See New York State Department of Financial Services Proposed New York Codes, Rules, and Regulations, Title
23 Department of Financial Services, Chapter I Regulations of the Superintendent of Financial Services, Part 200
Virtual Currencies (Proposed New York Rules); NYS Register, July 23, 2014. See also “Summary of NY State Dept. of
Financial Services BitLicense Guidelines,” Coinprices.com.
Ibid.
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technology128 is still developing and even the experts cannot foresee downstream implications.
The effects of BitLicense, they fear, would constrain the development of potential future nonfinancial uses of blockchain technologies, restrict interstate commerce, and curtail free speech.
One requirement that has drawn significant ire is the rule requiring licensees to invest earnings
and profits in U.S. dollars only, and not in cryptocurrency. Many believe this would force sales of
cryptocurrency back to fiat, reducing demand for cryptocurrency.
Bitcoin advocates and some business owners have raised concerns that BitLicense violates the
U.S. Constitution.129 The Commerce Clause of the Constitution generally prohibits states from
passing legislation that discriminates against or excessively burdens interstate commerce—
that is, the movement of goods, information, or money from one state to another. Computers
that run decentralized cryptocurrency networks are distributed in every U.S. state and in many
countries. The Bitcoin network is operated by computers connected to the Internet, which
allows a business to reach consumers in every state and internationally. It can be argued then
that any state regulation targeting decentralized cryptocurrency activity would affect interstate
commerce. For example, the current version of BitLicense would require a cryptocurrency
exchange operating outside New York to comply with its rules if it does business with a New
York resident, assuming that the business could determine the customer has any nexus to
New York. It does not matter that this business is in full compliance with its state law, has no
physical footprint in New York, and has never advertised to New York residents; this business
would be required to acquire a BitLicense. Thus, one could argue that BitLicense, if passed in its
current form, reaches conduct outside New York and imparts a burden on interstate commerce
that is greater than any benefit derived by BitLicense’s so-called protections. Furthermore, it
might set forth a chain of inconsistent legislation by states that could stunt the development of
blockchain technology. For these reasons, if BitLicense becomes law, it will likely be challenged
as unconstitutional in violation of the Commerce Clause, and its legacy would be decided by
the courts.
At the time of publication of this report, BitLicense was a proposal and the public could
comment on the draft law until 21 October 2014. Despite the significant amount of public
interest in BitLicense, it remains unclear whether it will remain in its current form or
be modified.
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See “Here Are My Official Comments on the New York Department of Financial Services’ Proposed Bitcoin and
Virtual Currency Regulations,” WeFiveKings (blog), http://wefivekingsblog.blogspot.com/2014/07/here-are-myofficial-comments-on-new.html. Blockchain technology is a freely available accounting ledger that is stored on
computers around the world. It represents a new method for recording transactions or registering things publicly.
The ledger is secure, that is, “all transactions entered into the ledger are effectively permanent, incorruptible, and
irreversible.”
For a more detailed argument of this point, see ibid.
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A BRIEF SURVEY OF THE COMMERCIAL AND REGULATORY
STATUS OF VIRTUAL CURRENCY IN OTHER COUNTRIES
Countries around the world have taken a variety of stances on virtual currency. Buying virtual
currency is illegal in Iceland. The Vietnamese government has banned financial institutions
from transacting in Bitcoin, according to BitLegal, a website that monitors virtual currency
regulations around the world. The site labeled both countries as “hostile” toward virtual
currency. However, citizens in both countries are still allowed to own Bitcoin.130
In some countries, the question of whether to allow virtual currency is a matter of serious
debate. In Russia, the country’s general prosecutor declared in February that using virtual
currency like Bitcoin—or anything other than the country’s official currency—is illegal.131
However, George Luntovsky, deputy chairman of the Bank of Russia, expressed a different view
in July 2014, stating that the bank advocates “a careful approach to bitcoin. One cannot ignore
this instrument, maybe this is the future.”132 But Russian leaders once again spoke out against
virtual currency in August 2014, when the country’s Finance Ministry announced proposals that
would forbid the use of Bitcoin.133
More than half of the world’s Bitcoin trades in 2013 occurred in China, according to one
estimate.134 But the country has begun to tighten its grip on its use of virtual currency over
the past year. The People’s Bank of China banned Chinese financial institutions from handling
Bitcoin transactions in December 2013, causing its value to drop. The country still, however,
allowed individuals to own the virtual currency.135 The government then also barred third-party
companies from “servicing payments between the exchanges,” according to Finance Asia. In
April, one of China’s largest commercial banks, China Merchants Bank, announced it would
stop letting customers make Bitcoin transactions. China Construction Bank soon declared a
similar ban.136
Other countries have taken a friendlier approach to virtual currency and have viewed it as
another way to earn revenue. The European Union (EU), Canada, and Australia have largely
focused on how they can tax virtual currency transactions.137
Singapore outlined rules on how to tax Bitcoin transactions in January.138 A month later, two
of Asia’s first Bitcoin machines opened there.139 Singapore also took steps to regulate these
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BitLegal, accessed August 14, 2014, http://bitlegal.net/.
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“Russia Finance Ministry Calls for Crackdown on Bitcoin,” Dow Jones Global Market Stories, August 1, 2014.
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“China Cracks Down on Bitcoin,” CNN Money, December 5, 2013.
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transactions in March when it announced it would require Bitcoin platforms to “verify customer
identities and report suspicious transactions,” according to The Wall Street Journal.140
The German government has recognized Bitcoin as “money taxable under capital gains,”
according to a March 2014 Mondaq Business Briefing article on Bitcoin regulations. “It is fairly
safe to say that other countries in the EU will follow suit and treat Bitcoin primarily as a source
of much needed state revenue,” the article stated.

Potential Future Regulation
Traditional institutions and consumers face challenges that may prompt action in the future.
This action could take the form of guidance, regulation, public education, or grass-roots efforts
from the Bitcoin community itself. In the tables below, a number of these challenges are
identified along with possible solutions. The table is not intended to contain an exhaustive list
of challenges, but represents many of the challenges faced by institutions and consumers.
Table 3. Challenges Facing Traditional Institutions

Challenges facing traditional institutions

Potential Solutions

Regulators’ understanding of how to approach
cryptocurrency systems, which operate outside of
traditional streams of commerce and finance.

Time, research, hearings, etc.

Legal and regulatory regimes of other countries that treat
cryptocurrency differently from the U.S. or that do not
have laws regulating their use could delay investigation
or even allow malicious actors to operate outside the
reach of law enforcement agencies.

Partnerships among law enforcement and
governments between states and across international
borders are required in order to track and stop
malicious actors.

Decentralized currency systems such as Bitcoin lack a
trusted authority to collect user information or administer
authority. This forces law enforcement to rely on other
sources for this information, such as exchanges and users.

Legitimate Bitcoin MSBs are already complying with
KYC requirements. Additional law enforcement
techniques or regulations may be needed to identify
parties to transactions.

Encryption-based currencies such as Bitcoin allow users
to encrypt their digital wallets, which can make it difficult
for law enforcement to seize and forfeit illicit money.

Develop enhanced investigative protocols, techniques
and methods, with a focus on partnerships between
law enforcement, the private sector, and academia.

Reluctance of banks to do business with customers
identified as “high risk” for engaging in Bitcoin trading or
in cryptocurrency business activities.

Banks require clearer regulation, proof that Bitcoin
is not high risk, or possibly proof that the customer
assumes the risk.

Table 4. Consumer Challenges

Challenges facing consumers

Potential Solutions

Clarity of guidance and onerous tax restrictions from
the IRS.

IRS issue formal regulation/add authoritative
guidance on proper taxation of cryptocurrency.

Hackers that target individuals and businesses holding
digital currencies.

Industry issue cybersecurity risk-management best
practices for securing virtual currencies. If necessary,
require cryptocurrency businesses to implement
minimum cybersecurity protections.
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Challenges facing consumers

Potential Solutions

No intermediary to help recoup funds that are misplaced,
lost, or stolen.

Additional options for insurance, additional
cybersecurity.

Potentially hidden or high transaction fees.

Regulations capping transaction fees or notice to
consumers regarding transaction fees.

Fraudsters touting investment opportunities involving
virtual currencies with extraordinarily high rates of return.

Guidance from U.S. consumer and market regulatory
agencies, including CFPB, CFTC, and SEC.

Availability of new market instruments.

Guidance from U.S. market regulatory agencies,
including CFTC and SEC.

At the present time, regulators, especially at the state level (with the exception of New York),
are taking a wait-and-watch approach to setting forth additional cryptocurrency regulations.
The next wave of regulation may begin when complex cryptocurrency-based financial
instruments hit the market. In March 2014, the first Bitcoin-backed derivative emerged. The
two parties to the agreement created the derivative but had not acted on it. When they do,
the contract would be subject to oversight by the Commodities Futures Trading Commission
(CFTC).141 The CFTC is responsible for regulating financial derivatives, including commodity
futures and options markets. It is also responsible for investigating and prosecuting alleged
violations of the Commodity Exchange Act (CEA) and similar regulations.142 The CFTC
protects the public from fraud, manipulation, abusive practices, and systematic risk related
to derivatives.143
Bitcoins or other virtual currencies would fall under CFTC responsibility if they are considered
a commodity under the CEA. As of the date of this report, CFTC officials had not made a formal
determination on whether Bitcoin is a commodity. However, the Government Accountability
Office (GAO) reported in May 2014 that “the agency would not make a formal determination
on this issue until market circumstances require one.”144 It appears then that a completed swap
would be the catalyst for the CFTC to step in and either issue guidance or set forth additional
regulation. According to authors Jerry Brito, Houman Shadab, and Andrea Castillo, in a paper
published in late July 2014 by the Mercatus Center at George Mason University, “The next major
wave of Bitcoin regulation will likely be aimed at financial instruments, including securities and
derivatives, as well as prediction markets and even gambling.”145
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Investigating Illegal Cryptocurrency Activities
As discussed above, cryptocurrencies are not inherently illegal. However, using
cryptocurrencies to facilitate an unlawful activity or facilitate the laundering of proceeds is
unlawful. Criminal statutes can be applied just as easily to acts facilitated by nontraditional
forms of payment, such as cryptocurrency, as they can to acts facilitated by traditional forms
of payment. The illegality lies in the unlawful action, not the form of payment. The key
differentiator from a law enforcement perspective is that cryptocurrency, unlike cash, can be
used by a criminal through the Internet. Cryptocurrency technology offers a means to transact
under a layer of anonymity online, without the need to meet in person.
Some illicit actors are drawn to cryptocurrency because of the perceived anonymity it offers in
relation to other means of financial exchange. Decentralized cryptocurrencies allow two parties
to exchange legal tender without a third party intermediary across international borders. To
curtail such illicit activity, law enforcement agencies rely on regulatory measures that maintain
a paper trail, such as requirements on MSBs to collect PII from transacting customers. Without a
trusted third party accounting for cryptocurrency transactions, such as a bank or a regulator, it
can be difficult for law enforcement agencies to collect information on a transaction to identify
parties to a transaction. This presents challenges for law enforcement agencies, because they
rely on these trusted third parties to know their customers in order to protect against fraud and
to detect potentially illicit financial dealings.
There are attributes of cryptocurrency that make transacting in them less anonymous than
using cash. For example, all transactions are recorded on the publicly available blockchain.
Records kept by the blockchain and the PII held by exchanges often leave enough crumbs
of evidence for investigators to identify illicit actors. This feature of cryptocurrency assists
investigators trying to match suspicious transactions to individuals.

Prosecuting Illegal Cryptocurrency Activities
In the United States, the BSA sets forth AML and KYC compliance obligations for MSBs, which
act as intermediaries to financial transactions. A major aim of the BSA is to provide a paper trail
to assist law enforcement agencies in their money laundering investigations. FinCEN’s March
2013 guidance for financial institutions on virtual currencies strongly encourages qualifying
MSBs to take precautions against financial crimes, money laundering, and terrorism by keeping
records and filing SARs. Under this framework, many cryptocurrency businesses will be
considered MSBs and, thus, will be subject to the record-keeping and reporting requirements
promulgated by the BSA. This measure has proven beneficial to investigators seeking
prosecutions for criminals transacting in cryptocurrency.
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of Cryptocurrencies
Among the law enforcement officials and subject matter experts interviewed for this study,
there was widespread speculation on the use of cryptocurrencies by malicious actors to
conceal the identity, source, and destination of illicitly obtained money or fund illicit activities.
Like any form of monetary value—including coins and currency, credit cards, and e-money—
cryptocurrencies can facilitate a broad range of illicit activities, including money laundering,
the sale of illicit goods and services, and fraud schemes. We anticipate that cryptocurrencies
will continue to grow in popularity, and as licit transactions increase, so will illicit ones.
Some have argued that cryptocurrencies are not a good vehicle for malicious actors to make
payments and conduct transactions due to their volatile price and lack of liquidity. Additionally,
once a transaction occurs, it is publicly available on the universal public ledger for perpetuity
for all to view, which could eventually allow law enforcement to undercover the true source
of every transaction. This sentiment was reflected by former U.S. Assistant Attorney General
Mythili Raman in her testimony before the U.S. Senate when she said that “virtual currency is
not necessarily synonymous with anonymity. A convertible virtual currency with appropriate
AML and know-your-customer controls, as required by U.S. law, can safeguard its system from
exploitation by criminals and terrorists in the same way any other money services business
could.”146 Moreover, it is likely that malicious actors like drug trafficking organizations need
hard currency, not cryptocurrency, to pay everyday expenses such as arms, bribes, and salaries.
Others have argued, however, that bitcoin and other altcoins have a sinister side and are the
perfect option for those who wish to discreetly move ill-gotten money. In 2011, U.S. Senator
Chuck Schumer (D-N.Y.) called Bitcoin “an online form of money laundering used to disguise
the source of money, and to disguise who’s both selling and buying drugs.”147 This view was
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further backed by U.S. Senator Joe Manchin (D-W.Va.), who sent a letter to federal regulators
in February 2014 seeking an outright ban on Bitcoin. The letter called for financial regulators
to “prohibit this dangerous currency from harming hardworking Americas.”148 Manchin voiced
concerns that bitcoin has “become a haven for individuals to buy black market items”149 such as
drugs and weapons. Politicians are not the only ones voicing these criticisms. In 2012, Fortune
ran an article with the headline “Bitcoin looks primed for money laundering.” It stated that
bitcoin “seems to be gaining traction and legitimacy among those who need to transfer or
launder their cash outside of the prying eyes of regulators.”150
Conventional or fiat currency is just as anonymous, equally untraceable, and is circulated and
traded on a daily basis at a markedly greater volume than all cryptocurrencies combined.151
Yet, no one is calling for its prohibition. Moreover, laundering money is partially based on the
assumption that hiding a few illicit transactions among many other licit transactions would
help disguise the activity. So, by this measure alone, a malicious actor would be far better off
using the commercial banking system than bitcoin. Between October 2012 and October 2013,
roughly $8 billion worth of transactions were processed using bitcoin.152 Comparatively, in 2012,
Bank of America processed $244.4 trillion in wire transfers, and PayPal processed $145 billion
digital payments.153 Cryptocurrencies may in time represent a vast new system for malicious
actors to exploit, but right now it is too insignificant to be a substantial economic force, let
alone an important factor in the criminal underworld.
With daily transactions equivalent to $22 million, limited barriers to access, near instantaneous
global transactions at no cost, and pseudonymous properties, bitcoin can inspire both
legitimate and criminal users. The question that remains is whether cryptocurrencies make it
easier for malicious actors to conduct illicit activities. There is little doubt that cryptocurrencies
will be used by malicious actors at some level to launder money, conduct operations, bribe
public officials, and acquire pernicious goods and services. At the same time, there is little
doubt that cash and traditional payment products will be the overwhelming medium used by
malicious actors to store, move, and launder money in the foreseeable future. Carlo Caraluzzo
stated it best when he wrote that if criminals launder money using cryptocurrency “it will only
be because this offers another way, not because it is safer or easier.”154
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Press release, U.S. Senator Joe Manchin (D-W.Va.), “Manchin Demands Federal Regulators Ban Bitcoin,” (February
26, 2014), http://www.manchin.senate.gov/public/index.cfm/2014/2/manchin-demands-federal-regulators-banbitcoin.
Ibid.
Cyrus Sanati, “Bitcoin looks primed for money laundering,” Fortune, December 18, 2012.
Although Bitcoin and other altcoins have been experiencing impressive growth since their inception, they remain
niche currencies. In early September 2014, the total number of bitcoins in circulation stood at 13.2 million, up
from roughly 12 million coins in mid-November 2013. Its market price stood at $481. Bitcoins current market
capitalization (price x number of coins in circulation) stood at $6.3 billion. Daily Bitcoin transaction volume was
approximately $22 million as of early September 2014. By comparison, in September 2014 the U.S. money supply
(the sum of currency, demand deposits including money savings accounts) stood at $11.3 trillion (about 1,000
times larger).
Katherine Mangu-Ward, “Are Bitcoins Making Money Laundering Easier?” Slate, February 5, 2014.
Ibid.
Carlo Caraluzzo, “Debunked: Bitcoin facilitates crime,” CoinTelegraph, August 18, 2014.

Appendix III: Illicit Uses of Cryptocurrencies

There is not a great deal of scholarly research on cryptocurrencies. Existing research primarily
focuses on bitcoin because it is the most widely held and used cryptocurrency. Within the
literature, there is a gap in information pertaining to the illicit uses of cryptocurrencies. This
section is not intended to incriminate bitcoin or any other cryptocurrency, but to catalog
the various criminal activities associated with them to date, discuss commonalities that exist
across various technology-facilitated crimes, show that criminal activity associated with
cryptocurrencies is more than just arbitrary, and speculates on potential illicit activities that
could be conducted using cryptocurrencies.
This section begins with an examination of the Deep Web, where cryptocurrencies are
frequently used to conduct illicit transactions. It then examines various criminal activities
that have been committed using cryptocurrencies and potential future uses of them. Then
it presents commentary and observations from various federal and state prosecutors on
cryptocurrencies. It concludes with an analysis of current investigative shortcomings and what
can be done to overcome them.

Deep Web
On the Internet, if a user wants to find the purest heroin from Afghanistan or hire a hit man,
he or she will likely have trouble finding information and will definitely risk being traced by
law enforcement if he or she uses conventional search engines such as Google or Bing. These
conventional search engines steer clear of advertising or enabling illegal activities. If users want
to search anonymously for these illicit products, and purchase them with some level of security,
they need to plumb the depths of the Deep Web.
The Deep Web is the part of the World Wide Web that is invisible to conventional search
engines. By some estimates, the Deep Web represents nearly 99 percent of the total web.155
Sites on the Deep Web cannot be found using conventional search engines for several reasons.
These sites may be login and password protected, they may be dynamic websites that can only
be accessed through a specific type of search, they may be designed to prevent conventional
search engines from indexing them, or they may be ignored as part of a search engine’s
policy.156 However, users can access some of these websites if they know a specific web address
or use specialty search engines such as Clusty, The Internet Archive, and DuckDuckGo, which
have search criteria that enable them to access some Deep Web content.
The most hidden sites within the Deep Web, those purposely concealed from view, require
specialized software to access. These hidden sites, often referred to as Dark Nets, are closed,
private networks created specifically to protect the identity and communications of their
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users. To access these Dark Nets, individuals typically use software known as anonymizers.157
Anonymizers use an international network of computer servers to mask the identity, or Internet
Protocol (IP) address, of a user’s computer. Using these anonymizers, as well as encryption
technology, an individual can set up a Dark Net on the Deep Web that is virtually invisible to
anyone who is not privy to its existence.
The Deep Web appeals to both honest privacy advocates and bad actors because of its secrecy,
security, and anonymity. For example, journalists have used anonymizers and the Deep Web to
report on stories from within dangerous locales. Political dissidents have used the Deep Web to
communicate and plan their activities in a way that renders them invisible to the watchful eye
of the repressive regimes under which they operate.
There are “areas (of the Deep Web) that are more intentionally secretive, and this is where the
deep becomes the dark.”158 The International Centre for Missing & Exploited Children (ICMEC)
explains that “the Deep Web … includes sites that appear to offer the purchase of weapons,
counterfeit currencies, murder-for-hire contracts,159 stolen credit cards, fake IDs, and falsified
passports.”160 HSSAI conducted a cursory search of the Deep Web, which revealed an array of
drugs, fraudulent documents, and other illicit products for purchase on Dark Net markets. In
fact, the most popular marketplaces for purchasing illegal products on the Deep Web—Silk
Road 2.0, Pandora, and Agora—do business in drugs, fake passports, and Social Security
cards. One estimate purports that there are 18 Dark Net marketplaces on the Deep Web with
approximately 47,000 drug listings, the most popular being MDMA.161
According to the ICMEC, the Deep Web, in specialized marketplaces and Dark Nets, is “a
sanctuary for operators of child pornography sites.”162 The Deep Web has provided a new
avenue for child pornographers to share and exchange their wares as they exploit children. The
scope of the problem is hard to determine, since most crimes are unreported or occur in places
without significant law enforcement capabilities; the ICMEC asserts that estimates of the scope
of child pornography simply do not exist.163 In the words of Ernie Allen, the Chief Executive
Officer (CEO) and President of ICMEC:
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One of the most popular is Tor (The Onion Router). Tor was developed by the U.S. Naval Research Laboratory to
protect online government communications. It works by masking “the source and destination of Internet data by
directing data packets through a series of relays in which no individual relay ever knows the complete path that a
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Stuart Andrews, “The Dark Side of the Web,” PCPro.co.uk, March 9, 2010, http://www.pcpro.co.uk/features/356254/
the-dark-side-of-the-web, accessed August 18, 2014.
One such site offers crowd-sourced Bitcoins as an incentive for murderers to commit political assassination. See
Digital Citizens Alliance, Busted, but not Broken the State of Silk Road and the Darknet Marketplaces, 21.
International Centre for Missing & Exploited Children, The Digital Economy: Potential, Perils, and Promises (March
2014), 12.
Christopher Ingraham, “The Online Illicit Drug Economy Is Booming. Here’s What People Are Buying,” Washington
Post, October 3, 2014, http://www.washingtonpost.com/blogs/wonkblog/wp/2014/10/03/the-online-illicit-drugeconomy-is-booming-heres-what-people-are-buying/.
International Centre for Missing & Exploited Children, The Digital Economy, 12.
Ibid., 8.

Appendix III: Illicit Uses of Cryptocurrencies

The larger threat to the sexual exploitation of children is not necessarily the rise of
virtual currencies but their intermingling with the Dark Web.
The Internet has revolutionized the way we live, work and play. Yet, there is a dark
side. A generation ago someone with sexual interest in children felt aberrant,
isolated, alone. Today, he is part of a global community. He shares images,
techniques, fantasies with people of like interests. They even share real children.
And they do it with virtual anonymity.
Today, Internet anonymizing tools, developed to protect political dissidents
from repressive regimes, are being used for very different purposes. There is a
secret “Deep Web” for drug dealers, traffickers, assassins and pedophiles. I am
particularly concerned about these sites for pedophiles, including Lolita City,
Hard Candy, Jailbait, PedoEmpire, Love Zone and others. “Deep Web” sites accept
payment in unregulated virtual currencies, but the real threat is not the method
of payment, it is the anonymity. There is a difference between privacy and
anonymity. Total Internet anonymity is a prescription for disaster. There have to be
limits. There has to be traceability.164
In addition, some researchers suggest, “it isn’t only ordinary criminals who have adopted
the [Deep Web]. Terrorist organisations, too, are looking at it as an alternative to more easily
monitored forms of Internet communication.”165 Terrorist organizations could use it to
coordinate attacks, recruit members, purchase controlled materials, and share information
not easily accessible through conventional social media. In addition, with the passage of
stricter finance laws aimed at preventing terrorist funding through money laundering and the
banking system, terrorists may view the Deep Web as a more attractive location for raising and
transferring money.
Cryptocurrencies are often used in conjunction with the Deep Web. Illicit marketplaces on the
Deep Web almost exclusively use cryptocurrencies such as bitcoin because of the perception
of anonymity they provide. In fact, many of these marketplaces “view bitcoin as the perfect
currency for their business.”166 Most vendors on the major Deep Web marketplaces only
accept bitcoin in an attempt to protect their anonymity from law enforcement investigations.
They seem to feel that with bitcoin, or another cryptocurrency, they “do not have to worry
about their accounts being canceled like many rogue sites in the Open Net have by payment
processors like Visa and PayPal.”167 However, bitcoin is not completely anonymous, as it relies
on a shared public ledger that shows all of the transactions of specific wallets. If the owner of a
specific wallet attempts to change bitcoin into fiat currency, then law enforcement can identify
and track him or her with relative ease.
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Cryptocurrencies are widely used on the Deep Web, creating and exacerbating challenges for
law enforcement or intelligence organizations. As with all crime, cyber-criminals tend to be a
step ahead when it comes to the Deep Web. Law enforcement organizations do not typically
have the resources to invest in cutting-edge technology and the requisite training for its use.
Nor do they often have the time necessary for the research and hands-on experience that
it takes to navigate the Deep Web, Dark Nets, and all of the potential permutations. Indeed,
Ernie Allen of ICMEC says that these “new and evolving technologies pose challenges for law
enforcement like nothing seen before.” There is a virtual arms race brewing between some
denizens of the Deep Web, who excel in developing and using the newest encryption and
anonymizing tools, and law enforcement and intelligence organizations, which need to be able
to identify and trace some of those very bad actors.
Despite the aforementioned challenges, law enforcement has had some recent success in
seizing Tor hidden service .onion addresses on the Deep Web. On November 7, 2014 United
States and European law enforcement agencies seized 414 dark web domains under Operation
Onymous.168 Silk Road 2.0, Cloud 9, Hydra, Fake Real Plastic and Pandora were some of the
website addresses and computer servers seized in this operation.169 According to the Federal
Bureau of Investigation (FBI), this operation represented “the largest law enforcement action
to date against criminal websites operating on the Tor network.”170 As all of the websites seized
were accessible through the Tor network, it has led some to speculate that law enforcement
has developed an “as-yet-undisclosed tool or mechanism” to compromise the Tor network.171
Troles Oerting, the head of the European Cybercrime Center, stated “The way we do this, we
can’t share with the whole world, because we want to do it again and again.”172 Although
Operation Onymous succeeded at closing several prominent Deep Web marketplaces,
numerous popular Tor-based dark markets remain active and may “absorb many of the refugee
buyers and sellers”173 who previously used the now seized dark markets.
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Tor (The Onion Router)
WHAT IS TOR?
The Onion Router or Tor is an anonymizing software package that
is often used for searching the Deep Web. The U.S. Naval Research
Laboratory developed Tor to protect online government communications.174
WHO USES IT?
Although Tor was developed to protect government communications, many other Internet
users now take advantage of it. Political dissidents under oppressive regimes have used Tor to
communicate and organize. Journalists have used Tor to communicate with their protected
sources and whistleblowers.175 Similarly, criminals and terrorists could use Tor to plan and carry
out illicit or nefarious activities.176
Individuals can use Tor to set up anonymous and encrypted websites within the Tor network.
They can also set up an instant messaging service with the network to communicate securely.
Tor’s value lies in its ability to make its users anonymous as they search the web. This
anonymity offers protection against websites that routinely collect personal information
on visitors. It also offers protection by enabling users to participate in private, secure
communications that are protected from monitoring by outside parties.177
HOW DOES IT WORK?
Tor uses an approach called “onion routing” that helps maintain user anonymity.178
Essentially, this method selects a random path through a network of computers to visit a
desired destination on the web. The Tor Project website describes the process as masking “the
source and destination of Internet data by directing data packets through a series of relays in
which no individual relay ever knows the complete path that a data packet has taken.”179
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Tor is available for free download by visiting the Tor Project website. It is one example of the
type of anonymizing software available in the public domain for use by anyone wanting to
fully utilize the Deep Web.180 The following graphic and step-by-step process describes how
Tor works.
A VISUAL DESCRIPTION

Figure 18. Tor Anonymizing Process

1. A user downloads the Tor software package to his or her computer.
2. The user connects to an Internet Service Provider, which connects the user to the
Tor network.
3. To begin web browsing, the Tor software obtains a list of relays, or nodes, from a directory.
4. The Tor software uses this list to pick a random path through a set of these nodes to the
desired web destination. While on this path, the user’s identity is disguised as a Tor proxy IP
address, not the user’s actual computer IP address.
5. The user selects a specific website or other Deep Web location to visit. When the user
exits the Tor network, his or her IP address appears as the IP address of the last node that
was used.181
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Other types of anonymizing software include I2P and Freenet. I2P (The Invisible Internet Project) is described as
a “network within a network.” It uses an open-source code that anonymizes messages and sends them through
web “tunnels” that have end-to-end encryption. Learn more about I2P here: https://geti2p.net/en/about/intro.
Freenet is also based on freely available software. It enables anonymous Internet browsing, file sharing, and web
publishing. It uses encrypted communication and decentralized routing through computer relays. Learn more
about Freenet here: https://freenetproject.org/.
While on Tor, a user’s identity is anonymous; however, any data being sent is not necessarily secure unless it is
encrypted.
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DEEP WEB MARKETPLACES
HSSAI analysts investigated several Deep Web marketplaces and user forums to better
understand the availability and ease of acquiring illicit goods and services via the Deep Web.
We also investigated these marketplaces to understand whether the ability to pay with a
cryptocurrency made it easier to acquire these illicit goods and services. We profiled five182
Deep Web marketplaces for this study: Black Market, BlackBank,183 Hydra, Outlaw Market, and
Silk Road 2.0. Table 5 lists the types of items seen for sale in these marketplaces and highlights
other features of interest, such as whether bitcoin or other cryptocurrencies are accepted and
whether the site has a user discussion forum. Discussion forums give users an opportunity to
communicate about products, vendors, or issues and experiences.184
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The Silk Road 2.0 and BlackBank data in this section was recorded on October 17, 2014. Black Market, Hydra, and
Outlaw Market data was recorded on October 16, 2014.
At the time of access, Black Bank had 25,191 registered users. The marketplace was established on January 7, 2014.
A discussion forum exists within the Hydra marketplace but was “closed for security reasons” when accessed for
this study.
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Table 5. A Summary of Five Deep Web Marketplaces185

BlackBank

Hydra

Black Market

Outlaw Market

Silk Road 2.0

Typology
of Available
Products

Alcohol,
Counterfeits,
Drugs, Fraud
guides and
tutorials,
Tobacco

Apparel, Digital
goods, Drugs,
Services,
Tobacco,
Weapons,
Custom Orders

Drugs,
Fraudulent
Documents,
Weapons

Digital
Goods, Drugs,
Electronics,
Services

Alcohol,
Drugs, Drug
paraphernalia,
Erotica, Lotteries,
Money, Services

Number of
Drug Listings

268
(drugs)

1,725
(drugs/tobacco)

3
(drugs)

140
(drugs/tobacco)

13,383
(drugs)

Bitcoin
Accepted?











Other
Cryptocurrency
Accepted?









?

User Discussion
Forum?











HSSAI also qualitatively compared the types of products available from these five marketplaces.
Though discussed in the media and other forums, explicit listings for assassination services
were not found on any of the five markets. Most, if not all, assassination services listed on
Tor appear to be frauds or scams. In fact, the BlackBank market lists items that are explicitly
forbidden from being sold on the site: child pornography, human trafficking, kidnapping, and
doxing (document tracing).
In addition to alcohol, drugs, and tobacco products, fraudulent or counterfeit documents/
document packages were prevalent in many of the marketplaces. For example, users could
visit BlackBank to purchase driver’s licenses and Social Security numbers or Black Market to
purchase other fraudulent identification documents. Table 6 summarizes some of the key
products and services that were for sale.
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Silk Road 2.0 was closed by international law enforcement agencies on November 6, 2014. According to
deepdotweb.com, Outlaw Market has also been shut down in the past.
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Table 6. Goods and Services Available from Deep Web Marketplaces

BlackBank

Hydra

Black Market

Outlaw Market

Silk Road 2.0

Assassination
Services











Drugs











Fraudulent or
Counterfeit
Documents


























Guns
Other Services

Each of the marketplaces had listings for drugs and/or tobacco; further inspection revealed
that the number of drug (or drug/tobacco) listings varied greatly across the marketplaces. At
the time of access, Silk Road 2.0 had 13,383 listings for drugs; in comparison, Hydra, had only
1,725, and Outlaw Market had 140. A Deep Web search for MDMA revealed four markets where
MDMA could be purchased with either U.S. dollars or bitcoin.186 Sale prices were somewhat
similar across the sites; in U.S. dollars, the price for one gram varied from approximately $70 to
$103.187 Figure 19 shows a screenshot from BlackBank.
A total of seven Deep Web markets were searched for guns; Black Market was the only
marketplace on which guns were found for sale.188 For example, an AR-15 semiautomatic rifle
was found on Black Market for 4.18 BTC (approximately $1,589189). The seller did not require
the buyer to provide any documentation for sale and preferred to complete the transaction by
using standard shipping methods. The seller accepted bitcoin but no other cryptocurrency.
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Hydra and Pablo Escobar Drug Store (accessed October 16, 2014) and BlueSky and Silk Road 2.0 (accessed
October 17, 2014).
Approximate prices for 1 gram MDMA: $103 (Pablo Escobar), $85, (BlueSky), $70 (Silk Road 2.0), $5-4,150 (Hydra,
cost depends on size and purity).
In addition to the five marketplaces searched, our team also searched EuroGuns and UK Guns and Ammo Store.
These two sites were accessed on October 16, 2014.
Bitcoin price according to CoinDesk, October 16, 2014: $380.08.

91

Appendix III: Illicit Uses of Cryptocurrencies

Figure 19. Darknet Marketplace BlackBank

Hacking
Hackers have attacked several components of the Bitcoin ecosystem, including exchanges,
marketplaces, personal wallets, wallet providers, and mining operations. Since the first big
attack on the industry (the Mt. Gox exchange in June 2011), hackers have targeted these
components of the Bitcoin universe, looking for opportunities to exploit weaknesses in coding
(such as with the Poloniex exchange) or the large volume of bitcoin in popular exchanges (such
as Mt. Gox, BitFloor, and Bitcoinica). Within the Bitcoin ecosystem, users, miners, and businesses
have all been affected by these attacks.
Exchange and other transactions are increasing in frequency as the Bitcoin ecosystem—and
the accessibility of cryptocurrency as a form of payment—grows.190 With the increased number
of transactions and exchanges, individual wallets and whole exchanges or venues are being
targeted by hackers. The following describes vulnerabilities in the mining, exchange, wallet,
and ATM components of the cryptocurrency world and also discusses recent hacking incidents
affecting the realm of traditional currency in the United States.
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See Appendix V for a discussion of cryptocurrency trends.
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MINING
Most bitcoin mining is automated or conducted through industrial mining operations called
“pools.” For this reason, bitcoin theft is not as prevalent in mining as in exchanges or personal
accounts. Mining equipment, which is highly specialized and priced at thousands of dollars, has
been more of a hacker target than actual mining operations. In July 2014, a man working as a
professional mining specialist for Digital Mining Investments under the name Jon Simms was
discovered to be rerouting mined bitcoin and stealing mining equipment from the company.191
The amount of rerouted bitcoin is unknown, but Simms is believed to have stolen $160,000 in
mining equipment. Simms was discovered to have also stolen approximately 55 BTC from users
on the bitcoin lending platform BTCJam. Loans made via BTCJam are P2P, and made based on
trust and referrals/reviews, similar to a P2P sales network like eBay.
EXCHANGES
The majority of bitcoin users are not miners.192 Instead, they use exchanges (online and inperson forums) where users can buy and sell bitcoin instead of mining it. In addition to serving
as a bitcoin marketplace, in-person exchanges help establish and strengthen local bitcoin
user communities. Bitcoin exchanges are a critical node that links local currencies to bitcoin.193
Hacks of various sophistication levels have a returned a range of results (from impairment to
complete takedown) on bitcoin exchanges over the last several years:
• The Mt. Gox exchange was first hacked in 2011. The hackers were able to steal usernames,
email addresses, and passwords for more than 60,000 accounts. This attack also had
a collateral impact: approximately 1 percent of these accounts shared username and
password combinations with mybitcoin.com; those accounts were cleared on the same
day. Simultaneously, the administrative account for Mt. Gox was hacked.194 The hackers
initiated a mass sell-off of bitcoin that caused the bitcoin price to drop from $17 down to
$.01. It took 18 months for the price of bitcoin to recover from this attack.
• The UK-based bitcoin exchange Bitcoinica was hacked in March 2012, and 18,547 BTC were
stolen from user accounts.195
• Six months later, approximately 24,000 BTC were stolen from bitcoin exchange BitFloor.
Unable to recover fully, the exchange closed its doors in 2013. BitFloor lost the bitcoin
when a hacker “accessed an unencrypted backup of wallet keys.”196 The backup was an
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artifact of a recent software system upgrade process, during which BitFloor created and
held the unencrypted backup.197
• In February 2014, the Mt. Gox exchange was hacked again, and 2,000 BTC and
approximately $750,000 were stolen, and the exchange dissolved into bankruptcy. The
morning of the attack, the price of bitcoin was more than $400.
• Also in February 2014, the U.S.-based Poloniex exchange lost approximately 12 percent of
its reserves due to a coding error that a hacker was able to exploit.198
• In July 2014, the cryptocurrency exchange MintPal was attacked by hackers who stole 30
percent of the exchange’s total coin holdings (a combination of bitcoin and the altcoins
Vericoin and Litecoin). Eight million Vericoin were stolen in this attack.199 Upon learning
of the attack, the MintPal development team chose to hard-fork (create a change in the
blockchain that is not backwards-compatible) the Vericoin blockchain to reverse the theft
transaction. This decision prevented the loss of approximately $2 million of investor funds
and also stopped the Vericoin theft.200
While mediated by developers, bitcoin exchanges are not immune to attacks, and users should
practice vigilance. The Department of the Treasury requires that virtual currency exchanges
register with FinCEN as an MSB. In an August 2014 consumer advisory, the CFPB warns that
FinCEN registration, while required by law, does not indicate the trustworthiness of a virtual
currency exchange.201 In a similar warning dated December 2013, the EBA reminded consumers
that exchange platforms are not regulated and that any resulting money losses users
experience might be permanent, particularly since there was no deposit guarantee or legal
protection for the user.202
WALLETS
Bitcoin wallets have two independent aspects that create risk for the user: the wallet and the
private key. Wallets are provided by various companies, and the funds are held in Internetbased, networked systems. Many online wallet providers keep as much as 80 percent of their
bitcoin offline as further protection against hackers.203 Wallet holders can use a unique private
key to access these wallets on their mobile devices or computers. The private key can be stored
electronically or offline via methods not attached to the Internet. The EBA also clearly warns
users that there is no central agency in the Bitcoin universe that either records passwords or
issues replacements.204
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Bitcoin wallets are provided by various companies but are hosted on the Internet. Wallet
providers differentiate themselves by offering a variety of security and encryption features
associated with their storage methods. Choosing a wallet provider requires a coinholder to
decide which Internet-connected provider is most trustworthy for his or her needs. One of the
differences between a virtual wallet that holds bitcoin and a traditional bank that holds fiat
currency is that banks are required by law to insure an account against theft or loss.
A hacker can also target a wallet provider’s network of customers. The online wallet service
Inputs.io experienced two successive third-party hacks in October 2013. Between the two
hacks, Inputs.io lost 4,100 BTC. Input.io’s main developer, Tradefortress, commented to
CoinDesk that “the attacker was able to compromise older email accounts which were easily
reset as they didn’t have phone numbers attached. Compromising one older email account led
to the compromise of another, eventually allowing them to reset the password for the hosting
account and obtaining shell access after bypassing two-factor authentication on the host’s
side.”205 Unlike many other wallet hacks, Input.io was able to reimburse some users’ holdings.
Hackers can attack individual wallets as well as wallet providers. In June 2011, BitcoinTalk forum
member Allinvain became one of the first and most well-known victims to experience a huge
personal loss as a result of a bitcoin wallet hack. Allinvain’s computer was hacked and 25,000
BTC were stolen from his wallet.206
While the Internet is required to conduct bitcoin transactions, Internet access is not necessary
for bitcoin storage. A known and accepted mode of operation in the user community is to store
one’s private cryptographic key offline, either in a cold wallet or even inscribed on a tangible
object.207 The CFPB’s bulletin on virtual currencies warned that if a hacker gets hold of a user’s
private key and is able to access the user’s mobile wallet, the virtual currency held in that wallet
can be easily stolen.208 In forums and conferences, bitcoin advocates have countered with the
analogy that if a thief obtains a user’s personal identification number, dollars can be readily
stolen using an ATM or debit card.
AUTOMATED TELLER MACHINES
Bitcoin ATMs are relatively new, and both ATM manufactures and installations have increased
in the last year. There are currently 261 bitcoin ATMs installed worldwide. North America and
Europe lead in bitcoin ATMs, with 121 and 81 ATMs throughout each continent, respectively.209
Bitcoin ATMs have the appearance of a traditional ATM, but operationally are more like a kiosk
where one can conduct a transaction.
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There are several global leaders currently designing and manufacturing bitcoin ATMs, such
as Robocoin, Lamassu, BitAccess, Genesis Coin, BitXatm. Different ATMs allow for operators to
conduct transactions that are one-way (fiat-to-digital currency) or two-way (fiat-to-digital and
digital-to-fiat). For example, Robocoin’s ATM dispenses both bitcoin and U.S. dollars, increasing
bitcoin approachability and accessibility.210
Bitcoin ATMs do not connect to a bank and lack many of the safeguards consumers are
conditioned to expect when using a traditional ATM.211 As with technologies in any emerging
industry, the ease of use associated with using a bitcoin ATM to purchase bitcoin is evolving. In
the past, ATM users were required to submit PII (for compliance with AML and KYC regulations)
and wait for their transactions to be verified via the blockchain. Newer ATMs, such as that
recently launched by CoinOutlet, bypass AML and KYC compliance requirements and allow
users to purchase bitcoin right away.212 Although bitcoin ATMs have a range of capabilities, an
ATM hack has not yet occurred.
HACKING TRADITIONAL CURRENCY
Though users approach holding and storage differently, users of traditional currencies are
subject to many of the same vulnerabilities as users of cryptocurrency. As with bitcoin, there is
vulnerability associated with obtaining, carrying, holding, and conducting business with cash.
However, due to the insurance and safety features of a regulated banking industry, dollars held
in a bank are subject to a lower risk than bitcoin stored in an online wallet.
Americans use credit and debit cards regularly with the understanding that protective
regulations are in place to protect their credit and accounts. We have shifted to a
predominantly cashless society with the ability to use credit and debit cards almost anywhere.
As a result, we are desensitized to the risk, frequency, and impact that hackers can impart
within our traditional fiat currency universe. However, a flurry of recent attacks (called “data
breaches”) on American financial firms and major retailers has rattled this desensitization.
A recent Federal Trade Commission (FTC) study revealed that in 2011, approximately 26 million
adults (more than 10 percent of the adult American population) were victims of credit card
fraud.213 In 2014 alone, PII and credit card information for millions of shoppers and businesses
were exposed as the result of security compromises associated with established financial firms
and major retailers. Although encrypted payment systems with smart chip technology that
enhances consumer protection are commonplace outside the United States, it has taken major
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credit card data breaches for the United States to mandate standardizing this technology.214
Some of the most publicized data breaches in 2014 attacked consumer databases or servers
utilized by vendors of all types: brick-and-mortar, restaurants, Internet-based enterprises, and
financial institutions.
Brick-and-mortar retailers such as The Home Depot and Target experienced data breaches
within the past year that may have compromised almost 200 million customers’ credit and
debit card information.215 Hackers released malicious software (malware) that targeted the
payment processing software installed on point-of-sale devices. This malware had the ability
to steal customers’ credit and debit card information from the physical memory of the pointof-sale devices found at cash registers.216 In the Home Depot attack, hackers obtained detailed
credit card information such as card numbers, expiration dates, and customer names. In
the Target attack, hackers accessed customers’ PII, such as names, addresses (standard and
electronic mail), and phone numbers. Both attacks appear to have been the result of the same
methodology, using the same type of malware—even though the Target attack exposed this
methodology and vulnerability almost nine months before Home Depot realized its systems
had also been compromised.217
Credit and debit cards have also become the standard payment method at full-service
restaurants. In 2012, 81 percent of transactions at full-service restaurants in the United States
were charged to credit, debit, or pre-paid cards.218 Although cards have only become the
norm at quick-service restaurants over the past 10 years, in 2012, more than 35 percent of
transactions were made with cards.219 In August 2014, P.F. Chang’s China Bistro revealed that 33
restaurants nationwide were affected by a cyber-hack. Card numbers, and possibly customer
names and card expiration dates, were stolen and found for sale on black market Internet
sites.220 The corporation was unaware of the data breach until it was informed about the black
market resale of consumer information.
Financial firms and online retailers are not exempt from cyber-attacks, despite their more
rigorous data controls and protection methodologies. JPMorgan Chase customer names,
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standard and electronic mail addresses, and phone numbers were stolen by hackers over the
course of 2.5 months in 2014. Hackers released malware that was designed to penetrate the
JPMorgan Chase corporate network, obtaining internal data that categorized customers by the
corporate division with which they did business.221 This attack was said to have affected any
customer who accessed JPMorgan Chase services via their website or mobile applications—
an estimated 76 million households and 7 million small businesses are thought to have
been affected.222
Human error must also be considered. The bitcoin universe is peppered with anecdotes of
users who have inadvertently disposed of hard drives, notebooks, or other items on which
forgotten bitcoin wallets or private keys were recorded—resulting in heavy financial losses.
Wallets, credit cards and cash are subject to similar losses and under regular circumstances, are
likely neither held nor protected as carefully as bitcoin wallets or private keys.

Money Laundering
Every day, millions of dollars are laundered around the world through the global financial
system by TCOs, FTOs and their supporters, corrupt officials, and individuals and businesses
seeking to disguise the proceeds of illegal activities. The Financial Action Task Force, an
intergovernmental organization that includes 36 countries, estimates money laundering
at 2 percent of global annual gross domestic product,223 which amounts to an estimated
$1.49 trillion for 2013. The United Nations Office of Drugs and Crime estimates the amount
of all criminal proceeds available for laundering through the international financial
system at $2.1 trillion.224 Despite these massive numbers, law enforcement and regulatory
authorities seize only about $170 million in illicit funds annually—about 1 percent of monies
laundered internationally.
As the use of digital or virtual currencies expands and becomes more common, the potential
for their use in money laundering increases simultaneously. This was nowhere more evident
than in the case of Liberty Reserve, a Costa Rica-based currency transfer and payment
processing company that was indicted by the U.S. Department of Justice (DOJ) on May 28, 2013
for allegedly laundering $6 billion for cyber-criminals, drug traffickers, child pornographers,
identity thieves, and other pernicious actors.225 Before the site was closed down, Liberty
Reserve had more than 1 million users—200,000 of whom were based in the United States—
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and processed roughly 12 million transactions per year for legitimate currency brokers and
marketing companies along with various criminal actors and enterprises. To date, the Liberty
Reserve case remains the largest money laundering prosecutions in U.S. history.
Liberty Reserve used a centralized digital currency known as the LR. The company allowed
users to set up anonymous accounts by not requiring them to validate their identities. All that
was required to set up a Liberty Reserve account was a name, email address, and birth date
which were often fake or were not verified. Once the anonymous account was established, it
allowed the account holder to untraceably send and receive funds and convert fiat currency
into LR Dollars, LR Euros, or digital units of gold in exchange for a privacy fee. Many of the
transactions were sent to and from users in the United States, but Liberty Reserve failed to
register as a money transaction business with the appropriate U.S. authorities. To close down
the site, the Department of the Treasury classified Liberty Reserve as a financial institution of
primary money laundering concern under section 311 of the USA PATRIOT Act.226 DOJ then
charged Liberty Reserve with operating an unlicensed money transmission business and with
money laundering. With the assistance of law enforcement agencies from 17 countries, more
than $40 million had been seized and five arrests had been made as of April 2014.227
More recently, law enforcement authorities seized Silk Road, a Bitcoin-based online bazaar, and
arrested its alleged owner and operator, Ross William Ulbricht (aka Dread Pirate Roberts), on
October 1, 2013 in San Francisco, California. Launched in 2011, Silk Road exclusively accepted
bitcoins for the purchase illegal drugs and other illicit goods and services, including murder for
hire. “The website contained over 13,000 listings for controlled substances as well as listings for
malicious software programs, pirated media content, fake passports, and computer hacking
services.”228 According to the U.S. Drug Enforcement Administration (DEA), “Ulbricht’s goals
were to make millions from drug and money laundering while protecting the world’s criminals
from law enforcement.”229
Before its seizure, Silk Road was the largest online black market and had processed sales
in excess of 9.5 million bitcoins, worth an estimated $1.2 billion USD.230 Silk Road collected
commissions from these sales totaling more than 600,000 BTC, equivalent to roughly
$80 million USD at the time.231 When law enforcement agencies shut down Silk Road, they
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seized approximately 174,000 BTC, worth an estimated $34 million. According to the DEA,
roughly 30 percent of the registered users of Silk Road were from the United States.232
Perhaps as equally as damaging to the reputation of Bitcoin was that former Chief Executive
Officer and Compliance Officer of the Bitcoin exchange company Bitlnstant, Charlie Shrem
plead guilty on September 4, 2014, to charges of operating an unlicensed money transmitting
business and knowingly processing transactions on behalf of Silk Road, which he knew was an
online black-market website used for illicit purposes.233 As part of the plea deal, Shrem agreed
to pay nearly $1 million in fines to the federal government. Even with this plea, Shrem still faces
up to five years in prison and another $250,000 in fines for his association with Silk Road.234 The
final sentence will be determined on January 20, 2015. Shrem was also a founder and vice chair
of the Bitcoin Foundation which was launched in 2012 to standardize and promote Bitcoin.235
He resigned his position from the Bitcoin Foundation in January 2014.
Silk Road 2.0 was launched only 34 days after the shutdown of the original website. This replica
website claimed that its source code was backed up to 500 locations in 17 different countries
and, if shut down by authorities, could be rebuilt in just 15 minutes.236 In February 2014, Silk
Road 2.0 was allegedly hacked and $2.7 million in bitcoins stolen. In response to this hack and
proving it is not like other “scam markets,” Silk Road 2.0 devised a plan to reimburse customers
who had their bitcoins stolen during this attack.237 According to Wired, to overcome users’
continued loss of bitcoins on Silk Road 2.0, “savvy users migrated to sites like Evolution, Cloud
Nine, and the marketplace, which allow multi-signature transactions—bitcoins are held in
escrow at an address agreed on by buyer, seller, and the site.”238 To process the bitcoins, two of
the three parties must sign off on the transaction. As depicted in Figure 20, Silk Road 2.0 looked
strikingly similar to the original Silk Road site before it was shuttered by international law
enforcement agencies on November 6, 2014.
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Figure 20. Silk Road 2.0 Homepage239

IN-PERSON EXCHANGES
Although virtual currencies exist in cyberspace, open-air face-to-face trading marketplaces,
known as Satoshi Squares, have emerged in Austin, Boston, New York City, Los Angeles, Miami,
Phoenix, and San Francisco. Internationally, Satoshi Squares have materialized in Bangkok,
Berlin, Bratislava, Helsinki, London, Singapore, Stockholm, Tel Aviv, and Toronto. Individuals
meet to buy and sell bitcoins at these marketplaces, which are either held at parks, coffee
shops, or in restaurants, on a weekly, monthly, or ad hoc basis.
Participants at these events liken themselves to the individuals who founded New York’s
first stock exchange in 1792.240 The New York City open-air market has been dubbed Project
Buttonwood, and the Boston open-air-market is known as the Boston Buttonwood Exchange.
They attract roughly two dozen participants, and trading volume has been reported at several
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thousand dollars over approximately two hours of trading.241 A variety of technologies are used
to conduct these exchanges, including smart phones, tablets, and laptops.

Figure 21. Austin, Texas, Exchange Social Club and Coffee Bar242

Along with Satoshi Squares, services like LocalBitcoins.com, a Helsinki-based company, allow
individuals to post solicitations on a website where they post exchange rates and payment
methods for buying or selling of bitcoins. If a user agrees to the price posted, and decides not
to pay via online banking or other mechanism, the buyer and seller meet at an agreed-upon
location to purchase the bitcoin with cash.
As of December 2013, LocalBitcoins.com had around 110,000 active traders with a volume of
1,400-3,000 bitcoins per day. It is active in 231 countries and 6,456 cities around the world.
LocalBitcoins.com remains one of the few exchanges where bitcoins can be bought and sold
anonymously. The following table depicts a snapshot of offers to sell bitcoin on LocalBitcoins.
com in Washington, D.C., on September 29, 2014.
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Figure 22. Offers to Sell Bitcoin in Washington, D.C. on LocalBitcoins.com

Law enforcement officials are particularly concerned about face-to-face cryptocurrency
exchanges because they have been used as money laundering platforms. Not only do these
transactions require no PII to be exchanged, which makes the transactions completely
anonymous, one can convert anything of value into Bitcoin simply by bartering or buying
them. “As a result, one could easily sell illegal services or products strictly for Bitcoins, or
purchase large amounts of digital currency with regular fiat currency, then transit the digital
currency offshore and either exchange it for more illegal products and services or convert it to
another nation’s fiat currency then deposit it into a bank.”243 Many of the individuals offering to
buy and sell bitcoins on websites like LocalBitcoins.com are engaged in currency transmission.
A threshold question arises as to whether these individuals are engaging in one time currency
transactions or multiple transactions that would indicate business acts. In either case, there is a
requirement for the seller to comply with AML controls; however, many of them do not.
As an example of this process, in February 2014, Florida police working in conjunction with the
USSS Electronic Crimes Task Force arrested two LocalBitcoins.com users in a sting operation.
An undercover agent attempted to convert $30,000 into bitcoin to buy fake credit cards.
Both users have been charged under Florida’s AML law (Fla. Stat. 896.101), which targets
unreported currency exchanges in excess of $10,000, and with operating an unlicensed money
transmission business (Fla. Stat. 560.125). The charging documents from the state suggest
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that Florida is principally concerned about preventing the use of cryptocurrency for money
laundering. A key takeaway from the case is that Florida law enforcement has determined
that engaging in the business of direct sales of cryptocurrency in Florida or to residents of
Florida requires being registered as a Florida MSB.244 However, what is true in Florida may not
necessarily be the case in other states, as many states do not define “payment instrument” as
broadly as Florida does.245

Fraud
Concerns about the lack of regulatory oversight over cryptocurrencies and the fact that some
of them can be transferred anonymously raise fears that they could be used by scam artists.246
In August 2014, the CFPB, an independent federal agency charged with policing financial
products and services, issued a report indicating that although virtual currencies offer potential
for innovation, there are numerous risks associated with them, including susceptibility to
hackers, limited consumer protections, volatility, and fraud.
This report came out only two months after the GAO, the investigative arm of the U.S.
Congress, asked the CFPB to make a closer examination of virtual currencies. Interestingly, a
footnote in the GAO report documented a query of the CFPB’s Consumer Complaint Database
that revealed just 14 complaints related to virtual currencies or bitcoin out of 290,000 in the
system.247 This comes to a minuscule .0048 percent, but according to Forbes, this number is “still
an interesting data point, especially as only a few retailers started to accept bitcoin this year.”248
A more telling measure of cryptocurrencies use in fraudulent schemes came from an April
2013 Thomson Reuters-Association of Certified Fraud Examiners survey of more than 800
certified fraud examiners. When respondents were asked is they were concerned about
digital currencies, only 10 percent indicated having worked on a fraud case involving digital
currency.249 However, 61 percent of the fraud examiners forecast that the growing prevalence of
digital currencies will change the way they conduct fraud investigations.250
As cryptocurrencies become more popular and attractive to mainstream users, fraudsters are
using time-tested techniques like Ponzi schemes, phishing emails, and imitation websites to
steal consumer funds. The following depicts several examples of these activities.
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PONZI SCHEMES
A Ponzi scheme is a fraudulent investment operation in which the operator—an individual or
organization—pays returns to existing investors from new funds contributed to the operator
by new investors. In many Ponzi schemes, instead of conducting legitimate investment activity,
the operator focuses on attracting new investors to make “promised payments to earlier
investors as well as divert some of the invested funds for personal use.”251 Bernard Madoff
is considered to have operated the most notorious Ponzi scheme in U.S. history, defrauding
thousands of investors out of billions of dollars.
Bitcoin has received a lot of criticism as being a Ponzi scheme. Kaushik Basu, a World Bank
economist, has referred to Bitcoin as a “naturally occurring Ponzi” that “fits the standard
definition of a speculative bubble.”252 In an article in The Atlantic, Frank Abagnale, a security
consultant known for avoiding authorities in the 1960s as an imposter airline pilot and serial
check forger, called Bitcoin the greatest scam of all time.253 Similarly, investor and Berkshire
Hathaway CEO Warren Buffet this year called the virtual currency enterprise a “mirage” and
warned investors to avoid it.254 An even harsher critic of Bitcoin, economist Nouriel Roubini,
posted on Twitter: “So Bitcoin isn’t a currency. It is [by the way] a Ponzi game and a conduit for
criminal/illegal activities. And it isn’t safe given hacking of it.”255
The SEC issued an official alert to investors in May 2014, warning that “Fraudsters may entice
investors by touting a Bitcoin investment “opportunity” as a way to get into this cutting-edge
space, promising or guaranteeing high investment returns.”256 The SEC previously issued
an Investor Alert about the use of bitcoins and Ponzi schemes in July 2013, stating: “We are
concerned that the rising use of virtual currencies in the global marketplace may entice
fraudsters to lure investors into Ponzi and other schemes in which these currencies are used to
facilitate, or simply fabricated, investments or transactions.”257
Theoretically, it is possible to run a Ponzi scheme with what some argue to be a Ponzi currency.
In early 2014, the SEC sued Trendon Shavers, the founder and operator of Bitcoin Savings and
Trust (BTCST), for operating an alleged Ponzi scheme in Texas that purportedly advertised an
“investment opportunity” that promised 7 percent interest per week and that the invested
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funds would be used for Bitcoin arbitrage activities.258 Instead, bitcoins invested in BTCST
allegedly were used to pay existing investors and Shavers’ personal expenses.259 BTCST raised
an estimated 700,000 bitcoins valued at $4.5 million from investors from multiple states.260
These bitcoins were worth an estimated $64 million at the time of Shavers’ arrest. In September
2014, Shavers was ordered to pay fines totaling $40 million by a federal judge in Texas who
found him guilty of violating securities laws by selling fraudulent bitcoin investments to
consumers and using the funds of new investors to pay back long-standing investors.261 One of
the major ramifications of this case was that the judge used the average daily price of bitcoin at
the time the scheme was uncovered to determine damages owed.262
PHISHING
Phishing is an attempt to acquire sensitive information by disguising oneself as a trustworthy
entity in an electronic communication (email, text, or pop-up messages) or phone call. Phishing
emails usually appear to come from a seemingly legitimate business or organization. They ask
an individual for personal or financial information such as Social Security number, password,
username, or bank and credit card information. Phishing attempts frequently come from sites,
services, and businesses with which the targeted individual does not have an account. Phishing
emails generally require the target to click a link that directs him or her to a site where personal
information is requested.
Phishing emails targeting bitcoin holders employ a variety of approaches. One of the most
frequent involves a subject sending his wallet backup file and private key and asking the
recipient to send bitcoin to another wallet address.263 The bait is that the recipient will be
tempted to keep the bitcoin provided by the sender and not forward it to another wallet
address.264 If greed gets the most of the recipient and he accepts the wallet file, it unleashes an
executable file disguised as a text file that empties the entire recipient’s bitcoins.
Even seemingly sophisticated cyber experts are vulnerable to phishing schemes. Following the
closure of Silk Road, a fraudster attempted to swindle a group of potential bidders attempting
to acquire the 30,000 bitcoins seized during the Silk Road investigation that were going to be
auctioned by the U.S. Marshals Service. In mid-June 2014, the Marshals Service inadvertently
sent out an email to a group of potential bidders that was released to the press. Several days
later, an individual by the name of Linda Jackson, claiming to represent BitFilm Production, a
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German media company, started sending phishing emails to those on the list.265 The body of
the initial email read as follows:
I work for BitFilm Production. We are currently putting together some media for a
client regarding the Silk Road seized coin auction by the USMS. I am hoping you
could spare five minutes to review my interview questions and see if you would
be willing to participate as a source. This media will have strong syndication, and
you could have the possibility of being quoted publically (you can also be an
anonymous source if you wish).266
Anyone who responded to this email was sent a follow-up email with a list of questions
attached as a Google Doc. Clicking the attachment released an attack that seized the
user’s email account and passwords. According to the Wall Street Journal, Bitcoin Reserve, a
Melbourne, Australia, bitcoin arbitrage fund, fell for this phishing scam when its co-founder
clicked on the Google Doc and lost 100 BTC.267
OTHER FRAUDS
Another example of potential fraudulent investment activity associated with cryptocurrency
is the bitcoin-for-precious metals service Coinabul LLC, based out of Wyoming. The company
and its CEO Jason Shore are facing a class-action lawsuit by investors claiming that Coinabul
stopped shipping precious metals to clients who had paid using bitcoin, thus unlawfully
misappropriating millions of dollars in customers’ investments. The chief plaintiff in the suit
claimed that he transferred 1,644 BTC to Coinabul for gold and silver but that the company did
not fulfill the order for over a year.268
In addition, in late September 2014, the U.S. District Court for the Western District of Missouri
temporarily shut down Butterfly Labs, a Missouri-based virtual currency mining product
manufacturer, after the FTC269 claimed deceptively marketed computers had been designed
to produce bitcoins. The machines, known as BitForce, sold for between $149 and $29,899.270
Although Butterfly Labs called its shutdown part of a “war on bitcoin,” the case has little to do
with Bitcoin explicitly.271 Rather, the FTC’s rationale behind closing Butterfly Labs’ operations
and the seizing its assets was that it made “misrepresentations to consumers about when
machines would be delivered and failed delivery by that time or deliver at all.”272 According to
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the FTC, Butterfly Labs may have collected up to $50 million from consumers without providing
delivery of products, or if the computers were delivered, they were nearly obsolete.273,274 In an
agreement with the FTC in early October 2014, Butterfly Labs was allowed to resume limited
operations under the direction of a court-appointed receiver who oversees the business.275
Additional court filings in November 2014 indicate the receiver is seeking to cover potential
refund liabilities the company may incur and sell off Butterfly Labs’ bitcoin assets.276

Terrorist Financing
One of the primary public indictments of cryptocurrency is that it can be used to finance
terrorism. To date, this charge has been mostly speculative. However, it is easy to see why
it might be appealing to terrorist financiers. It allows them to move funds across borders
instantaneously in a cheap and reliable manner. Another potential benefit of cryptocurrency
for terrorists is that it allows them to avoid legal barriers imposed after 9/11 that allow law
enforcement and intelligence agencies to track suspicious movement of money. In addition,
access to a totally anonymous–or even pseudonymous–currency better allows terrorists to
disguise their financial activities. Lastly, it allows FTOs to establish a global donor base of
disparate, like-minded non-state actors who previously may have had no way of funding
such organizations.
David S. Cohen, Under Secretary of Terrorism and Financial Intelligence, U.S. Department
of Treasury, stated in March 2014 that “we do not currently see widespread use of virtual
currencies as a means of terrorist financing” due to “the volatility associated with virtual
currency” and “its low capitalization and liquidity.” Despite this statement, the Department
of Defense’s Combating Terrorism Technical Support Office277 indicated that there is a level
of risk associated with Bitcoin, stating: “The introduction of virtual currency will likely shape
threat finance by increasing the opaqueness, transnational velocity, and overall efficiencies of
terrorist attacks.”278
In July 2014, the Islamic State of Iraq and Syria (ISIS) posted a blog titled “Bitcoin and the Charity
of Violent Physical Struggle,” which outlined a use case for bitcoin as a mechanism for terrorist
funding, noting that its pseudonymous properties comply with the needs of radical Islamist
groups. The blog states: “This system has the potential to revive the lost sunnah of donating to
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the mujahedeen, it is simple, easy, and we ask Allah to hasten its usage for us.”279 Moreover, the
post highlighted Silk Road as an example of how bitcoin can be used to obtain weapons, sell
drugs, and engage in other illicit activities that support terrorism.
The ISIS blog also cited Darkwallet, a freely available Bitcoin wallet in alpha development that
uses encryption to make it harder to track Bitcoin transactions, as a potential mechanism to
further mask transactions stating:
DarkWallet’s beta release will be published within the next coming months, the
mujahideen of Dawlatul Islam would simply need to set up a wallet and post their
wallet address online. Then, Muslims from across the globe could simply copy the
wallet address, login to their [wallets], purchase whatever amount of bitcoin they
wish to send, and send them over.280
When compared with cryptocurrency, traditional currencies are still far and away the best
medium to finance terrorism because it is extremely difficult to trace the funds back to the
source. However, the combination of speedy, inexpensive, and secure nature of cryptocurrency
and the relatively low cost of conducting a terrorist attack make the threat of terrorist
organizations financing their operations with cryptocurrency a substantial and real concern.
In a discussion with Jason Thomas, Chief of Innovation for Thompson Reuters Special Services,
he reflected that the 1998 U.S. Embassy bombings in the East African cities of Dar es Salaam,
Tanzania, and Nairobi, Kenya, only cost roughly $20,000 but killed 224 individuals—including
12 Americans—and wounded thousands.281
Some in the Bitcoin community have argued that blockchain could be used as a tool to prevent
the funding of terrorism. PJ Delaney, writing for Cryptocurrencies.com in August 2014, said “It is
this writer’s opinion that Bitcoin will present tools that the state may well choose to use to track
terrorist funding.”282 As charitable foundations are a source of funding for FTOs, this point of
view is not without merit.283 Tracking the source of bitcoin donations by unscrupulous charities
and how those donations are dispensed could be a serious deterrent and could limit funding
for terrorists. In addition, the blockchain could be used to track U.S. aid to ensure that it is not
used by corrupt officials or siphoned to terrorist organizations and to ensure that U.S. taxpayer
dollars are not indirectly assisting groups that are opposed to U.S. interests.
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Crypto-Extortion
Stimulated largely by the perceived anonymity of cryptocurrency, extortion schemes are
increasingly being implemented into various cyber-attacks. Cyber criminals have long sought
to steal individuals personal and financial information from their computers and use it for their
own purposes or to sell it on the black market. Today a new trend has emerged in holding
victims’ hard drives hostage unless they make ransom payments in bitcoins. These cryptoextortion schemes cost criminals pennies and the payoff can be enormous making it a perfect
crime in the digital age. In June of this year, well-known security blogger Brian Krebs posted
that 2014 is the “year extortion went mainstream” due to the advent of cryptocurrency.284
Encrypting a victim’s data and holding it for ransom is not a new crime but paying the ransom
in cryptocurrency is. CryptoWall is a recent example of a file-encrypting ransomware being
actively distributed on the Internet and the Tor network. As of August 2014, Dell SecureWorks
Counter Threat Unit depicted CryptoWall as “the largest and most destructive ransomware
threat on the Internet”.285 Once downloaded, the malware “disables victims access to their
computers through non-destructive means”286 until the target of the attack pays an extortion
fee for the computers release—typically several hundred dollars of bitcoin.287 For individuals
and businesses that do not have adequate backups, even basic backups to an external hard
drive or a CD-RW (Compact Disc–ReWritable) in place, or who refuse to pay the ransom, these
types of attacks may result in the permanent loss of their data. Cyber-criminals engaged in
these actions ask victims to pay a relatively small amount of virtual currency knowing that
it is far easier for them to pay the ransom than lose much higher amounts of income and
productivity waiting to get access to their documents.
In another example of crypto-extortion, in June 2014, a series of letters were mailed to several
small businesses and retailers in California, Michigan, and New Hampshire. These “Notice of
Extortion” letters threatened the businesses with everything from negative online reviews
on sites like Yelp to anonymous accusations of terrorist training activity. The extortion letters
directed the recipients to create a Coinbase account and send one bitcoin to a unique bitcoin
wallet depicted at the bottom of the letter and embedded in the Quick Response Code (QR
code) also printed on the letter no later than August 15, 2014. If payment was not received by
the expressed date, the amount due would increase to three bitcoins. It has been speculated
that the nearly two month lead time in payment may be that many people do not know what
Bitcoin or Coinbase is and they will need time to acquire the virtual currency and establish a
bitcoin wallet.288
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Figure 23. Cryptocurrency Extortion Letter289

Even before the above mentioned crypto-extortion schemes were hatched, former presidential
candidate Mitt Romney was the target of an extortion scheme in which $1 million worth of
bitcoin were demanded in return for copies of his undeclared tax records. Similar to other
criminal cases discussed in this paper, bitcoin was merely the medium through which Brown
sought to commit extortion. Michael Mancil Brown was indicted in June 2013 on six counts
of wire fraud and six counts of extortion for sending a letter to PricewaterhouseCoopers, the
accounting firm used by Romney, in August 2012. The letter indicated that Brown had stolen
documents by accessing the company’s computer network. Brown claimed to have up to
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twenty years’ worth of Romney’s tax returns and that he would release them to major media
outlets if the ransom was not paid.290 According to Bitcoin Magazine, Brown stated in the letter:
“At the same time, the other interested parties will be allowed to compete with you. For
those that DO want the documents released will have a different address to send to.
If $1,000,000 is sent to this account below first; then the encryption keys will be made
available to the world right away. So this is an equal opportunity for the documents to
remain locked away forever or to be exposed before the September 28 deadline. Whoever is the winner does not matter to us.”291
Cryptocurrency extortion schemes are not limited to the United States. Haaretz, Israel’s oldest
newspaper reported in December 2013 that several Israeli banks received emails from a hacker
threatening to release details of the bank’s 3.7 million account holders unless the banks agreed
to pay extortion in the form of Bitcoin.292 None of the banks databases, networks, or websites
was hacked in this incident. Instead, the hacker claimed he maintained a trojan botnet network
that infected millions of computer systems across Israel and had collected a tremendous
amount of personal, banking, and credit card information.293
All of these cases are not revolutionary my any measure but they suggest that bitcoin and other
cryptocurrency will increasingly be used by extortionists.

Theft of Service
As described in the primer of this paper, bitcoins are generated through a process referred to as
mining in which highly complex algorithms are solved using dedicated software and hardware.
The importance of mining is dual in nature: it creates new bitcoins and verifies bitcoin
transactions. This process is “costly in terms of computer processing (hardware, electricity, and
time)”294 and most individuals do not have the computing power necessary to mine bitcoins.
The computers that conduct the mining operate 24 hours a day and require so much energy
that they greatly impact individuals and large scale mining operations profit margins. As
the market price of bitcoin increases, more miners engage in mining activity, increasing the
hashrate and difficulty to solve, which requires additional capital expenditures in terms of
power and energy from incumbent miners, which leads to elevated operating costs.295

290
291
292

293

294

295

112

David Gilson, “Man charged after demanding bitcoin for Mitt Romney tax returns,” CoinDesk, June 28, 2014.
Vitalik Buterin, “Mitt Romney Blackmailed for Bitcoins,” Bitcoin Magazine, September 6, 2012.
Sivian Aizescu, “Israeli banks report extortion attempt by hacker demanding payoff in Bitcoin,” Haaretz,
December 19, 2013.
Mohit Kumar, “Hacker threatens to sell data of 3.7 million Israeli bank customers, demands extortion money in
Bitcoin,” The Hacker News, December 21, 2013.
Patrick Murck, “Beyond Silk Road: Potential Risks, Threats, and Promises of Virtual Currencies,” U.S. Senate
Committee on Homeland Security and Governmental Affairs, November 18, 2013. p. 3.
Hass McCook, “Under the Microscope: Economic and environmental cost of bitcoin mining,” CoinDesk, June 21,
2014.

Appendix III: Illicit Uses of Cryptocurrencies

Legitimate miners use dedicated hardware allowing them to install their own mining software
or join mining pools. However, some miners use various theft of service techniques such
as installing malware or dedicated botnets on individual computers or computer networks
directing those computers to generate cryptocurrency unbeknownst to the owners of those
systems. According to McAfee Labs, once cyber-criminals became aware of the financial
opportunity associated with Bitcoin, “it became the key focus of their activity.”296 The initial
peak of such botnets and malware occurred during the third quarter of 2011 and corresponded
with the initial rise of Bitcoin prices.297
With the price of a single Bitcoin ranging between $400 and $500, there is ample temptation
for unscrupulous miners to exploit unsuspecting computer networks. The following are a few
recent examples of incidents in which unauthorized use of a network has been associated with
cryptocurrency mining:
• Roughly a half billion dogecoins were illegally mined between September 2013 and early
spring 2014 using thousands of unsuspecting homeowners computers of customers of the
Taiwanese corporation Synology.298 The company, which specializes in network attached
storage (NAS) devices, was hacked allowing the perpetrators to gain administrative access
to its network creating a botnet that mined both bitcoin and dogecoin.299
• In February 2014, a Harvard University researcher was caught mining the Bitcoin derivative
dogecoin using Harvard’s high powered supercomputing cluster known as Odyssey.300 As
of September 24, 2014 the Harvard computer grid consisted of 57,065 CPU cores making
it an extremely powerful mining rig. Although a single bitcoin at the time was worth only
$0.0012 at the time, the mining operation may have generated thousands of dollars for
the researcher.
• In a similar incident, the Office of the Inspector General at the National Science Foundation
reported in March 2014 that a researcher used remote access software to mine between
$8,000 and $10,000 worth of bitcoin exploiting information technology systems at two
universities.301
• As mentioned previously in this paper, Butterfly Labs had its operations halted and
assets frozen by the FTC after it accused the company of fraud and misrepresentation.302
Additional filings by the FTC accused Butterfly Lab employees of mining bitcoin for
personal gain using machines purchased by customers to conduct mining operations
before shipping them out or using machines that had been returned by purchasers for
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being inadequate.303 This process is known as “burning-in” where equipment is tested and
the bitcoins mined are kept for profit.304 The FTC claimed that a former employee indicated
that the company operated three ‘burn-in rooms’ suggesting and that as many as 1,500
machines were mining bitcoins for two consecutive days although this process should
have only taken 10 to 30 minutes to complete.305

Exploitation of Women and Children
There is a general consensus that commercial child pornography, sexual exploitation, and
human trafficking is moving towards being funded with cryptocurrency and away from more
traditional payment services. In an interview with Ernie Allen, the president and CEO of the
ICMEC, he expressed that criminals engaged in these crimes have been largely blocked by
paying for these services using credit cards as voluntary credit card industry coalitions have
denied these transactions enforcing violations of terms of service agreements.306 He indicated
that although this practice was successful at denying credit card transactions, it pushed child
pornographers and other pernicious actors to Tor and Bitcoin to conduct these transactions
due to its perceived anonymity.307
One of the primary examples of Bitcoin being used to acquire prohibited images of children
was Freedom Hosting, an anonymous hosting site that provided web server space for Tor and
other hidden services. When its alleged founder and administrator, Eric Eoin Marques, was
arrested in Ireland in August 2013, he was referred to by the FBI as “the largest facilitator of
child pornography on the planet.”308 Freedom Hosting maintained servers for a number of
Tor-based, Deep Web child pornography websites including Lolita City, the Love Zone and
PedoEmpire,309 all of which accept Bitcoins for payment. Some of the websites’ hosted by
Freedom Hosting allegedly depicted rape and torture of pre-pubescent children.310 To give an
idea of the scope of the problem, in 2013 Lolita City contained an estimated 15,000 members,
1.3 million child pornography images, and thousands of videos.311 Generally children exploited
and abused for these practices are located outside of the United States in poor countries
around the world and are forced into online pornography by formal networks of organized
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groups “with criminal and business ties,” locally powerful neighborhood residents, or their
own relatives.312
According to Michelle Lillie of HumanTraffickingSearch.net313 cryptocurrency are fueling human
trafficking as “Bitcoins allow traffickers to anonymously buy and sell women and girls for sex
without the fear of legal repercussions.”314 The article further goes on to state individuals
seeking illicit sexual services are willing to accept massive fluctuations in the price of
cryptocurrency as a cost of doing business “for the concealment of their illegal transactions.”315
When discussing a recent sex trafficking case involving minors, U.S. Attorney Patrick Miles Jr.
stated that child sex trafficking is becoming more prevalent because criminals believe they
can operate anonymously and make payments anonymously using Bitcoin and other prepaid
cards.316 Dr. Louise Shelley, Founder and Director of the Terrorism, Transnational Crime and
Corruption Center (TraCCC) at George Mason University, leading expert on human trafficking,
and author of Human Trafficking: A Global Perspective, indicates that the “cryptocurrency may
facilitate human trafficking just as the rise of the Internet helped fuel the distribution of child
pornography. The ability to move money effortlessly without ties to the existing financial
system may help facilitate the sex trade in living humans and in the virtual sex trade.”
Although there has been much speculation the criminals are moving towards cryptocurrency
for the exploitation of women and children, there is little statistical evidence to prove this claim
as there are few arrests or convictions, in the United States or overseas, of individuals paying for
these services using cryptocurrency. To help prove the serious nature of this threat, vigorous indepth research needs to be conducted on the prevalence of sexual exploitation of children,317
human trafficking, and their connections to cryptocurrency.

Unproven yet Feasible
There is evidence that all of the illicit activities presented previously in the paper have
some association with cryptocurrency. However, because cryptocurrency is a relatively new
phenomenon and TCOs, FTOs, and cyber criminals are adaptive actors, we can expect them
to adapt cryptocurrency to a variety of illicit activities. This is to be expected, as any crime that
can be funded with cash can also be funded with cryptocurrency. The following is a sample
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of three potential pernicious uses of cryptocurrency that have not yet occurred but that law
enforcement agencies and regulators should be taking note of.
ELECTION FINANCE FRAUD
In May 2014, the Federal Election Commission (FEC), in a 6-0 decision, permitted virtual
currencies in the form of bitcoin to be used to fund elections under U.S. campaign finance
laws. The FEC’s decision limits individuals to a onetime $100 donation during an election
cycle.318 The FEC also determined that campaigns are obligated to follow existing guidelines
for reporting the receipt or sale of bitcoins, including the collection of personal information
from contributors.319
Under this ruling, political action committees (PACs) and campaigns must sell the deposited
digital currency in return for dollars before making campaign outlays. To remain compliant
with campaign finance laws, a campaign or political action committee cannot hold the
bitcoin for longer than 10 days.320 Due to this time requirement and the current volatility of
Bitcoin, candidates use services such as BitPay at the point of transaction to immediately
convert bitcoin donor contributions to dollars and then deposit those dollars back into their
campaign account.
Several politicians and PACs in the United States have begun to directly accept Bitcoin
donations to fund campaigns. Despite its growing acceptance, there is still debate on the
efficacy of using bitcoin to fund elections. In an interview with VICE News, Mark T. Williams, a
finance professor at Boston University, stated: “There aren’t really compelling economic reasons
to accept bitcoin. It’s an administrative nightmare for campaign treasurers.”321
Although there has been no instance of cryptocurrency being used to illegally finance a
political campaign, the potential for this activity is rife, especially overseas. This is because of
the pseudonymous nature of Bitcoin transactions and the potential difficulty in determining
who is exactly funding political campaigns.
In the United States, it would seemingly be illogical for an individual or foreign donor seeking
to make prohibited campaign donations to use Bitcoin. The amount of time and effort it would
take to convert a large sum of money into numerous $100 amounts, and then provide it to
various like-minded individuals to purchase micro-fractions of bitcoin to send to a candidate
or PAC, would be grossly impractical and burdensome. It would be far easier for anonymous or
foreign donors to funnel dollars into elections in the United States through a variety of other
means, principally cash.
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The real concern resides overseas in countries that do not have strict laws governing election
finance, monitoring, or reporting or in countries that have such laws but have not begun to
apply them to cryptocurrency at the exchange level. It is conceivable that FTOs, TCOs, and
other domestic or external actors could use Bitcoin or other altcoins to fund candidates to sway
an election.
KLEPTOCRACY
Just as terrorists and transnational criminals could use cryptocurrency to minimize exposure
to the regulated global financial system, so could kleptocrats. Examples of kleptocracy are
plentiful; in recent years, they have been associated with corrupt governments in Egypt, Libya,
Myanmar, Nigeria, and more recently Ukraine. The United States is a prime destination for
kleptocrats to integrate embezzled proceeds into the U.S. financial system. Since 2004, the
U.S. government has forfeited and returned more than $168 million to victims of kleptocracy
around the world.322
To combat this threat, in 2010 the DOJ unveiled the Kleptocracy Asset Recovery Initiative
to provide additional support, resources, and coordination of this area. More recently, U.S.
Attorney General Eric Holder in April 2014 announced the creation of a dedicated kleptocracy
squad within the FBI capable of unraveling money laundering techniques commonly utilized
by kleptocrats.323 Recently, DOJ announced that more than $458 million was stolen by former
Nigerian dictator Sani Abacha has been frozen in various accounts around the globe, the
largest action in the department’s history.324
MURDER FOR HIRE
Another type of illicit service that could evolve from the fusion of the Deep Web and
cryptocurrency is contract killings or crowd-funded assassinations. Services like the Hitman
Network offer potential clients access to alleged contract killers who will kill a target in
exchange for virtual currency.325 The only caveat appears to be a prohibition on targeting
those under 16 years of age and high-profile elected officials.326 To date, there is no confirmed
evidence that anyone has been executed using the Hitman Network or any other similar
service. More than likely, these sites are little more than a malevolent hoax; however,
solicitations posted on these sites demonstrate the confidence in anonymity that many have in
cryptocurrency and the Deep Web.
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United States Department of State, U.S. Asset Recovery Tools and Procedures: A Practical Guide for International
Cooperation, May 2012, http://www.state.gov/documents/organization/190690.pdf.
U.S. Attorney General Eric Holder, “Attorney General Holder Delivers Remarks at the Ukraine Forum on Asset
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Figure 24. Hitman Network Homepage327

Figure 25. Hitman Network Instructions on how to Fund a User Account with Bitcoin328
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Ibid.

Appendix III: Illicit Uses of Cryptocurrencies

Commentary and Observations from
Federal and State Prosecutors
During our research, we interviewed current and former federal and state prosecutors and
other professionals from the ranks of federal and state law enforcement in connection with the
challenges confronting the successful prosecution of criminal and civil cases involving virtual
currency. These officials represented U.S. Attorney’s Offices in New York and San Francisco,
state prosecutors from Manhattan and Miami, as well as the USSS and FBI. Among the principal
observations common to almost all our interlocutors were the following:
As with other complex cases, questions of jurisdiction and cooperation across state and federal
agencies and between international agencies spanning the globe can at times represent a
time-consuming, complex proposition. Given that the Internet has made transnational crime
more commonplace, working efficiently across countries to retrieve data, effect arrests, and
obtain cooperation is a fundamental consideration for cases involving financial crimes.
Many with whom we spoke noted that the successful and visible prosecution of cases for those
operating outside a regulatory framework would encourage many operators to adopt the
appropriate licenses and regulatory compliance. Assistant U.S. Attorney Kathryn Haun stated
“These public enforcement actions, such as criminal prosecutions, are important for a number
of reasons. They make sure to punish criminal activity, but they also send a message to the
rest of the industry that compliance matters.” Haun further noted “that’s especially true in this
space: there is real promise in virtual currencies, but there are also very real threats—money
laundering, terrorist finance, fraud, and so on. So just having an AML program on the shelf isn’t
going to be sufficient. They have to be effectively implemented, and tailored to the threats;
they have to be a part of the company.” Deputy U.S. Attorney Richard Zabel similarly stressed
that successful prosecutions can encourage “borderline” institutions to come in line with the
law and understand that they are not exempt.
Assistant U.S. Attorney Serrin Turner noted: “The Internet allows those who conspire to do
so easily. Our approach is to go after the systems and targets that facilitate criminal activity
and the enablers. The idea is to rein in these digital currencies so they’re not lawless. For
decentralized currencies like Bitcoin, the point of regulation is the exchanges.”
Manhattan Assistant District Attorney David Szuchman noted that the technologies underlying
virtual currencies and the anonymity they afford for potentially malicious conduct would
provide new opportunities for prior criminals to engage in further criminal conduct or
otherwise induce new actors to “try it out.”
Alden Pelker, from the Money Laundering Intelligence Unit Criminal Investigative Division of
the FBI noted that Bitcoin “is not a total game changer. We’ve seen tremendous innovation
across the last decade or so. There’s been this incredible expansion in the type of financial
products that are available. In a global economy, you want global payments. Criminals are
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always early adopters of these kinds of technologies. A lot of the regulatory environments only
addressed currencies backed by national governments and these technologies grew up in
regulatory grey areas.”
A key consideration for prosecution lies in how virtual currency is regulated. New York has
been at the vanguard of efforts to regulate virtual currency operations. In July 2014, it opened
its proposed BitLicense regulatory framework for public comment. Notably, Manhattan
District Attorney Cyrus R. Vance, Jr., has advocated for the registration and full regulation of
these businesses as money transmitters to operate in New York. Prosecutors such as Vance
have taken an interest in regulatory developments in the area. Successful investigations
and prosecutions may hinge, for example, on whether the assets are statutorily defined
as securities or money, and whether a particular enterprise is a regulatory money-services
business. The distinction could either create or preclude the availability of criminal judicial
process (such as search warrants, eavesdropping warrants and grand jury subpoenas) to further
investigative goals.
Additionally, laws in many states have not caught up with the technology, leaving prosecutors
to force traditional statutory provisions onto new fact patterns, creating opportunities for
defense counsel to litigate basic definitions. For example, defense attorneys for Pascal Reid and
Michell Espinoza, the first defendants to be charged under state (Florida) statutes with money
laundering using virtual currency, have argued that “the language of the Florida statutes
excludes and was never intended to cover Bitcoins.” Another complicating issue for criminal
investigators is that statutory definitions can vary state by state and depart from the definitions
of rules and regulations promulgated by the Department of the Treasury and the IRS.
As with other complex investigations and prosecutions, continuity of personnel and resident
experience in case management, technology, and methodologies is paramount to the
successful conduct of investigations and the prosecution of cases. Prosecutors noted that they
often lose young or experienced talent to the private sector, where salaries and benefits can far
exceed those available in public service. One prosecutor pointed to the Virginia-based National
White Collar Crime Center, or NWCCC, as a resource for law enforcement to maintain continuity
of capabilities in fighting technology-based and technology-driven economic crimes.329

Investigative Shortcomings
Cryptocurrencies present a myriad of emerging challenges to law enforcement agencies at all
levels, because they can significantly complicate agents’ ability to trace financial transactions
in related criminal investigations. Any criminal investigator and analyst can scrutinize the
blockchain, as it is available for all to see; however, all they can view is the public keys, which do
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not provide any information on the identity of the individual who possesses the public key.330
As such, the government can track all transfers of bitcoins on the blockchain without ever
finding the most important piece of information: the transferor’s identity.331
In addition, because cryptocurrencies have no centralized authority, law enforcement and
regulatory agencies face challenges detecting suspicious activity, identifying account holders,
and obtaining transaction records. There is no unified global entity to serve and process
subpoenas, warrants, or other legitimate investigative tools in furtherance of an investigation.
Investigations are further complicated by the fact that malicious actors have easy access to
widely available anonymizing software or proxy servers that are designed to mask the actual
location of the computers used to access the Internet.
Many observers believe that law enforcement agencies are ill-equipped and unprepared to
counter the rise of digital financial crimes and sophisticated cybercriminals, because they lack
the investigative expertise and forensic investigative tools necessary to conduct successful
investigations of illicit activities using cryptocurrency. In law enforcement, perhaps no single
area is less understood than the field of illicit finance. When illicit finance is fused with an
equally complicated emerging technology like cryptocurrency, investigative pursuits become
more challenging and taxing. As a result significant training and education will be required to
teach criminal investigators and analysts about Bitcoin, the blockchain, other altcoins, and how
to conduct investigations when these digital payment systems are used.
Moreover, in an interview with Allen for this study, he indicated that law enforcement tends
to only catch less sophisticated perpetrators who make mistakes and leave a trail rather than
sophisticated networks that are scrupulous at disguising their transactions.332,333 As evidence of
this, a 2013 study conducted by researchers at the University of Massachusetts indicated that
“while Tor presents a challenge to investigators, in practice, offenders use Tor inconsistently”
and “[o]ver 90 percent of regular Tor users send traffic from a non-Tor IP at least once after first
using Tor.”334 Thus, the impetus for launching an investigation involving cryptocurrency and the
resulting prosecution is more likely the result of carelessness on the part of an organization or
individual than good police work.
Moreover, the abstract nature of cryptocurrency poses a challenge to law enforcement
agencies, prosecutors, and regulators not only in the United States but in other countries as
well. U.S. law enforcement and regulatory agencies and state governments are taking action
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European Central Bank, Virtual Currency Schemes 21, October 2012, http://www.ecb.europa.eu/pub/pdf/other/
virtualcurrencyschemes101210en.pdf.
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International Center for Missing & Exploited Children and Thompson Reuters, The Digital Economy: Potential, Perils,
and Promises: A report of the Digital Economy task Force, March 2014. p. 12. http://thomsonreuters.com/businessunit/legal/digital-economy/digital-economy-task-force-report.pdf.
Ryan Hurley et al., Measurement and Analysis of Child Pornography Trafficking on P2P Networks 1 (2012), available at
https://www.scribd.com/doc/224238120/Analysis-of-CP-on-P2P-Networks.

121

Appendix III: Illicit Uses of Cryptocurrencies

on cryptocurrency, but their international counterparts often lack the regulatory framework,
resources, or investigative expertise to track illicit transactions conducted with cryptocurrency.
Investigations of cryptocurrency are not impossible, as evidenced by the arrests and
prosecutions referenced above, but they are difficult. The good news for law enforcement
and prosecutors is that all of the illicit activities cited in this section predate the evolution
of cryptocurrency and the Internet. Moreover, there are laws on the books that allow law
enforcement agencies to effectively investigate these crimes and charge individuals with those
offenses. That said, just as the rise of personal computers, smart phones, the Internet, and other
emerging technologies has altered the way investigations are conducted, the evolution of
cryptocurrency will require alternative methods of investigation as well.
To adapt to this new threat and successfully conduct virtual currency investigations, new
investigative methodologies, training initiatives, custom forensic software tools to analyze
the blockchain, and transaction databases need to be developed to better identify illicit
activities, track illicit transactions, and identify individuals conducting illicit transactions
using cryptocurrency.
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The following is a summation of the major federal and state prosecutions of centralized and
decentralized virtual currency systems discussed throughout this paper.

Miami Charges Against Pascal Reid and Michell Espinoza
On February 6, 2014, Pascal Reid and Michell Espinoza were arrested in Florida in what
authorities said was the first state-level money laundering case involving Bitcoins in the
country. Undercover officers from the Miami Police Department and USSS met with the two
men on three occasions. The men were arrested after they allegedly offered to convert criminal
proceeds into Bitcoins. Law enforcement authorities identified the two men through an online
directory of Bitcoin buyers and sellers called www.localbitcoins.com, according to court filings
and media reports.
Both men were charged under Florida’s Money Laundering Act, in violation of Florida
statutes 896.1.1(5)(b) and 896.101(5)(A), as well as engaging in an unlicensed MSB, 560.125(5)
(A). Reid argued in a motion for bond reduction335 (and later motions) that bitcoins do not fall
within the definition of “monetary instruments” under Florida’s Money Laundering Act, are
not government issued and do not have physical coins, and are not considered investment
securities. The defense further argued in a May 2014 motion that Reid is a “person,” not a
“corporation” (or other business entity), and therefore, did not meet the requirements under
the Florida statute for operating an unlicensed MSB.
On July 31, 2014, The Bitcoin Foundation filed an amicus brief (“friend of the court”).
Interestingly, the Foundation argued that Bitcoin is not currency—so Reid could not have been
a money transmitter under Florida law. “‘Currency’ is defined as ‘the coin and paper money
335

State of Florida v. Pascal Reid, Case No. F14-2935, in the Circuit Court of the Eleventh Judicial Circuit in and for
Miami-Dade County, Florida (Motion for Reduction of Bond, filed February 27, 2014).
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of the United States or of any other country which is designated as legal tender and which
circulates and is customarily used and accepted as a medium of exchange in the country of
issuance,” wrote lawyers for the Bitcoin Foundation.336
The brief referenced FinCEN’s March 2013 guidance, noting that “retail use of bitcoin is not
money transmission.”337 For support, the brief alluded to both FinCEN guidance and guidance
issued by the Texas Department of Banking, which purportedly established that “’the exchange
of cryptocurrency for sovereign currency between two parties is not money transmission,’ and
instead is ‘essentially’ a sale of goods between two parties.”338
As of the time of the publication of this document the matter is ongoing.

Ross Ulbrict, a.k.a. Dread Pirate Roberts, a.k.a. Silk Road
On February 4, 2014, the U.S. Attorney for the Southern District of New York announced the
indictment of Ross Ulbricht, a.k.a. Dread Pirate Roberts, a.k.a. Silk Road, in connection with his
operation and ownership of the hidden website designed to allow users to buy and sell illegal
drugs and other unlawful goods and services anonymously.339 He was arrested four months
prior on October 1, 2013, pursuant to a criminal complaint filed in Manhattan federal court on
September 27, 2013. Ulbricht created Silk Road in approximately January 2011, and owned and
operated the underground website until it was shut down by law enforcement authorities in
October 2013. According to the allegations, Ulbricht operated Silk Road on the Tor network,
which concealed the true IP addresses of users’ computers and identities. Ulbricht also used a
Bitcoin-based payment system to facilitate the illegal transactions on the site.
On February 4, 2014, Ulbricht was charged by indictment with the following:340 one count of
narcotics trafficking conspiracy in violation of Title 21, United States Code, Section 846; one
count of engaging in a continuing criminal enterprise in violation of Title 21, United States
Code, Section 848(a); one of count of conspiracy to commit computer hacking in violation of
Title 18, United States Code, Section 1030(b); and one count of money laundering conspiracy
in violation of Title 18, United States Code, Section 1956(h)). In a superseding indictment on
August 21, 2014, additional charges were added against Ulbricht:341 narcotics trafficking in
violation of Title 21, United States Code, Sections 812, 841(a)(1) and 841(b)(1)(A); distribution
336
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of narcotics by means of the Internet in violation of Title 21, United States Code, Sections 812,
841(h) and 841(b)(1)(A); and conspiracy to traffic in fraudulent identification documents in
violation of Title 18, United States Code, Section 1028(f).
Similar to Robert Faiella (as discussed further below), Ulbricht moved to dismiss the money
laundering conspiracy charge based on his argument that the term “funds” as used in the
money laundering statutes only encompasses real currency. Rejecting the argument, Judge
Forrest found that the term “funds” easily encompasses Bitcoins, stating:
“Put simply, ‘funds’ can be used to pay for things in the colloquial sense. Bitcoins
can be either used directly to pay for certain things or can act as a medium of
exchange and be converted into a currency which can pay for things. Indeed,
the only value for Bitcoin lies in its ability to pay for things—it is digital and has
no earthly form; it cannot be put on a shelf and looked at or collected in a nice
display case . . . Sellers using Silk Road are not alleged to have given their narcotics
and malicious software away for free—they are alleged to have sold them.”342
Ulbricht also cited FinCEN Guidance343 and IRS Guidance in his argument that Bitcoins do not
qualify as “funds” or “monetary instruments.” Ulbricht cited IRS guidance issued March 25,
2014 whereby it found that “virtual currency is treated as property” and “virtual currency is not
treated as currency.”344
In its opposition, the government disagreed, stating that the guidance documents had nothing
to do with the meaning of “funds” as used in Section 1956, and that the IRS Guidance addresses
“only the U.S. federal tax consequences” of virtual currency transactions, and further advises
that virtual currencies such as Bitcoins are “not treated as currency that could generate foreign
currency gain or loss for U.S. federal tax purposes.” The government further argued that the
FinCEN Guidance clarifies the applicability of BSA regulations to virtual currency administrators
and exchangers, advising that such entities are considered MSBs under FinCEN regulations and
are subject to AML laws. The government argued that Bitcoins are not exempt from money
laundering laws as “they fall well within the broad sweep of §1956’s ‘financial transaction’
definition, as they constitute one of many potential types of ‘funds.’”
The Court agreed with the government: “The money laundering statute is broad enough
to encompass use of Bitcoins in financial transactions. Any other reading would—in light of
Bitcoin’s sole raison d’etre—be nonsensical . . . One can launder money using Bitcoin.”
As of the time of the publication of this report, the matter is ongoing and scheduled for trial in
November 2014.
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Robert M. Faiella, a.k.a. “BTCKing” and Charlie Shrem
On January 27, 2014, the U.S. Attorney for the Southern District of New York announced the
unsealing of criminal charges against Robert M. Faiella, a.k.a. “BTCKing” and Charlie Shrem.
Faiella, an underground Bitcoin exchanger, and Shrem, the CEO and Compliance Officer of a
Bitcoin exchange company, were charged with scheming to sell more than $1 million in Bitcoins
to criminals trafficking narcotics on the dark web drug site Silk Road.345 In the press release, the
Manhattan U.S. Attorney said: “Truly innovative business models don’t need to resort to oldfashioned law-breaking, and when Bitcoins, like any traditional currency, are laundered and
used to fuel criminal activity, law enforcement has no choice but to act. We will aggressively
pursue those who would co-opt new forms of currency for illicit purposes.”
The defendants were each charged with operating an unlicensed money transmitting business
in violation of Title 18, United States Code, Sections 1960346 (b)(1)(B) and (C), and conspiring to
commit money laundering in violation of Title 18, United States Code, Section 1956(h). Shrem
also was charged with failure to file any SARs regarding the illegal transactions, a violation of
the BSA, and in violation of Title 31, United States Code, Sections 5318 (g) and 5322(a); and Title
31, Code of Federal Regulations, Section 1022.320. On April 10, 2014, the two were charged with
these same offenses by indictment.347
Following the indictment, Faiella moved to dismiss Count One of the indictment on three
grounds, arguing that: (1) Bitcoin does not qualify as “money” under Section 1960; (2) operating
a Bitcoin exchange does not constitute “transmitting” money under Section 1960; and
(3) Faiella is not a “money transmitter” under Section 1960. The Court denied Faiella’s motion.348
The Court cited the text of Section 1960 that referenced not only “money,” but also “funds,” and
found that “Bitcoin clearly qualifies as ‘money’ or ‘funds’ under these plain meaning definitions.
Bitcoins can be easily purchased in exchange for ordinary currency, acts of denominator of
value, and is used to conduct financial transactions.” As part of this ruling, the Court cited the
Trendon Shavers case,349 as discussed elsewhere in this section: “It is clear that Bitcoin can be
used as money. It can be used to purchase goods or services . . . [I]t can also be exchanged for
conventional currencies . . .” The Court continued, “if there were any ambiguity in this regard –
and the Court finds none – the legislative history supports application of Section 1960 in this
instance. Section 1960 was passed as an anti-money laundering statute, ‘designed to prevent
the movement of funds in connection with drug dealing.’”
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The Court further found that Faiella’s activities on Silk Road constituted “transmitting” money
under Section 1960, especially in light of the government’s allegation that Faiella received
cash deposits from his customers and then, after exchanging them for Bitcoins, transferred
those funds to the customers’ accounts on Silk Road. The Court also found that Faiella clearly
qualified as a “money transmitter” for purposes of Section 1960. Citing FinCEN Guidance, the
Court noted that virtual currency exchangers constitute “money transmitters” under FinCEN
regulations.350 According to FinCEN, “An administrator or exchanger [of virtual currency] is an
MSB [money services business] under FinCEN’s regulations, specifically, a money transmitter,
unless a limitation to or exemption from the definition applies to the person.”
Additionally, the Court found that FinCEN further clarified that the exception on which Faiella
relied his argument—that Faiella is not a “money transmitter,” C.F.R. X 1010.100(ff)(5)(ii)(F)—is
inapplicable.351 Finally, the Court rejected Faiella’s claims that applying Section 1960 to the
Bitcoin exchange business would run afoul of the rule of lenity.
On September 4, 2014, the U.S. Attorney’s Office announced that both Faiella and Shrem pled
guilty to operating an unlicensed money transmittal business.352

Trendon Shavers and Bitcoin Savings and Trust
In July 2013, the SEC filed suit against Trendon Shavers, a 30-year-old Texan, and BTCST
charging that Shavers had engaged in securities fraud through a Bitcoin-denominated Ponzi
scheme.353 Prosecutors alleged that between September 2011 and September 2012, Shavers
raised some 700,000 Bitcoin, or the dollar equivalent of $4.5 million, from investors through
promises of up to seven percent weekly investment returns.
The Bitcoins, prosecutors posited, were sold as securities, as defined by sections of the
Securities Act and the Exchange Act. Furthermore, they did not trade on any exchange, and
there were no underlying registration statements filed with the SEC. Shavers was charged with
violations of Section 17(a) of the Securities Act, violations of Section 10(b) of the Exchange Act
and violations of Section 5(a) and 5(c) of the Securities Act.
Shavers operated under the Internet pseudonym “pirateat40” and solicited investments in
online Bitcoin forums. Of the 700,000 Bitcoin which Shavers raised, he returned 507,000 to
investors as “withdrawals or purported interest payments,” and transferred 150,000 to his own
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account where he both sold Bitcoin for U.S. dollars and engaged in day-trading. Although he
suffered losses from his day-trading activities, prosecutors allege that he realized net proceeds
of $164,000 on his sale of 86,000 Bitcoins.
Shavers substantively denied the charges and claimed that the court lacked jurisdiction over
the matter as the alleged transactions did “not involve any subject matter covered by the
governing statutes of the Commission.” In August 2013, the court ruled in an opinion that the
BTCST investments met the definition of investment contract, and therefore, were securities,
giving the court jurisdiction over the case.354
On September 18, 2014, a federal judge found that “Shavers knowingly and intentionally
operated BTCST as a sham and Ponzi scheme, repeatedly making representations to BTCST
investors and potential investors concerning the use of their bitcoins; how he would generate
the promised returns; and the safety of their investments.” He was ordered to disgorge more
than $40 million in restitution.

Michael Mancil Brown
On June 26, 2013, a federal grand jury in Nashville indicted Michael Mancil Brown for allegedly
engaging in an extortion scheme involving the release of former Republican presidential
candidate Mitt Romney’s tax returns. Brown was arrested six days later. The U.S. District Court
in the Middle District of Tennessee charged Brown, a 34-year-old from Franklin, Tennessee, with
six counts each of wire fraud and extortion, according to a DOJ press release.355
The prosecution alleged that Brown falsely claimed he stole Mitt and Ann Romney’s tax returns
from accounting firm PricewaterhouseCoopers’ internal computer network, and then delivered
a letter to the firm threatening to release the documents unless $1 million in Bitcoin was
deposited into a certain Bitcoin account. The letter, included in court filings, also stated that
individuals who wanted the tax documents to go public could contribute $1 million to another
Bitcoin account, and the documents would be released immediately.
Unlike other criminal cases discussed in this report, the government did not charge Brown with
money laundering-related offenses or operating as an unlicensed money transmittal business.
Instead, the use of Bitcoin in this case was merely the medium through which Brown sought to
commit extortion. The crux of Brown’s legal arguments in this case challenged the validity of a
search warrant executed on his residence and computer.
As of September 17, the docket reflects the trial is scheduled for November 18, 2014.
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Liberty Reserve
In May 2013, federal prosecutors in New York criminally charged Liberty Reserve SA and its
owners and operators with, among other offenses, money laundering, fraud, money laundering
conspiracy, conspiracy to operate an unlicensed money transmitting business, operation of an
unlicensed money transmitting business, receipt of child pornography and marriage fraud.356
The New York Times reported that prosecutors used a provision of the PATRIOT Act to shutter
the website.357
Liberty Reserve offered its users “instant, real-time currency for international commerce . . . to
send and receive payments from anyone, anywhere on the globe.” According to the complaint,
the defendants:
“intentionally created, structured, and operated Liberty Reserve as a criminal
business venture, one designed to help criminals conduct illegal transactions
and launder the proceeds of their crimes. The defendants deliberately attracted
and maintained a customer base of criminals by making financial activity on
Liberty Reserve anonymous and untraceable. The defendants also protected the
criminal infrastructure they created by, among other things, lying to anti-money
laundering authorities in Costa Rica, pretending to shut down Liberty Reserve
after learning the company was being investigated by U.S. law enforcement (only
to continue operating the business through a set of shell companies), and moving
tens of millions of dollars through shell-company accounts maintained in Cyprus,
Russia, Hong Kong, China, Morocco, Spain and Australia, among other places.
Through the defendants’ efforts, Liberty Reserve has emerged as one of the
principal means by which cyber-criminals around the world distribute, store, and
launder the proceeds of their illegal activity. Indeed, Liberty Reserve has become a
financial hub of the cyber-crime world, facilitating a broad range of online criminal
activity, including credit card fraud, identity theft, investment fraud, computer
hacking, child pornography, and narcotics trafficking.”
Prosecutors alleged that the payments system processed more than 12 million transactions
annually with a combined value of more than $1.4 billion and ultimately helped launder
$6 billion in criminal proceeds across 55 million transactions from 2006 to 2013.
In the mid-2000s, defendants Arthur Budovsky and Vladimir Kats ran an unsuccessful digital
currency exchange service in New York City dubbed “Gold Age,” which actually functioned as
an exchanger for E-Gold, an online currency which prosecutors successfully shuttered earlier
in the decade (the treatment of which is included in our report below). In December 2006,
however, the pair was prosecuted for operating an unlicensed money transmitting business—
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approximately contemporaneous with the federal prosecution of E-Gold’s principals for money
laundering. Budovsky emigrated to Costa Rica where he set about building an operation that
would be outside the reach of U.S. law enforcement.
As with E-Gold, accounts were made available to customers on the basis of very limited
information. “In registering, the user was required to provide basic identifying information,
such as name, address and date of birth. However, unlike traditional banks or legitimate
only payment processors, Liberty Reserve did not require users to validate their identity
information, such as by providing official identification documents or a credit card. Accounts
could therefore be opened easily using fictitious or anonymous identities, according to the
complaint. In November 2011, FinCEN issued a notice that Liberty Reserve was being used by
criminals for global money laundering.
A Liberty Reserve account holder could conduct transactions with another account holder, as
well as merchants who accepted Liberty Reserve as payment. Transactions between account
holders were assessed a one percent fee. The company made a privacy feature—which
would hide an account number from the transaction’s counterparty—available for another
75 cents per transaction. The account holder was able to fund his account through third-party
exchangers. Prosecutors sketched out the scheme:
“To add an additional layer of anonymity, Liberty Reserve did not permit users to
fund their accounts by transferring money to Liberty Reserve directly, such as by
issuing a credit card payment of wire transfer to Liberty Reserve. Nor could Liberty
Reserve users withdraw funds from their accounts directly, such as through
an ATM withdrawal. Instead, Liberty Reserve users were required to make any
deposits or withdrawals through the use of third-party ‘exchangers,’ thus enabling
Liberty Reserve to avoid collecting any information about its users through
banking transactions or other activity that would leave a centralized financial
paper trail.”
As part of its effort to obtain a money transmitting license and in response to Costa Rican
concerns that Liberty Reserve had no AML protocols in place, the company effected a web
interface “that appeared to give Costa Rican regulators the ability to access Liberty Reserve
transactional information and monitor it for suspicious activity. However, the data that
appeared in the portal was, according to internal communications between the defendants,
mostly ‘fake’ and could be manipulated to hide data that Liberty Reserve did not want
regulators to see.”
In October 2013, Vladimir Kats pleaded guilty to one count of conspiring to commit money
laundering; one count of conspiring to operate an unlicensed money transmitting business;
one count of operating an unlicensed money transmitting business; one count of receiving
child pornography; and one count of marriage fraud. The criminal prosecution of other Liberty
Reserve defendants is ongoing. The case was jointly prosecuted by the Criminal Division’s Asset
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Forfeiture and Money Laundering Section and the U.S. Attorney’s Office’s Complex Frauds
Unit in the Southern District of New York, with assistance from the Criminal Division’s Office of
International Affairs and Computer Crime and Intellectual Property Section.

Western Express International
In November 2007, New York prosecutors charged Western Express International, Inc., its
officers Vadim Vassilenko and Yelena Barysheva, and 15 other people with crimes from
trafficking in stolen credit cards and identity theft to cyber-crime. In all, the indictment
contained more than 170 counts including money laundering, grand larceny, criminal
possession of stolen property, scheme to defraud and conspiracy. The defendants were
charged with enterprise corruption in violation of Penal Law § 460.20 (the Organized Crime
Control Act [OCCA]), as well as conspiracy in the fifth degree (Penal Law § 105.05 [1]); scheme to
defraud in the first and second degrees (Penal Law § 190.65 [1] [a], [b]; § 190.60); grand larceny
in the second and third degrees (Penal Law § 155.40 [1]; § 155.35); attempted grand larceny in
the third degree (Penal Law § 110.00, 155.35); criminal possession of a forged instrument in the
second degree (Penal Law § 170.25); and criminal possession of stolen property in the second
and fourth degrees (Penal Law §§ 165.52, 165.45 [2]).
The underlying investigation, conducted through the Manhattan District Attorney’s Office,
along with its team of investigators, in partnership with the USSS, was conducted over an eightyear investigation and prosecution.
In all, prosecutors successfully alleged that the group trafficked in more than 95,000 stolen
credit card numbers, which resulted in fraudulent charges totaling more than $5 million.
Defendant Egor Shevelev sold more than 75,000 of the stolen credit card numbers, making
millions in profit transferred to him through E-Gold and another digital currency, WebMoney. In
the course of the scheme, Shevelev laundered his profits through defendant Vadim Vassilenko
and his business, Western Express International, Inc., whose services included check cashing,
issuance of money orders, mail receiving, digital currency exchange and Russian- and Englishlanguage translation.
In February 2013, Vassilenko and Western Express pleaded guilty to money laundering in the
first, second and fourth degrees, scheme to defraud in the first degree, and conspiracy in the
fifth degree. In June 2013, following a 10 week trial, a jury found three other defendants guilty
of all counts of the indictment against them.
Following the successful prosecutions of the defendants, Manhattan District Attorney Cyrus
Vance outlined the scheme’s architecture:
• Stolen credit card information buyers exchanged dollars into E-Gold or WebMoney
through Western Express.
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• The buyers used the digital currencies to buy the credit card information from the sellers.
They then manufactured forged cards to make online and in-store purchases, and then
fenced their goods.
• The sellers of the credit card data converted their digital or virtual currency into U.S.
currency (or another virtual currency) through Western Express, which levied a fee on
every transaction it brokered. When digital currency was converted into U.S. currency,
the funds were then transmitted internationally via bank wire or money transfer or other
payment method.

E-Gold, Ltd.
In April 2007, federal prosecutors in Washington, D.C. charged the operators and executives of
E-Gold, Ltd. and related entities with, among other violations, conspiracy to launder monetary
instruments, 18 U.S.C. Section 1956, conspiracy, 18 U.S.C. Section 371, and operation of an
unlicensed money transmitting business, 18 U.S.C. Section 1960, over the period from 1999
through December 2005. E-Gold was incorporated in the offshore jurisdiction of the British
West Indies but, in fact, operated from Melbourne, Florida.
The defendants were also charged with aiding and abetting, 18 U.S.C. 2, criminal forfeiture,
18 U.S.C. 982 (a)(1), and a local charge, transmitting money without a license, a violation of
DC code, DC Code 26-1002. In its complaint, the government defined digital currency as “a
medium of exchange offered over the Internet that was purportedly backed by precious metals
and offered users another option for conducting on-line funds transfers.”358 It further defined
the medium as:
“generally marketed as offering global acceptance without the need for
conversion between national currencies, and were valued at fluctuating rates tied
to the price of a particular precious metal, particularly gold. Digital currency was
used for on-line commerce and for funds transfers between individuals for noncommercial purposes. While technically speaking, the owner of digital currency
could have had some right to acquire the actual metal behind the currency, digital
currency users typically converted their value into a national currency when the
wanted to take value out of the on-line system.”
Prosecutors alleged that E-Gold’s operators claimed publicly that, unlike financial institutions,
they were not subject to the statutes and regulations of the United States and detailed a lax
to non-existent system for verifying customer information. To wit, only a valid email address
was needed to open an account; no portion of the system’s user agreement forbade using
the service for criminal activity, and, perhaps most notably, prosecutors were able to open

358
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United States of America v. E-Gold, Ltd., Gold & Silver Reserve, Inc., Douglas L. Jackson, et al., Case No. 07-cr-00109, filed
on April 24, 2007 in U.S. District Court, District of Columbia.
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accounts using the following names: “Mickey Mouse,” “Donald Duck,” “Anonymous Man” and
“Bud Weiser.”
Given the lack of controls in comparison to other payment systems, prosecutors alleged that
the medium became a “highly-favored method of payment by operators of investment scams,
which generally refers to pyramids, ponzis, HYIPs (i.e., high-yield investment programs) and
other ‘get-rich-quick schemes.’”
Prosecutors alleged that when E-Gold’s operators became aware that accounts were “being
used for criminal activity, including child exploitation, wire fraud (investment scams), and
access device fraud (credit card identity theft), the E-Gold operation continued to allow
accounts to be opened without verification of user identity, assigned only a single employee
with no relevant experience to monitor hundreds of thousands of accounts for criminal activity,
and encouraged users whose criminal activity had been discovered to transfer their criminal
proceeds among other ‘e-gold’ accounts.”
Thousands of transactions were conducted daily through E-Gold accounts. The company
advertised on November 22, 2005, for example, that for the previous 24-hour period, 2,932 new
accounts were opened, 33,179 users had accessed their existing accounts, and 38,843 deposits
or withdrawals had been made in an amount equal to the gold equivalent of $6.4 million.
Ultimately, the defendants pleaded guilty to conspiracy to launder monetary instruments
(18 U.S.C. 1956) and conspiracy to defraud the United States (18 U.S.C. 371), and were sentenced
to 36 months of probation, a joint fine of $300,000 and a special assessment of $400 per
count imposed.
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Appendix V:
Cryptocurrency Trends
This section outlines the major bitcoin trends over the previous year and discusses an
anticipated view of the future, based on these trends and additional research.359 Bitcoin’s
market capitalization comprises more than 90 percent of the cryptocurrency market
capitalization as a whole. More data is available for bitcoin than other cryptocurrencies, so this
section will focus on bitcoin as indicative of cryptocurrency trends as a whole. Table 7 gives a
high-level view of current trends. This section discusses each topic in the table in more detail to
provide an in-depth understanding of current cryptocurrency trends using data.

359

The data cutoff date for this section was August 31, 2014, and the section focuses on year prior to the cutoff date
(August 2013 through August 2014).
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Table 7. High-Level Trends360

Bitcoin Stats

August 2013

August 2014

% Change

Price and Network

$132.75

$477.98

+260%

55,313

68,322

+24%

$21,519,557

$33,150,784

+54%

$25,370,000

$242,270,000

+855%

9

42

+367%

ATMs

—

198

—

Merchants

—

>40,000

—

iPhone apps

—

402

—

Droid apps

—

>250

—

Price (USD)361
Average number of transactions / day

362

Volume (USD) / day

363

Industry364
Venture capital investments (prior year)
Venture capital-backed startups (prior year)
Business

Interest
Google searches365
Wikipedia traffic366,367
Bitcoin subreddit subscribers

16/100

22/100

+38%

266,001

201,408

-24%

49,351

133,708

+171%

This section will also provide the background and justification for why we anticipate
the following:
• The value of bitcoin will continue to fluctuate as regulatory guidance is determined
worldwide; as bitcoin’s popularity, speculation, and investments change; and as bitcoinrelated crimes are committed.
• Bitcoin needs more merchant adoption to become widely used. Adoption by trusted
brands and a greater transaction volume would make the cryptocurrency more liquid and
increase price stability.
• Cryptocurrency use will become more easily accessible and widely utilized as smart phone
and global Internet use increases.
• The combination of the increase in use, growth in investments, and increase in accessibility
of cryptocurrencies suggests the belief in the need for the bitcoin technology and
360

361
362

363

364
365

366
367
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State of Bitcoin Q2 2014 Report Reveals Expanding Bitcoin Economy, CoinDesk, accessed July 10, 2014, http://www.
coindesk.com/state-of-bitcoin-q2-2014-report-expanding-bitcoin-economy/.
Market Price, BlockChain.Info, accessed August 31, 2014, http://blockchain.info/charts/market-price.
Number of Transactions Per Day, BlockChain.Info, accessed August 31, 2014, http://blockchain.info/charts/ntransactions.
Estimated USD Transaction Volume, BlockChain.Info, accessed August 31, 2014, http://blockchain.info/charts/
estimated-transaction-volume-usd.
Bitcoin Venture Capital, CoinDesk, accessed August 31, 2014, http://www.coindesk.com/bitcoin-venture-capital/.
On Google Trends, the month with highest interest (December 2013) is given a 100 and remaining months are a
ratio in comparison to that highest interest month. This is for all of August 2013.
Wikipedia Article Traffic Statistics, Wikipedia, accessed August 31, 2014, http://stats.grok.se/en/201408/bitcoin.
Popularity of Bitcoin on Wikipedia (July 31, 2014), Wiki Trends, accessed August 31, 2014, http://www.
wikipediatrends.com/Bitcoin.html.
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indicates that cryptocurrency will continue to exist and grow even if bitcoin does not
survive as the leading cryptocurrency.
• Bitcoin ATMs are expected to increase in the near future, but they will not necessarily exist
in the long term if all transactions can be done without physical currency.
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Price and Network
Figure 26 shows the volatile price of bitcoin in U.S. dollars against major events over the
prior year.368 It provides evidence for bitcoin events and announcements triggering a change
in bitcoin demand price. When past events have put a positive light on bitcoin, such as the
November 2013 Congressional hearings where the DOJ said that bitcoins are “legal means
of exchange,” the value has increased. When there have been negative events, such as the
February 2014 Mt. Gox closure and the March 2014 U.S. IRS tax guidance announcement, the
value has decreased. While this is certainly not the sole explanation for bitcoin’s fluctuation
in price, there does appear to be a relationship. Additional drivers of price are speculation,
whether merchants sell their bitcoin after sales, whether miners sell their bitcoin after
collecting mining rewards, and the supply of the currency.369

368

369
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Information and events for Figure 26 were derived from open source articles, infographics, and reports. Websites
heavily used during this open source research include CoinDesk and PYMNTS.com.
For a more detailed discussion on this subject please see section VI, subsection “Financial Markets, Speculation,
and Exchange Rate Risk.”
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389 Nermin Hajdarbegovic, “Litecoin Price Decouples from Bitcoin, Slump Continues,” CoinDesk, July 2, 2014,
http://www.coindesk.com/litecoin‐price‐decouples‐bitcoin‐slump‐continues/
390 Steve Shanafelt, “Is litecoin’s crash an indicator of a “decoupling” from bitcoin?” BitcoinX, July 4, 2014,
http://www.bitcoinx.com/is‐litecoins‐crash‐an‐indicator‐of‐a‐decoupling‐from‐bitcoin/
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Although additional altcoin prices were compared to135
bitcoin price fluctuations and it was found that they also
fluctuated similarly, only the cryptocurrencies with a full year of data available were the currencies chosen to plot.
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least frequently utilized payment processor of the payment systems we explored. Bitcoin has a
volume of $52 million, only 22 percent of Western Union’s $240 million. In at least one previous
quarter, bitcoin’s daily transaction volume has surpassed Western Union’s.378
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Average Transaction Volume per Day
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Figure 32. Payment Processor Transaction Volume in U.S. Dollars

The daily volume per transaction for bitcoin is very high at $844 compared to other payment
processors, at 250 percent of Western Union’s $341/transaction and more than 900 percent
of Visa’s $90/transaction. This is shown in Figure 33. The small volume per transaction for
PayPal, Master Card, and Visa show that they are used mostly for everyday use. Western Union
is often used to transfer money overseas and the transaction costs are high. In order to avoid
paying these transaction costs frequently, people are more likely to transfer larger sums of
money. With bitcoin, although a growing number of merchants accept the cryptocurrency,
there is a high volume per transaction. This high volume per transaction could have multiple
explanations. One explanation is that people are buying into bitcoin to store their money. This
could be someone in a country with an unstable currency like Argentina, for example, who
converts all of their money into bitcoin. If they have a currency that is less stable than bitcoin,
they could convert their paychecks into bitcoin as they receive them, which would typically
be a larger volume transaction. People may also buy into bitcoin as an investment. If people
believe bitcoin’s price will increase and that it is therefore a good investment, this would likely
lead them to buy more bitcoin and have a larger volume in each transaction.
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Figure 33. Payment Processor Volume (in U.S. Dollars) per Transaction
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Industry
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Although bitcoin’s price has fluctuated, it has
more than doubled over the most recent year.
One reason for this increase in price is venture capital investments, which were more than eight
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Figure 34. Total Venture Capital Investments in Bitcoin by Year
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Business
The growth of bitcoin has also included the increase in bitcoin ATMs around the world. During
the span of this study, the number of ATMs worldwide has doubled with the current number
around 200, with the majority in Canada, the United States, and Western Europe.380

380
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The data used to create this map and the ATM-related graphs was provided by CoinDesk on September 3, 2014.
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(U) As shown in Figure 49, Canada has the most bitcoin ATMs. The United States, Canada, and
Australia house over 50% of the world’s bitcoin ATMs.
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Coinbase is the most popular bitcoin wallet.
BitPay is the largest bitcoin payment service.
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Interest
Google search interest has fluctuated similar to price because price and interest are positively
correlated. The following charts are from Google Trends at the end of August 2014.385
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100
80
60
40
20
0

Figure 40. Google Trends “Bitcoin” Search Data

The interest volume in the United States is heavily concentrated on the east and west coasts,
mostly in New York and California, the financial and technology capitals of the country, as
shown in Figure 41. Austin, another bitcoin hotspot, is regarded as an innovative city. The
Austin community has embraced bitcoin by installing the third bitcoin ATM in the United States
on February 20, 2014 and hosting Texas Bitcoin conferences.
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Figure 41. Google Trends U.S. City Volume for Bitcoin August 2014
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The numbers in Figure 40, Figure 41, Figure 42, and Figure 43 represent search volume relative to the highest
point on the graph or map which is always 100. It doesn’t convey absolute search volume.
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Figure 42 shows the global Google searches for bitcoin by region. Estonia and Iceland have the
largest search volume.
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Figure 42. Google Trends Worldwide Region Volume for Bitcoin August 2014

Figure 43 shows the global Google searches for bitcoin by city, showing that the two cities
with the largest search volume are in Australia, even though Australia is not one of the top
10 Google search regions/countries worldwide. This is perhaps because the top regions have
widespread interest and in some countries, like Australia, interest is concentrated in big cities.
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Figure 43. Google Trends Worldwide City Volume for Bitcoin August 2014
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In addition to fluctuations in Google searches, there have also been fluctuations with similar
spikes in “bitcoin” Wikipedia page traffic. Figure 44 shows that bitcoin searches have decreased
by 24 percent, from 266,001 searches in August 2013 to 201,408 searches in August 2014. This
could be because interest in bitcoin has decreased altogether or because people tend to use
Wikipedia to learn about a topic initially and then use additional sources to learn more.
As a comparison to bitcoin’s fluctuation, we looked at pages that showed a similar amount
of traffic to the bitcoin page. We compared searches for “Bitcoin” to those for “Breaking Bad
(season 5)” and “iPhone 5C.” They
all have spikes during
their most
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as when the iPhone 5C was released and the day after each new episode of Breaking Bad aired.
300,000

Wikipedia Page Traffic

250,000
200,000
150,000

"Bitcoin"
"Breaking Bad (season 5)"
"iPhone 5C"

100,000
50,000
0
Sep‐13

Nov‐13

Figure 44. Bitcoin Page Traffic

Jan‐14

Mar‐14

May‐14

Jul‐14

FIGURE 58. BITCOIN PAGE TRAFFIC

(U)
Although
searches
for bitcoin
on Google
Wikipedia
decreased,
bitcoin
popularity on
Although
searches
for bitcoin
on Google
and and
Wikipedia
havehave
decreased,
bitcoin
popularity
th to 189th ranked subreddit406 based on number of subscribers
Reddit405 has
increased
from
the
345
on Reddit386 has increased from the 345th to 189th ranked subreddit387 based on number of
over the previous year, growing from over 49,000 users in August 2013 to almost 132,000 users in
subscribers
over
the previous
year,for
growing
fromGoogle
more than
usersare
in tools
August
2013
407 One
explanation
this is that
and 49,000
Wikipedia
used
toto
learn about
August
2014.
388
132,000
in August
One
explanationinterested
for this is that
Wikipedia
aalmost
new topic,
andusers
Reddit
is a tool2014.
used for
communities
in a Google
topic, soand
although
the general
public
appears
to
be
decreasingly
interested
in
bitcoin,
the
bitcoin
community
is
growing.
are tools used to learn about a new topic, and Reddit is a tool used for communities interested

in a topic, so although the general public appears to be decreasingly interested in bitcoin, the
bitcoin community is growing.
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Reddit is an online community where members can submit content.
Reddit entries are organized into areas of interest called subreddits, one of which is a bitcoin subreddit, where
people post about and discuss bitcoin.
Retrieved from Reddit Metrics: http://redditmetrics.com.
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Bitcoin Fit into the Monetary
and Financial Systems?
The global financial collapse and subsequent slow recovery have made the financial
environment ripe for an alternate currency. There are people who lost wealth or assets
in the collapse that doubt the longevity or efficacy of the global financial system and are
looking for a way to shelter their assets outside the conventional system. Others fear or
misunderstand the reach and purpose of central banks. Ultra-low interest rates and new
reserve requirements have also negatively affected the rate of return that banks are willing to
pay depositors on savings or checking accounts, which encourages would-be customers to
seek returns elsewhere.389 Cryptocurrencies and their associated technology provide a unique
investment opportunity for speculators and an alternative monetary system for individuals
seeking to operate outside the current monetary system. But, could they replace the dollar
and topple central banks? Our research suggests that they will not replace the dollar or topple
the current monetary system. In the sections that follow, we describe the history of currency
and central banking, explain the reasons cryptocurrencies do not currently challenge the
dollar, review the role of cryptocurrencies in financial markets, and explore the future of the
cryptocurrency technology.

The History of Currency and Central Banking
Early humans used a barter system to exchange goods and services. As society evolved, it
became difficult to trade directly for goods and services, so the idea of money was invented.
Early monies included cattle, cowrie shells, and eventually metal coins.390 Paper currency came
about in 806 B.C. in China and was used for about 500 years. In this time period, the number of
paper notes in circulation grew rapidly, which caused the value of the notes to depreciate and
inflation to skyrocket, which provided a cautionary tale for the use of paper notes. In recent
389

390

“The Origins of the Financial Crisis: Crash Course,” The Economist, September 7th, 2013, http://www.economist.
com/news/schoolsbrief/21584534-effects-financial-crisis-are-still-being-felt-five-years-article.
“NOVA: The History of Money,” October 26, 1996, http://www.pbs.org/wgbh/nova/ancient/history-money.html.
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history, reserves of precious metals such as gold have been used to back paper notes. Most
notable of these uses was the “gold standard.”
The “gold standard” began in England in approximately 1816.391 At this time, there were
guidelines to “allow for non-inflationary production of standard banknotes which represented
a certain amount of gold.”392 In this way, the banknotes represented a certain amount of actual
physical gold but were much easier to transport and use than the metal itself. Much of the
industrialized world adhered to the gold standard in some way between 1880 and 1914, and
the United States officially adopted the gold standard in 1900 with the Gold Standard Act.393
The gold standard started to unravel in the beginning of World War I and arguably caused the
Great Depression.394 President Franklin Roosevelt took the United States off the gold standard
in 1933 in an effort to combat deflation and falling prices.395 Countries that left the gold
standard recovered from the Great Depression quickly. After World War II, the Bretton Woods
system was adopted globally to combat predatory currency devaluations by the adoption of
a “gold convertible currency” for trade, effectively making the U.S. dollar the global reserve
currency.396 The International Monetary Fund (IMF) and World Bank were also established in
Bretton Woods. In 1971, Richard Nixon canceled the convertibility between the U.S. dollar and
gold, in an attempt to combat unemployment, inflation, and a foreign demand to convert U.S.
dollars into gold.
The abandonment of the gold standard and movement to fiat currency brought the role of
the central bank into the limelight. Central banks generally are tasked with controlling interest
rates, the money supply, and overseeing the banking system. The United States Federal
Reserve Bank (commonly referred to as “the Fed”) has a dual mandate to control inflation and
ensure full employment. Traditionally, the Fed has accomplished this mandate by setting the
interest rate charged to commercial banks and other depository institutions (the discount
rate), setting reserve requirements for its member banks, and open market operations.397 In
the current regime, the interest rate is near zero, so the Fed has been using unconventional
monetary policy such as “quantitative easing” or QE to accomplish the dual mandate.398
The global financial crisis of 2007-2008 caused many people to criticize central bankers around
the world and some to cry for a return to the gold standard or something like it. Under a gold
standard system, however, deflation was commonplace, prices fell, and unemployment rose.
391
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Talk of returning to the gold standard raises the ire of many economists; for example, Randy
Parker from East Carolina University said that the gold standard was “A pernicious anachronism
that should be kept in the history books and to think that modern people today want to speak
about its resurrection should absolutely horrify and terrify anyone that understands economics
even a little bit.”399 If bitcoin, another deflationary currency, were to be widely adopted,
economists speculate that it may face the same issue as gold, amongst others.400

Rise of Cryptocurrencies and the Potential
Threat to Central Banking
Many Bitcoin enthusiasts claim that the bitcoin and the dollar can live in harmony, while a small
group claims that the currency and technology will overthrow the current financial system.401
Federal Reserve Chair Janet Yellen stated that the Federal Reserve had no authority to regulate
or supervise bitcoin because “(it) is a payment innovation that is taking place entirely outside
the banking industry and to the best of my knowledge there is no intersection at all” between
bitcoin and banks that the Fed can oversee.402 Others take a more normative view of the
cryptocurrency. According to author Charlie Stross, quoted by Paul Krugman in a New York
Times article, “Bitcoin looks like it was designed as a weapon intended to damage central
baking and money issuing banks, with a Libertarian political agenda in mind—to damage
states’ ability to collect tax and monitor their citizens’ financial transactions.”403
Bitcoin currency and technology allow users to operate outside of the conventional monetary
system and are not governed by some of the regulations and fees levied therein. However,
there is very little evidence suggesting that the current U.S. monetary system, or any other
advanced monetary system, will crumble in bitcoin’s stead. There are many reasons that bitcoin
is not currently a legitimate challenge to the U.S. dollar and the U.S. system of monetary policy,
as we discuss in the following section.

The Purpose of Money
Money traditionally serves three purposes. First, it is a medium of exchange; money can be
used to procure goods and services. Second, it is a store of value; money can be put aside for a
period of time with the expectation that it will still have purchasing power in the future. Third,
it is a unit of account; money can be a “statistical yardstick against which value in an economy is
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measured.”404 The U.S. dollar serves all three of these purposes, but bitcoin does not fare quite
so well.
First, bitcoin does serve as a medium of exchange. As mentioned elsewhere in this report,
merchant adoption has been increasing over the past year and bitcoin users can now use it to
purchase a variety of goods and services. Bitcoin’s price and exchange rate are determined by
the market. However, these could be misleading statistics because bitcoin cannot purchase
everything that a dollar can purchase. This suggests that bitcoin can be used as a medium of
exchange, as long as holders of the currency want to shop somewhere that accepts bitcoin.
Second, the price of bitcoin has been extremely volatile and the currency is not yet stable
enough to be considered a store of value. People do not like to hold money that changes value
frequently and precipitously. Imagine Joe goes to the local market to buy his beer with bitcoin
on Monday and can purchase a whole six pack. Then, on Tuesday, he returns to the market
to buy another one—but finds that he can only afford to buy one beer. Joe will quickly learn
that the dollar is a much more reliable store of value and purchasing power. In the same way,
businesses do not like to accept currency that may rapidly change value. However, there are
currently services that bear the exchange rate risk for companies, so this is not a concern for
merchants that accept bitcoin. This may be a short-term downfall, as proponents suggest that
the price will stabilize as the number of bitcoins in circulation reaches the maximum supply.
Third, bitcoin is not a unit of account. Many Bitcoin transactions still take place with the
U.S. dollar or other fiat currency as the intermediary and workers’ wages are still paid in fiat
currency. The Economist suggests that “so long as Bitcoin buyers and sellers “think” in euros or
dollars (bitcoin) will fall short on money status.”405

Deflation Can be Costly
As mentioned previously in this paper, there is a fixed number of bitcoins allowed in circulation;
once that limit is reached, no more will be released. In other words, bitcoin has been designed
to be deflationary. This will have a profound effect on bitcoin’s use as a money and could keep
bitcoin from becoming the “coin of the realm.”406
Some bitcoin enthusiasts claim that inflation is a hidden tax levied on unsuspecting citizens
by a malevolent regime. However, low positive inflation greases the wheels of the economy by
encouraging people to spend instead of hold their money.407 In periods of deflation (when the
price of goods and services decreases), firms cannot adjust wages downward to compensate
404
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for falling prices, so unemployment rises. Employed workers hoard instead of spending their
money, leading to a downward spiral of deflation. The same could happen with bitcoin—the
expectation of future scarcity and value increases may encourage people to hold bitcoin
instead of spending it, perpetuating the deflationary problem.
Just as deflation can be costly, high inflation or hyperinflation can be costly. Bitcoin could be
held by citizens in a country experiencing high positive inflation to hedge against their own
currency’s depreciation. However, it is not clear that they would do this in lieu of holding
another stable fiat currency such as the dollar or euro.

Bitcoin Transaction Costs May Rise as the
Limited Supply of Bitcoin is Realized
In the early days of bitcoin, a single individual could mine from his or her own computer and
earn fractions of newly created bitcoin. As the number of bitcoins in circulation has grown, the
algorithms that computers must solve to confirm blocks have become more complicated, so
both the time and energy required to mine have increased. Miners now participate in pools to
combine computing power, and the pool participants share the newly created bitcoin reward,
and some even rent computing power.408 The energy required to mine is high, and at some
point the cost of electricity could outweigh the reward of bitcoin for pool participants. In a
network that relies on the miners to confirm transactions, this could lead to miners demanding
higher payment.409 It is fair to assume that the costs will be passed on to bitcoin participants
in the form of transaction fees. If the transaction fees approach those charged by credit cards,
consumers may opt into the conventional banking system where there are more consumer
protections and there is less volatility. Note that this argument assumes static computing
power, which is highly unlikely.410 However, once the cap of bitcoin is reached, miners will
have to be paid somehow, and transaction costs would be a likely candidate as the source of
this funding.

Financial Markets, Speculation, and Exchange Rate Risk
Bitcoin is seen by some as exciting, new, and unique—which encourages speculation in
financial markets. Speculators have seen potential in the rising price and emerging technology
of bitcoin and other cryptocurrencies. Entrepreneurs such as the Winklevoss twins of Facebook
have heavily invested in bitcoin. Publicly traded “Bitcoin Shop Inc.” is an online retailer that
takes bitcoin as payment just started. Initially traded at $4.00, the price as of August 11, 2014
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was $0.12.411 The Winklevoss twins have filed paperwork to establish an ETF under the symbol
“COIN,” which will provide everyday investors the opportunity to invest in bitcoin without
opening a wallet and worrying about the technicalities and risks associated therein.412 There
are also financial instruments like derivatives being created that could give investors an
opportunity to hedge against the risks of holding bitcoin.
Speculative behavior can lead to a situation known as a bubble, which may be occurring in
the case of bitcoin. A bubble occurs when there is a difference between fundamental value
and market price. This has been seen most recently and drastically in the housing crash of
2007, where values were much higher than fundamentals. What is the fundamental value of
a bitcoin? It could be valued based on its ease of use, the energy used to mine it, what it can
be used to purchase, or its technology. In any case, it is not clear what bitcoin’s price or value
should be, and this has been reflected in its volatility over the past few years. Furthermore,
bitcoin’s volatility encourages speculative behavior and bitcoin investors hold the digital
currency instead of spending it, decreasing its liquidity and further increasing the bubble. In a
recent paper, Czech economist Ladislav Kristoufek explored the drivers of bitcoin price. Using
transaction data from the blockchain, price data from exchanges, and a number of other data
sources, he analyzed the supply and demand for bitcoins, among other factors.413 Kristoufek’s
analysis indicated that speculation was a significant driver of bitcoin price, but that the use of
bitcoins in trade and the currency’s supply also affected price. His findings also suggested that
bitcoin is not used as a safe haven asset (like gold).
EXCHANGE RATES
Determining the exchange rate between two currencies is more complicated than one may
initially assume. The market exchange rate between two currencies may not reflect the
difference in prices of non-tradable goods and services between two countries. Economists
employ a mechanism to account for these differences, called “purchasing power parity” and
denoted PPP. Basically, the prices of the same basket or combination of goods and services
(both tradable and non-tradable) are compared across two countries. The exchange rate is
calculated using PPP to account for differences in purchasing power across the two countries.
It is not possible to create a PPP-adjusted exchange rate for bitcoin with the current level of
adoption. The IMF is an institution whose purpose is, “…to promote exchange stability, to
maintain orderly exchange arrangements among members [i.e., member countries], and to
avoid competitive exchange depreciation.”414 As exchange rate stability is one of the IMF’s
primary goals, it is hard to see the Fund promoting bitcoin in the near future. Further, the IMF
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works with member countries and their currencies, and bitcoin is by design, a currency without
a country. However, the IMF may heed bitcoin soon; anecdotal evidence suggests that bitcoin
may be increasingly used to offer banking services to the under‑banked.415

Other Central Banks
We have discussed how bitcoin will not challenge the United States Federal Reserve system.
But will it catch on in other countries with weaker financial institutions? Several central banks
around the world have issued edicts or guidance to their citizens pertaining to the use of
cryptocurrency, as described in previous sections of this report. Some examples are listed
below.
• Argentina’s central bank released a warning about bitcoin, suggesting that bitcoin cannot
be considered a legal tender because it is not issued by a central government.416
• Yves Mersch, a member of the executive board of the European Central Bank, said on
March 25, 2014, that “digital currencies are still too small to have an impact on retail
payments and central banks” and that cryptocurrency do not “pose a serious risk to price
stability or financial stability in Europe” but that they do pose a risk for users, especially in
terms of exchange rate risk (super volatile supply and demand).417 Also, he suggested that
they should not be ignored or dismissed.
• The Danish national bank suggested that bitcoin is more like glass beads than money,
stating that “bitcoins are not money in a proper sense as there is no issuer behind them…
instead, bitcoins display the characteristics of a commodity to which users attach value...
unlike precious metals such as gold and silver, bitcoins have no actual utility value, bearing
closer resemblance to glass beads.”418 Also, bank governor Hugo Frey Jensen said, “Bitcoin
is a virtual currency without any value anchor and hence it may rise sharply or fall very
suddenly. A core property of money is that its value is stable so that its purchasing power
does not change markedly from day to day....in spite of the considerable focus, use of
bitcoins as a means of payment remains very limited… against that background, the risks
linked to their use are currently assessed to be limited to the individual user.”
• China’s central bank declared that bitcoin is not a currency in December 2013.419 The
People’s Bank of China decreed that domestic financial institutions “couldn’t conduct
settlement or payments related to bitcoin” and limited the activities of trust companies,
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fund-managers, and insurance companies with respect to bitcoin.420 Commercial banks
were directed to shut bitcoin trading accounts as of April 15, 2014.421
• The Malaysian central bank stated that, “the Bitcoin is not recognized as legal tender in
Malaysia…the public is therefore advised to be cautious of the risks.”422
Some cryptocurrency proponents suggest that cryptocurrency will be widely utilized in
developing countries. However, the U.S. dollar is still widely accepted as the world’s reserve
currency. It is more likely that in the near future, a currency agnostic P2P payment transfer
mechanism like Ripple will be used to access U.S. dollars instead of a cryptocurrency like
bitcoin.423 If they were given the option, it seems unlikely that people would use something
volatile and deflationary instead of something like the U.S. dollar, with its relative stability and
near-universal acceptance.
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Appendix VII: Bitcoin in
the Developing World
Bitcoin proponents often argue that one of the primary values of the blockchain technology is
the potential for Bitcoin to revolutionize the remittance industry and bring financial goods and
services to unbanked and underbanked populations.424 However, it is also commonly cited that
the development of bitcoin tools and services is in its infancy and therefore may not produce
tangible results for several months or even years.425 This section of the report identifies
unbanked and underbanked populations and provides anecdotal evidence to illustrate early
success of Bitcoin in the developing world. It also provides an overview of the remittance
industry and how cryptocurrency may impact the industry. This section concludes with an
analysis of the barriers to entry that technology start-ups, venture capitalists, and consumers
must overcome to lay the groundwork for universal access to financial goods and services and
a robust, sustainable global remittance network.

Unbanked and Underbanked Populations
According to the World Bank Group, approximately 2.5 billion people worldwide do not have
a bank account. Of this population, the majority are women living in developing countries
throughout Africa, Asia, Latin America and the Middle East.426 This financial services gap is
the largest in developing countries where social and financial oppression towards women
is culturally accepted.427 For example, some countries require that a male relative co-sign for
424
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“The potential for
bitcoin to empower
the underbanked
population is exciting
and unlimited.
For example,
the underbanked
would have access
to ultra-low, fast
and simple money
remittance directly
from one person to
another as easily as
sending an email.
For underbanked
businesses, bitcoin
can open new
markets and process
a payment from
anywhere, and when
using BitPay’s basic
plan, the entire
transaction process
is free. BitPay makes
it easy for a merchant
to accept bitcoin as a
form of payment.”
–– Tim Byun,
BitPay
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a woman to open a bank account or apply for a loan.428 In South Asia, roughly 41 percent of
men have savings accounts, compared to only 25 percent of women. According to the United
Nations Development Program, women in Africa comprise 52 percent of the total population
and contribute approximately 75 percent of the agricultural work; however, they earn only
10 percent of African incomes and own just 1 percent of assets.
Cryptocurrencies present an opportunity to level the playing field when it comes to universal
access to financial goods and services. Bitcoin, the leading cryptocurrency, is already providing
financial services to groups of women in Afghanistan, Pakistan, and Egypt, where access to
financial goods and services is limited due to social and economic inequalities. Roya Mahboob,
co-founder of the Women’s Annex Foundation, and member of the 2013 Time Magazine
“100 Most Influential People in the World,” is leading a women’s digital literacy program that
leverages Bitcoin to financially empower women and children who do not have access to the
traditional banking sector.429 According to data provided by the Women’s Annex Foundation,
“2,900 top female students from Afghanistan, Pakistan, and Egypt are generating up to $3.84
per person per day” participating in digital currency-related programs that circumvent gender
exclusive banking services. Participants are paid in bitcoin for writing blogs, developing
software, producing videos and posting content on social media platforms.430 These programs
encourage young women to think independently and provide them with a source of income
they otherwise could not receive. “The top earners have the potential for a yearly income
of $1,401 that is 55 percent higher than the national average of $900/year.”431 Participants
are using their income to purchase mobile phone credit and online educational materials
and training.432
In addition to unbanked populations, industry experts assert that bitcoin will serve low income
and underbanked populations who have access to formal banking institutions but choose
to conduct their financial transactions using alternative or informal financial services. Those
who turn to alternative banking services such as payday loans, check cashing businesses and
other informal money lenders may be attracted by these services’ convenience and flexibility.
However, customers of these establishments pay higher fees than they would at traditional
banks and run the risk of being taken advantage of by untrustworthy money lenders.433 On
average, this industry charges 3 to 5 percent of a check’s amount to cash it.434 Therefore,
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Bitcoin may provide a more financially beneficial option to these alternative or informal
financial services.
Overall, underbanked populations are at a disadvantage when it comes to saving money,
building credit, and taking out affordable loans.435 They also face unfavorable circumstances
when storing saved money at home, since this presents greater risk due to burglary and
theft.436 Proponents of cryptocurrency anticipate that underbanked and low income
populations will find solutions to their financial woes by using digital currency platforms that
allow them to become more mainstream, using financial services accepted and adopted by the
general public.

Remittances
Industry experts often promote Bitcoin’s potential to
revolutionize the remittance industry. In 2014, global
remittance flows—that is, people transmitting money
transnationally, often to their country of origin—are
estimated to exceed $436 billion.437 Of this, transaction
fees will consume $3.5 billion (or 8.14 percent).438
Smaller-quantity remittances have higher transaction
fees. This is especially true in African nations, where a
$200 remittance costs $20 in transaction fees, while a
$500 remittance to the same African nations costs $12$14 per transaction.439 According to Business Insider
Intelligence, remitters could save $42 billion annually in
transaction fees by switching to cryptocurrency
platforms.440
Cryptocurrency and digital payment platforms such as Figure 45. World Bank Data on
Ripple present an alternative to traditional remittance Remittance Costs in Africa
providers. These emerging technologies allow
customers to send remittances more rapidly and inexpensively than traditional MSBs such as
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Western Union and Money Gram.441 Currently, traditional money remitters take several days to
wire money internationally, whereas bitcoin takes only a few minutes.
Digital currency innovation will likely expand to countries where mobile banking services
already exist. Mobile phone banking systems have proven successful in Kenya. The M-Pesa
mobile banking platform launched in 2007 and currently has 17 million subscribers. This
includes more than two-thirds of the adult population who, through short message service
(SMS) technology, transfer approximately 25 percent of the country’s gross national product
through M-Pesa—at lower transaction costs than local money remitters. Despite these cost
efficiencies, statistics show that very few recipients of remittances actually use these payment
platforms even though the majority of adults in African countries now own a mobile phone.442
Cryptocurrency software developers are redesigning mobile money technologies to include
bitcoin functionality that will allow users to send and receive bitcoin anywhere in the world
using SMS text messaging. An example of this innovation is 37coins, which leverages a mobile
banking platform to allow users to send and receive bitcoin via SMS without having access
to the Internet or smartphones.443 Ripple and BitPesa also provide products that diversify
the mobile banking marketplace by providing users with a wider variety of services. Bitcoin
software developers, in conjunction with venture capitalists, are increasing their product
awareness through advertising campaigns. On March 14, 2015, Bitcoin community members
are hosting an event called “The Bit Drop” that is scheduled to disperse Bitcoin via SMS texting
to every resident on Dominica, a Caribbean island with more than 70,000 inhabitants.444 The
goal of this event is “to create the world’s largest and highest density Bitcoin community on
the planet.”445
Bitcoin speculators are evaluating whether cryptocurrency could replace informal remittance
networks such as hawala that serve populations that have access to financial services, but
choose to remain outside of the formal financial industry. “When compared to the traditional
banking infrastructure, hawala’s attractiveness lies in six primary features: (1) cost effectiveness,
(2) efficiency, (3) reliability, (4) lack of bureaucracy, (5) lack of a paper trail, and (6) invisible from
scrutiny by the taxation authorities.”446 Hawalas are a huge threat in terms of terrorist financing,
and a move toward a bitcoin hawala would help law enforcement by diverting resources from
the existing informal structure into a digital version that can be examined via the blockchain.
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Prepaid bitcoin vouchers are another bitcoin product that can serve populations in the
developing world. These vouchers allow customers to purchase bitcoins using their local
currency.447 The purpose of this voucher system is to simplify the bitcoin-purchasing process for
the general public. Bitcoin voucher businesses like Azteco aim to bring bitcoin to underbanked
populations, including those who do not have mobile devices.448 The fees for Bitcoin voucher
services are 4 percent, still less than traditional remittance networks, and the transaction time
is approximately 60 seconds. Vouchers do not require registration or customer verification.449

Barriers to Entry
Infrastructure barrier: The greatest barrier to bitcoin serving unbanked, underbanked and
remittance industry populations is the lack of physical and technological infrastructure to
support internet connectivity, financial purchases and currency exchanges. For example, the
women participating in the digital literacy programs in Afghanistan are unable to spend their
bitcoin locally due to the lack of Bitcoin capable vendors. Moreover, they cannot purchase
goods online and have them shipped to their residences because they do not have a
standardized address required to receive goods from online vendors.451 Infrastructure to
support the remittance industry is also needed in order for the technology to be widely
available and for remittance receivers to either spend their bitcoin or cash it out for local
currency. Current efforts to disseminate Bitcoin ATMs around the globe may provide an early
indicator to the success and acceptance of Bitcoin in the developing world. However,
establishing the infrastructure to support cryptocurrency services will take several years, if not
decades. It is unlikely that the infrastructure required to support the Bitcoin ecosystem will
be built.

Figure 46. Azteco Bitcoin
Voucher450

User friendliness barrier: In order for Bitcoin to become a contender with traditional money
remittance businesses and alternative financial services, it will first have to become more userfriendly. The current process of registering and initiating a new user’s first bitcoin transfer is
lengthy and complicated. Additionally, if cryptocurrencies become more user friendly, they
still have to be culturally accepted as a new form of currency. Some potential users may have
difficulty conceptualizing how bitcoin works and therefore be turned off from using it.
Price Volatility: Extreme volatility in cryptocurrency markets can be a heightened problem
for impoverished unbanked, underbanked, and remittance industry populations. More than
a billion people in the world live on a dollar a day, and if any of these people lost 10 percent
of their money’s value overnight, they would be financially devastated. The website btcvol.
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info tracks the volatility of Bitcoin prices in U.S. dollars and according to their data, between
2010-2014 Bitcoin’s daily volatility ranged from 1-16 percent. Given the high risk associated
with volatility, low income populations are unlikely to adopt cryptocurrency as their primary
method of banking.
Regulatory costs: Another barrier to entry is the cost for businesses to comply with AML
regulations—both in countries of origin as well as of destination. Simply put, AML regulations
increase costs. As noted by Andrew Brown, head of compliance at cross-border payments
specialist Earthport, “the current high fees in the traditional remittance market aren’t just
imposed by greedy service providers.”452 Brown suggests many of these charges come from
the added costs of compliance and regulation, “costs that won’t just disappear when bitcoin
businesses enter the market.”453 If faced with strict AML regulations, remittance start-ups may
not have the flexibility they need to innovate and roll out new business models. “Bitcoin’s
remittance pioneers face the same anti-money laundering and cash security issues that drive
ordinary transfer fees so high.”454 There is also uncertainty as to how local governments will
react, including potentially regulating exchanges or imposing taxes on bitcoin transactions.455
Digital literacy: For Bitcoin to catch on, people need to feel comfortable navigating
cryptocurrency applications on electronic devices. Although the use of mobile phone devices
has grown dramatically over the past several years, it is not certain that individuals will
download cryptocurrency applications on these devices. Without digital literacy, it is likely that
middlemen will enter the picture to provide currency exchange and wire transfer services. This
could increase the fees and eliminate the incentive cryptocurrency provide by charging very
low transaction fees.

Forecast
Cryptocurrencies have great potential to flourish in the unbanked, underbanked, and
remittance industry populations. Initiatives that target specific communities are most likely
to proliferate if adequate resources are committed to building infrastructure and enabling
digital literacy. Out of these groups, women in traditional societies present a clear target group
of Bitcoin users. Among these women are those with some financial means permitting entry
into the Bitcoin market, even as cultural norms bar them from entering traditional financial
markets. On the other hand, underbanked populations will likely meet the same financial
barriers to entry for Bitcoin as they do with traditional financial markets, given that the majority
of underbanked are also poor and do not possess sufficient capital or technological resources
to enter the market. Finally, the remittance industry is ripe for change, due to consumer
dissatisfaction with exorbitant money transmitting fees. However, regulatory and technological
452
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barriers, and significant complexity ensure that Bitcoin’s entry into the remittance industry is
distant. It is likely that the entire remittance industry will not see a bitcoin revolution; however,
there may be country-specific revolutions if communities of diaspora see the value of bitcoin
and encourage other community members to engage the cryptocurrency market.
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Appendix VIII: Bitcoin
Mining: Energy and Iceland
For those who mine bitcoin, energy is currency. That is, the amount of effort a processor
expends (whether alone, in a mining pool, or in a company) is directly related to the amount
of bitcoin the miner is rewarded. Those who use more energy to mine bitcoin are rewarded
with more bitcoin. Likewise, miners with more energy are more competitive; they are paid out
faster because their processing power solves bitcoin algorithms faster than those with less
computing power.
However, energy is not free. Computers not only use significant electricity to figure out
algorithms; they also generate significant heat in doing so, requiring secondary electric
sources to cool down the processors before they overheat. According to OnBitcoin, miners use
approximately $150,000 per day in electricity costs to produce $681,000 worth of bitcoin.456 Put
simply, $1 of electricity generates $4.50 in bitcoin per day, yielding a net $3.50 bitcoin profit.
One might imagine a scenario in which miners did not have to buy the energy required to
generate bitcoin. The ability to generate $4.50 per bitcoin with $0 energy cost would increase
net profits by 22 percent. Although legitimately free energy is a fantasy, a reliable energy
source that provides significantly lower-cost energy is not.
Enter bitcoin mining in Iceland. Iceland is an attractive energy saving mining location for
two distinct reasons.457 First, Iceland uses renewable carbon neutral electricity exclusively,
in the forms of hydropower, geothermal energy, and onshore wind.458 These energy sources
are renewable and abundant. Even more importantly for bitcoin mining, they are cheap and
reliable. In 2011, the Icelandic national power company, Landsvirkjun, began offering industrial
456
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customers electricity at 4.3¢/kWh.459 Compare that to the same year’s 10.46¢/kWh median
price in the United States460 and one can see Iceland’s clear (41 percent) energy cost advantage.
As testament to these energy sources’ reliability, since the first power-intensive electricity
users began using these sources 40 years ago, there have been no disruptions due to natural
disasters.461 The second reason Iceland is attractive for energy saving mines is its climate. With
average high temperatures in January and July at 36 and 60 degrees Fahrenheit, respectively,
natural Arctic air cools computers and servers for free.462

Figure 47. Iceland’s Geothermal Fields463

Corporate Mining in Iceland
Corporate mining involves mining bitcoin the same way mining pools do: individuals combine
computing power to solve mathematical problems based on cryptography and release
bitcoin. The difference is that individuals can rent space, hardware and/or computing power
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from companies without supplying their own computers, software, or electricity. This setup
externalizes individuals’ costs.
Corporate mining uses an incredible amount of energy to generate bitcoins through massive
data centers. Data centers already account for approximately 1.5 percent of all global power
usage, and are anticipated to use 2 percent by 2020.464 Likewise, data centers’ power costs
contribute to 20 to 40 percent of overall operating costs. Companies that mine bitcoin are
therefore especially concerned with reducing power costs—for the traditional business
concern of reducing overhead as well as for increasing their competitive advantage by yielding
more bitcoin net profit. In addition, data centers—especially those that mine bitcoin—are
interested in power availability and reliability. A typically acceptable 26 minute annual
downtime for the average high-end data center translates into significant financial losses for a
bitcoin mining operation.
Cloud Hashing is the newest company (founded in February 2013) that has found an energy
saving way to mine bitcoin. Located in Reykjanesbaer the company has more than 100 servers
mining bitcoin 24 hours a day.465 The company’s facility is in the previously-abandoned U.S.
military warehouses outside of Keflavik, now owned and operated by Verne Global, which
provides access to energy as well as other types of facility support.

Figure 48. CloudHashing Homepage466

Cloud Hashing rents computing power to would-be miners who do not want to invest personal
capital in this endeavor.467 Each of Cloud Hashing’s computers is valued at approximately
$20,000 and the company rents out a small portion of computing power at $999 per year, per
rental contract.468 At the end of each day, Cloud Hashing divides its profits (keeping 20 percent
464

465

466
467

468

Broadgroup Consulting, “Iceland’s competitive advantages as a global Data Centre location,” United Kingdom,
2014, 2.
Nathaniel Popper, “Into the Bitcoin Mines,” The New York Times, December 21, 2013, http://dealbook.nytimes.
com/2013/12/21/into-the-bitcoin-mines/?_php=true&_type=blogs&_r=0.
https://cloudhashing.com/.
Ana Komnenic, “VIDEO: Iceland – a ‘hot’ destination for Bitcoin mining,” Mining.com, December 30, 2013, http://
www.mining.com/video-iceland-a-hot-destination-for-bitcoin-mining-89419/.
Nathaniel Popper, “Into the Bitcoin Mines,” The New York Times, December 21, 2013, http://dealbook.nytimes.
com/2013/12/21/into-the-bitcoin-mines/?_php=true&_type=blogs&_r=0.

173

Appendix VIII: Bitcoin Mining: Energy and Iceland

capacity for itself) among its investors. From October to December 2013, the company’s
Icelandic mining operation generated $4 million worth of bitcoin.469
Interestingly, if Cloud Hashing were primarily interested in energy savings, we would expect
the company to remain in Iceland. But the company is opening another facility in Dallas,
Texas, which will mine bitcoin with more than $3 million worth of machines.470 From an energy
perspective, Dallas is a puzzling choice: in addition to the obvious energy requirement for
cooling, Texas ranks 31st in overall energy costs, at 11.1 cents per kWh.471 It appears that energy
costs are worth the trade to Cloud Hashing because of traditional business risk concerns:
diversifying operational locations in the event of power shortages or unanticipated legal or
regulatory issues in one location.472

Corporate Cloud Mining
The great benefit of mining bitcoin, versus buying it, is that miners receive bitcoins “at
wholesale prices rather than the market price.”473 Likewise, the lower the mining cost, the lower
the wholesale price. Increasingly, cloud mining through remote data centers is attractive to
would-be miners for financial and practical reasons, discussed below.
First, companies with cloud-based services that mine bitcoin are attractive for individuals
interested in investing at the wholesale price because they can operate on greater economies
of scale. This provides discounts on processors, energy, and data centers, as well as physical and
virtual security measures. These discounts ultimately drive down the cost to produce bitcoin,
which yields higher bitcoin profit.
There is a strong incentive to mine early and often, which companies are better equipped
to do. As more bitcoin is released, more energy is required to solve increasingly difficult
mathematical problems. In addition, the bitcoin reward per block solved halves every four
years, with the current reward at 25 BTC per block and 87 percent of all bitcoins to be released
into the economy by the end of 2016.474 At some point, the cost of supplying computer power
will meet and likely eclipse the revenue that power produces. Presumably, this profit tipping
point will be reached later for a company than an individual miner, even if the individual
belongs to a group. This is because (1) companies receive rental profit in addition to bitcoin
mining rewards, which can be reinvested into greater computing power; and (2) even if
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companies do not invest in greater computing power, they will still generate bitcoin at a faster
rate than individual miners because of their superior and consistent power supply.
Second, individuals could be attracted to cloud mining for practical reasons. A quieter, cooler
home, with no additional electricity costs, no equipment to sell when mining is no longer
profitable, no dealing with hardware or mining equipment failures, and the ease of a practically
“turn-key” mining operation are all appealing, pragmatic reasons to mine bitcoin through the
cloud.475 There are three basic ways that individuals can tap into company-run cloud mining:476
• Hosted mining: when an individual leases a mining machine hosted by the provider.477
Bitcoin application-specific integrated circuit (ASIC) mining offers this service, where
“clients pay monthly rental rates for a large range of bitcoin ASIC mining systems, and can
rent a dedicated physical machine for their sole use.”478
• Virtual hosted mining: offered by Amazon’s Elastic Cloud Computing platform, Digital
Ocean, and others, allow individuals to “create a general purpose virtual private server and
install your own mining software.”479
• Leased hashing power: the most popular method of cloud mining, is offered by Cloud
Hashing, Hash Rack, E-Pickaxe, Bit-Miner, Cex.io, Nimbus Mining, Bit of Glory, and eBay
contracts.480 These companies lease an amount of hashing power, not based on number
of machines, but on power used. Individuals can lease this power “without having a
dedicated physical or virtual computer.”481

Security Risk to Cloud Mining
Mining Botnets: A botnet is a network of computers that have been infected by malicious
software (malware) that turns the computers into robots, enabling a remote controller to
use them for various (usually nefarious) acts.482 Clouds are particularly vulnerable to botnets
because cloud developers are interested in getting “something up and running immediately,”
often overlooking some security risks, such as anti-automation.483 In July 2014, two penetration
testers (individuals who hack systems in order to patch them) demonstrated how they
established a bitcoin mining botnet from freely available cloud services, such as creating
unlimited email accounts with automatic responses to sign up for an infinite number of free
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trials to mine bitcoin.484 The testers were able to mine bitcoin for free and went undetected, but
ultimately shared their research to expose this system vulnerability.485
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